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Abstract—Smart surveillance cars are a new and powerful
way to keep places safe. Unlike fixed cameras, these cars can
move around, collect live information, and send it over wireless
networks. Due to the Internet of Things (IoT), they can be
controlled from far away, drive by themselves, and show live
video. This paper looks at what smart surveillance cars are, what
parts they use, and where they are helpful, like in patrolling,
helping after disasters, military use, and checking restricted
areas. It also compares old methods with these new smart
systems. Special focus is given to the wireless technologies that
make all this possible, such as WiFi, Bluetooth, 4G/5G, LoRa,
and ZigBee. These are compared based on how far they work,
how fast they are, and how much power they use. In the end, the
paper talks about how future work can make these systems even
better by using more advanced and energy-saving technology.

Index Terms—Smart Surveillance Cars , Internet of Things
(IoT) , Wireless Communication , WiFi Control , Remote Moni-
toring , Mobile Surveillance , 4G/5G Networks , Real-time Video
Streaming , Autonomous Vehicles , IoT Security Systems

I. INTRODUCTION

In recent years, surveillance technology has improved very
quickly, mostly because of progress in the Internet of Things
(IoT) [1]-[3]. In the past, we mostly used regular CCTV
cameras and people to monitor security. But now, smarter
and more connected systems are taking over [4]-[6]. One
big improvement is the smart surveillance car. These cars can
move around and monitor different areas, which helps fix the
problems of cameras that stay in one place [7]-[9].

Smart surveillance cars use several advanced technologies
[10]-[12]. They can drive themselves (autonomous naviga-
tion), have high-quality cameras, use artificial intelligence (AI)
to think and learn [13]-[15], and connect wirelessly using
modern communication systems [16]—-[18]. These mobile sys-
tems can work in many places—from city streets to dangerous
disaster zones—and they help monitor situations in real time
without putting people in harm’s way [9], [19]-[21].

There are a few main reasons why smart surveillance cars
have become more popular. First, there is a growing need
for better security in both public and private areas [22]-[24].
Second, the technology for self-driving vehicles has improved,
making these cars more useful and trustworthy [25]-[27].
Third, faster wireless networks like 5G have solved older
problems with slow data transmission and delays [28]—[31].

In this paper, we will focus on the wireless systems that
allow the cars to communicate and help people control or
interact with the system [32]-[34]. We will look at how current
systems are being used, compare different technologies [35]—
[37], and discuss the problems and opportunities that lie ahead
[38]-[41].

This review is important for two groups. For researchers,
it gives a clear summary of current technologies and shows
where more work is needed [42]-[44]. For people who
work in security or make policy decisions, it offers useful
information about what these systems can and can’t do,
helping them make smarter choices when planning or
improving surveillance systems [20], [38], [45]-[51].

II. SYSTEM ARCHITECTURE
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Fig. 1. Block diagram of Smart Surveillance Cars
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III. SMART SURVEILLANCE CARS: CONCEPT AND
APPLICATIONS

Smart surveillance cars are autonomous or remotely con-
trolled vehicles equipped with cameras, sensors, and com-
munication modules. These vehicles can collect and transmit
video, audio, environmental data, and other metrics in real
time, making them suitable for a variety of scenarios that
require mobile monitoring.

A. Key Components:

« Embedded Systems

o Cameras and Sensors

o Wireless Communication Modules
o Power System

o Chassis and Mobility Mechanism

B. Key Components Explanation:

Smart surveillance cars are built from a combination of
different components that work together and allow remote
monitoring, movement, data collection, and communication.
Important components are embedded systems, cameras and
sensors, wireless communication modules, a power supply
system, and the physical chassis with mobility mechanisms.
Each part plays an important and unique role in making the
vehicle intelligent, mobile, and capable of performing tasks
in various environments.

1) Embedded Systems Embedded system is one of
the most essential component of a smart surveillance car,
which controls the entire vehicle like our brain control our
body. This is typically a small yet powerful microcontroller
or microprocessor, both can be used, like the ESP32 or
Raspberry Pi. The ESP32 is known for its built-in WiFi
and Bluetooth support and is often used in low-power
applications that require wireless communication and sensor
control. On the other hand, Raspberry Pi is a more capable
small computer system, suitable for tasks that involve image
processing, video streaming, or running full-fledged operating
systems like Linux. These systems collect and process data
received from sensors and cameras, make decisions, and
control motors and communication modules, all in real time.

2) Cameras and Sensors : Another important component
of the smart surveillance car is the set of cameras and
sensors installed onboard. Cameras are primarily used for
filming video. They capture and stream live footage to a
remote user or control center, allowing the controller to get
information by monitoring of the environment. Depending
on the application, these can be basic webcams, night-vision
cameras, or HD modules capable of facial recognition.
Besides cameras, various sensors are used to help the vehicle
understand and interact with its surroundings. Ultrasonic
sensors help to measure the distance of nearby objects
to avoid collisions, infrared sensors assist in low-light or

line-following operations, and GPS modules provide accurate
location tracking. According to the environment different
sensors like gas detectors or temperature sensors can be
installed to monitor air quality or detect fire and toxic
gases. Together, these sensors form the eyes and ears of the
surveillance car.

3) Wireless Communication Modules : The car must have
a reliable wireless communication module to communicate
with its operator or a central system. These modules allow
the car to exchange data over different wireless standards.
WiFi modules are commonly used for local control and fast
data transmission, especially when streaming live video.
Bluetooth modules offer low-power, short-range connectivity
and are suitable for basic command control in small areas.
For long-distance communication, 4G/5G LTE modules are
used, which connect the car to the internet through cellular
networks. This makes it possible to control the car from
virtually anywhere in the world and to send real-time updates,
video feeds, and sensor readings back to a server or mobile
device. Choosing the right wireless technology depends on
the use case, such as the need for speed, range, and reliability.

4) Power System : The power system is another essential
part of the vehicle. Since the car is often used in the field,
it runs on rechargeable batteries, usually lithium-ion or
lithium-polymer due to their high energy density and long
life. These batteries supply power to all the onboard systems,
including the motors, sensors, controller, and cameras. Along
with the batteries, power management circuits are included
to handle safe charging and discharging, prevent overvoltage
or undervoltage conditions, and regulate the power supplied
to different components. In some advanced models, solar
panels are integrated into the chassis to extend operation
time without manual recharging, especially useful in remote
outdoor environments.

5) Chassis and Mobility Mechanism Chassis and
Mobility mechanism form the body and movement system of
the car. The chassis is the structural frame that holds all the
components together and must be strong yet lightweight. It
can be made from plastic, aluminum, or composite materials
depending on the requirements. Attached to the chassis is the
mobility system, which includes wheels, DC or servo motors,
and sometimes steering mechanisms. For flat surfaces, a
simple two-wheel drive with a caster wheel is enough. For
rough surface, a four-wheel drive or even tracked wheels are
preferred for better performance. The motors are controlled
through a motor driver that receives signals from controller,
allowing the car to move forward, backward, and turn
smoothly. This mobility system help the car to navigate its
environment efficiently, even in challenging conditions.
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C. Applications:

Smart surveillance cars posses lot of real-world applications
where typical surveillance systems does not have. Because
these vehicles are mobile, connected to internet and intelligent,
they provide flexibility and responsiveness in situations where
fixed cameras and human patrols may not be too ‘effective
or safe and send necessory information to the control center.
Their ability to stream live video, collect environmental data,
and move autonomously makes them unique q for many
important fields.As shown in Table 1, smart surveillance cars
offer better coverage and flexibility compared to traditional
fixed CCTV systems, allowing them to monitor wider areas
and adapt to different environments [7], [19].

e Security and Patrolling
o Disaster Response

« Military and Defense
« Remote Monitoring

D. Application Explanation

1) Security and Patrolling : One of the most common uses
of smart surveillance cars is in security and patrolling where
satellite and drones cannot work like tunnels. These vehicles
can be deployed in places like large campuses, industrial
areas, airports, parking lots, and residential communities
to patrol regularly without human involvement. Since it is
possible to control and stream live video and respond to
events like motion or sound, they provide real-time updates
to security teams. This helps prevent theft, vandalism, and
unauthorized access, especially during night or in areas with
low visibility.

2) Disaster Response : Another important application is in
disaster response. After a natural disaster like an earthquake,
fire, flood, or chemical leak, it’s often too dangerous to send
humans into affected areas immediately. Smart surveillance
cars can be sent into these zones to analysis the damage,
search for survivors, detect hazardous substances, and provide
live video footage to emergency teams. With the help of
sensors, they can also check air quality, temperature, or
hazardous gas levels to warn about dangerous conditions.

3) Military and Defense : In the field of military and
defense, these cars are used for missions that require stealth,
surveillance, and safety. They can patrol borders, monitor war
zones, or scout ahead in risky areas without putting soldiers
life in danger. Some are even equipped with thermal imaging
or night vision cameras for operations during night time.
Their ability to move quietly and send back secure, encrypted
video makes them valuable assets in modern warfare and
intelligence gathering. It also can be used in tunnel war where
the risk of trap is unexpected and high.

4) Remote Monitoring : Surveillance cars be used where
the entry of human is restricted. In those places where risk
is high line nuclear power plants, research labs, or chemical
factories, safety regulations often limit human access. These
cars can easily navigate through such areas, monitor equip-
ment, check for leaks or overheating, and report issues to
the command center. They reduce the need for humans to be
exposed to dangerous conditions and can work continuously
with minimal maintenance.

TABLE I
COMPARISON OF SMART SURVEILLANCE CARS WITH TRADITIONAL
METHODS

Application Area Traditional Methods | Smart Surveillance

Cars
Security and | Fixed CCTV or man- | Mobile patrolling,
Patrolling ual patrols live video, quick
response
Disaster Response Delayed response, | Immediate  Access,
risky for human | safe data collection
teams

Military and Defense

Needs human scouts,
risk to soldiers

Autonomous
scouting,
viewing

remote

Restricted Area Mon-
itoring

Limited access, un-
safe for humans

Safe, real time inspec-
tion without human
entry

Real-time monitoring

Manual review of

footage

Live video feed and
alerts

Wide area coverage

Multiple fixed cam-

Covers large area by

eras needed

Mostly manual pa-
trols and fixed sys-
tems

moving
Controlled remotely,
responds quickly

Remote control and
navigation

E. Advantages of Smart Surveillance cars over Traditional
Methods

Smart surveillance cars offer many advantages compared
to traditional methods. Unlike fixed cameras it cover much
larger area. It makes them ideal for places where things are
unpredictable or where full coverage is hard to achieve with
human security. They can also be quickly sent to specific
spots when something unusual happens, allowing for a faster
response. Traditional systems often rely on people sitting
in control rooms to notice problems, but smart cars can
send real-time alerts and videos, helping decision-makers
act immediately. They can even move through tough terrain
where normal equipment can’t go. Overall, smart surveillance
cars are more flexible, faster, and provide better coverage,
making them a big improvement over older surveillance
methods.

IV. WIRELESS TECHNOLOGIES FOR REMOTE CONTROL
AND SURVEILLANCE

The effectiveness of a smart surveillance car heavily de-
pends on the robustness and efficiency of its wireless com-
munication system. Various wireless standards offer different
advantages in terms of range, speed, power consumption, and
reliability. There are several wireless technologies used to
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control smart surveillance cars from a distance, each with
its own strengths and weaknesses. WiFi is one of the most
common options because it’s fast and works well over short
to medium distances, especially in areas with strong internet
coverage. It’s great for live video streaming and sending
commands quickly. Bluetooth is useful for very short distances
and low-power tasks, but it doesn’t work well over long
ranges. Cellular networks like 4G and 5G are powerful for
long-distance control, allowing the car to be used in wide
outdoor areas without needing a local network. They also
support high-speed data transfer, which helps in real-time
video and remote updates. However, they might not work in
places with weak signal coverage. Technologies like LoRa
and ZigBee are not commonly used for video or real-time
control because they are slower, but they are very energy
efficient and can be useful in simple sensor-based applications.
In summary, WiFi and cellular networks are the most practical
for smart surveillance cars, especially when fast and reliable
control is needed. Table 2 provides a comparative analysis of
wireless technologies used for remote control and surveillance
applications, highlighting key attributes such as range, speed,
power consumption, and reliability. The table summarizes
various communication methods like WiFi, Bluetooth, Cellular
Networks, LoRa, and ZigBee, along with their respective
advantages and limitations [7], [19], [29], [38]. In Fig. 2,
the graph depicting the wireless technologies used in remote
control surveillance systems is shown, as referenced in [29],
[19], [20], [7], and [22].

A. Overview of Communication Standards

« WiFi (IEEE 802.11)
« Bluetooth

o Cellular (4G/5G)

o LoRa and ZigBee

1) WiFi : WiFi is the most common choice for smart
surveillance cars, offering a reasonable range (around 100
meters) and high-speed data transfer, especially useful for
live video streaming and real-time control in areas with good
internet coverage. However, it can be limited in terms of
range and may not work well in remote areas with weak
signals.

2) Bluetooth : Bluetooth has a much shorter range (around
10 meters) and lower speed (around 2 Mbps). It is most
useful for applications where low power consumption is a
priority and the control needs to happen in close proximity,
such as personal devices or small-area surveillance, but it’s
not suitable for live video streaming or large-area control.

3) Cellular (4G/5G) : 4G/5G offers the best long-range
capabilities (over 10,000 meters), high-speed data transfer
(up to 1000 Mbps), and low latency, making it ideal for
real-time remote control and live video streaming in outdoor
and large-area applications. It’s perfect for situations where

quick response and high-quality video are required over long
distances. However, it can be costly, and coverage might be
weak in remote or rural areas.

4) LoRa : LoRa is a long-range, low-power wireless
technology that works well for simple sensor data transmission
(like temperature or motion). It has an impressive range of
over 15,000 meters, but the speed is very low (0.05 Mbps),
so it’s not useful for video or high-bandwidth needs. LoRa is
best used in IoT applications where minimal data needs to be
transmitted over long distances.

5) ZigBee : ZigBee is a low-power, short-range option,
with a range of around 100 meters and speeds of 0.25 Mbps.
It is best for sensor-based applications that need low power
usage and moderate data rates, like monitoring environmental
factors or simple security devices, but it’s not suitable for
high-speed video streaming or large data transmission.

100 Use of Wireless Technologies in Real World Applications

90

80

60
60

40
40

Usage Popularity Index

WiFi Bluetooth 4G/5G LoRa

Wireless Technology

ZigBee

Fig. 2. wireless technologies used in remote control surveillance system graph
[29], [191, 201, 7], [22]

B. Advantages and Drawbacks of each Wireless Technologies:

o WiFi: is great for medium-range applications with
high-speed data needs like video streaming but is limited
in outdoor or remote areas.

o Bluetooth : is best suited for low-power, short-range
applications with minimal data needs, but not for
large-area or video surveillance.

o Cellular (4G/5G): excels in long-range, high-speed
control and live video streaming in outdoor settings,
ideal for large and complex surveillance needs.

« LoRa offers excellent range and power efficiency but is
only useful for low-bandwidth applications like sensor
data.
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TABLE II
WIRELESS TECHNOLOGIES COMPARISON FOR REMOTE CONTROL AND SURVEILLANCE

“Development of

Tech. Range(m) Speed (Mbps) E** | S#* Use Cases

WiFi 100 100 2 4 Ideal for areas with strong internet coverage, useful
for live video streaming and remote control over
medium distances

Bluetooth 10 2 4 2 Best for short distance control, low power devices,
not ideal for large areas or live video

Cellular 10,000+ 1000 2 5 Excellent for long range control, real-time updates

(4G/5G) and high speed video streaming in wide outdoor
areas

LoRa 15,000+ 0.05 5 2 Ideal for low power, long distance sensor-based
communications but not suitable for video streaming

ZigBee 100 0.25 4 2 Efficient in terms of power for simple sensor data
transfer, not suitable for large data usage.

*E for Power Efficiency, S for Suitability and Scale is I=Low, 5=High
o ZigBee is effective for small-range, low-power [3]1 S. N. Ibrahim, A. H. Basri, and A. L. Asnawi,

applications but is unsuitable for high-speed control or
large-area coverage.

C. Power Efficiency and Reliability:

Wireless communication modules consume varying
amounts of power, impacting battery life. Bluetooth and
ZigBee are power-efficient but lack bandwidth for video.
Cellular and WiFi consume more power but offer better
performance for video and control. Signal reliability is
essential in mobile environments, and redundant systems or
fail-safes are often required to ensure consistent operation.

V. CONCLUSION

Smart surveillance cars represent a significant evolution
in mobile monitoring technology. Powered by IoT, these
systems combine mobility, automation, and real-time wireless
communication to provide flexible and responsive surveillance
solutions. They are well suited for a variety of critical applica-
tions, including public safety, disaster response, and military
operations.

Among wireless communication technologies, WiFi and
cellular networks stand out for their support of real-time video
and control. Each wireless standard has its own trade-offs in
terms of range, power, bandwidth, and latency, and the choice
largely depends on the specific use case.

Future research may focus on hybrid communication sys-
tems that combine multiple wireless technologies for greater
resilience and adaptability. In addition, advances in Al, edge
computing, and energy-efficient hardware will further enhance
the capabilities of smart surveillance cars, paving the way for
broader adoption in both urban and remote environments.
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