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Abstract—The growth of deep fake technology that is done
by generative adversarial networks (GANs) has increased the
production of manipulated and fake videos, causing several
serious threats to digital authenticity, privacy, and societal trust.
This research introduces a Convolutional Neural Network (CNN)
based framework designed to detect fake videos by analyzing
different extracted frames from a custom organized dataset from
the files. Leveraging OpenCV for preprocessing and a tailored
CNN architecture, our approach achieves an impressive accuracy
of 90% while providing a lightweight yet effective alternative
to resource-heavy models like ResNet and Vision Transformers
(ViTs). This study compares our method with state-of-the-art
techniques. In this research, we compare its efficiency and
scalability. By addressing the increasing challenge of fake video
making by the use of artificial intelligence, this work contributes
to video forensics and lays the groundwork for real-time detection
systems to overcome the threat of fake videos and misinformation
effectively.

Index Terms—Fake Video Detection, Convolutional Neural
Networks, Deep Learning, Video Forensics, Deepfakes

I. INTRODUCTION

With the advancement of deep fake technology, there is a
big threat, driven by advancements in generative adversarial
networks (GANs) and other artificial intelligence techniques. It
was initially developed for entertainment purposes, like movies
and games. But this tool has also lead to it causing a lot of
misinformation and many threats to the lives, financial state,
and privacy of the people. According to recent studies, the
accessibility of deep fake tools has made it easy for everyone,
allowing even non-experts to make misinformative videos with
the few resources [13].

This has a great impact on society. As digital videos become
a primary medium for news, information, and social inter-
action, the difficulty in distinguishing authentic and original
content from fake ones leads to lower public trust and leads to
increases the spread of misinformation [1], [2]. Many threats,
like financial issues, business issues, political issues, and many
more it can be a threat to the whole nation.

The societal implications of this phenomenon are profound.
As digital videos become a primary medium for news dis-
semination and social interaction, the inability to distinguish
authentic content from fabricated ones erodes public trust

and amplifies the spread of misinformation [?]. High-profile
incidents, such as manipulated political speeches, underscore
the urgency of developing robust detection mechanisms to
safeguard information integrity and protect individuals from
malicious exploitation.

Detecting fake videos is a serious challenge due to the
difficulty of modern deep fake algorithms. Traditional forensic
approaches, such as methods like checking pixel flaws or un-
usual data patterns, are logging the effectiveness against GAN-
generated videos, which make it very difficult to differentiate
between the real and fake videos. These methods lack the
ability required to address the large range of making videos
with faces to making videos of the whole body. Moreover, the
rapid growth and advancement of deep fake tools are faster
than humans can detect, so we need automated tools for the
recognition of those videos in real time [1], [3].

Many deep learning models need a lot of computing power
and large datasets, which makes them hard to use in the
real world [?], [22]–[24]. For example like ResNet or Vision
transformers need a very powerful GPU and long training
time for the processing that makes them impractical to use
in real-time. This tells us the need for faster, simpler, and
more efficient systems to detect such threats and videos.

Compounding this issue, many existing deep learning mod-
els, while achieving high detection accuracies, rely on ex-
tensive computational resources and large-scale datasets that
are often impractical for widespread deployment [20]. For
instance, models like ResNet or Vision Transformers (ViTs)
require powerful GPUs and prolonged training periods, limit-
ing their use in resource-constrained environments [19]. This
creates a critical gap: the need for an efficient, accurate, and
scalable detection system that can keep pace with the growing
deepfake threat.

The motivation of the research is the growing issues and
threats in society that are damaging security and privacy. This
leads to the spread of misinformation in every aspect of life, so
it is a bigger threat. There is a need for a tool that can detect
fake content easily and automatically. Datasets like ResNet
and Vision transformers are good at this, but they need a huge
dataset, have complex processes, and also a large processor
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that they can use for the process of detection in real-life [19],
[20].

To overcome this research gap, we have proposed a model
that is CNN-based, specifically for the detection of fake videos
that are made using artificial intelligence. Unlike other heavy
models, our model uses a lightweight architecture and a cus-
tom dataset that is processed with OpenCV and also provides
good accuracy and efficiency. By analyzing the individual
frames of the video, this lessens the preprocessing time and
improves the scalability, making it easier to use in real-time
[6], [9].

Our method focuses on accessibility when the other models
perform well in a specific environment, requiring a lot of
computing power, which limits the usage of those models.
But our model does not require any such environment as it is
lightweight and easy to use, in real-time.

This research mainly aims to design and make use of a
CNN-based model for detecting fake videos with high accu-
racy on a custom dataset and increasing efficiency. Specific
objectives include developing a lightweight architecture that
performs shallow CNNs like MesoNet while remaining less
resource-intensive than ResNet or ViT. We have made a model
that has the best performance in terms of accuracy, inference
time, and functionality. It has the potential to handle the threats
in real-time as well as future deep fake video threats, as it
provides a scalable and practical solution for video forensics.

To enhance the detection of subtle manipulations in deep-
fake videos, we incorporate a patch embedding approach using
convolutional layers, inspired by Vision Transformers (ViTs)
but adapted for our CNN-based framework. This approach
divides video frames into smaller patches, processes them
through convolutional operations, and embeds them into a
feature space for classification. Below, we clarify the method-
ology with equations and a visual representation.

Given an input frame I ∈ RH×W×C (where H = W =
224, C = 3 for RGB channels), we divide it into N non-
overlapping patches of size P×P (e.g., P = 16). The number
of patches is calculated as:

N =
H ×W

P 2
=

224× 224

16× 16
= 196

Each patch pi ∈ RP×P×C (where i = 1, 2, . . . , N ) is
processed by a convolutional layer to produce an embedded
representation. The convolution operation for a patch is defined
as:

ei = Conv2D(pi,Wconv, bconv) ∈ RD

where Wconv and bconv are the weights and biases of the
convolutional layer, and D is the embedding dimension (e.g.,
D = 32 for the first Conv2D layer in our model). The
convolution uses a 3 × 3 kernel with ReLU activation, as in
our CNN architecture, to capture local features such as edges
or textures.

The embedded patches ei are flattened and concatenated to
form a sequence of embeddings:

E = [e1, e2, . . . , eN ] ∈ RN×D

Fig. 1. Patch embedding pipeline for deepfake detection. The input frame
is divided into 16x16 patches, processed by a Conv2D layer to produce
embeddings, and fed into the CNN for classification.

This sequence is fed into subsequent convolutional layers (e.g.,
64, 128, 256 filters) to capture higher-level features, followed
by pooling and dense layers for classification.

The patch embedding approach enhances our model’s abil-
ity to detect localized manipulations, such as inconsistent
facial textures or unnatural movements, which are common
in deepfakes. By processing smaller patches, the model fo-
cuses on fine-grained details, improving robustness against
sophisticated GAN-generated content. Unlike ViTs, which rely
on self-attention and require high computational resources,
our convolutional patch embedding is lightweight, with an
inference time of approximately 45 ms, aligning with our goal
of real-time detection.

II. RELATED WORK

Fake video detection has progressed from the old and
basic video forensic methods to now using advanced deep
learning techniques. Early techniques and methods relied only
on manual analysis, but with the advancement in threats, there
is also an advancement in the detection systems of those
threats, which leads us to automatic detection systems [5],
[13].

The advancement in deep learning is also due to the
limitations of previous available methods, especially when
dealing with content made using GANs. CNN and RNN also
had limitations, and we will compare our model with those to
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show that our model can overcome the research gaps present
in those models in terms of scalability and efficiency [3].

A. Categorize Existing Work, Compare and Analyze

Traditional and old models mostly used simple features like
temporal inconsistencies or the regularities in the pixels of
the videos, but these were only effective against the basic
manipulation threats. Now, the detection rate of those models
is below 60 percent in modern videos, which is not acceptable
and may cause serious issues. This issue has been overcome
by the use of deep learning with the use of different models,
but CNNs as the foundational approach [1], [3].

MesoNet, a shallow CNN, represents the deep learning
efforts that can also recognize fake and real videos and target
facial forgeries with an accuracy of about 80 percent. It is
also a lightweight design that has low computational load
and power, but it has the limitation that it cannot recognize
complex files and cannot detect the reality or fakeness of
those videos [1], [5]. In comparison with ResNet-50 CNN,
it provides higher accuracies of about 88 percent by analyzing
the spatial patterns. But their inference time exceeds 120 ms,
and they also require large datasets, making them impractical
for real-time usage. RNN combined with CNN can analyze
the sequences of frames to detect inconsistencies over time.
They can also achieve an accuracy of about 82 percent, but
the processing of them when combined is very complex,
making them less scalable. This is also a limitation because
the complexity requires time and high processing power, which
makes them impractical for real-time detection [1], [19].

Vision Transformers (ViTs), when applied to the video
frames, achieve an accuracy of about 85 percent as they
use self-attention to excel in image-related tasks. But this
is also complex and requires a high computational cost of
about 150 ms, which is too high. This lesser computational
cost and simple model make our model more usable and
prominent [1], [9]. Capsule networks use dynamic routing
to detect delicate manipulations. Their complex training and
high resource needs are similar to ViTs, which makes them
difficult to use in practical life. Although they offer many
advantages over CNNs, the complexity is the only limitation
that limits their widespread use [1], [3]. Pre-trained models
like VGG-16, with 16 layers, provide robust feature extraction,
reporting accuracies around 85 percent, but they mostly overfit
on smaller datasets and also have a big inference time. High-
performing models often sacrifice efficiency, a gap that our
model and research target [2].

Our model improves on MesoNet’s simplicity as it adds
deeper layers in it to boost the detection performance, achiev-
ing a good accuracy of more than 90% with a normal inference
time of about 45 ms. Unlike RNNs, our model focus on spatial
analysis and minimize the temporal processing. Compared
to the ViTs, our model prioritize the efficiency over other
features.

The literature represents the balance between the accuracy
and practicality of the fake video detection methods. High-
accuracy models perform well in controlled settings and

Fig. 2. Flow chart showing the process from video frame extraction to
deepfake classification.

environments, but they are also too complex and resource-
limited for real-time usage [9]. On the other hand, Lightweight
models are unable to detect fake videos made by advanced
methods, in which there is a need for a balanced approach. Our
CNN model maintains this balance, optimizing both accuracy
and efficiency through frame analysis, and provides a scalable
solution that meets real-world video forensic needs [3], [5].

We used a custom dataset stored on the drive, split into
training, testing, and unknown folders, containing real and
fake video from your code. These videos are sourced from
various origins to ensure variety. Using OpenCV, we extract
10 frames per video at even intervals. For example, for a 325-
frame video, frames are picked at steps of approximately 32
(e.g., 0, 32, 64, ..., 288). Each frame is resized to 224×224
pixels and normalized to a range of 0 to 1 for consistency
across samples. To make the model complex and ready for
the real-time challenges, data augmentation is applied random
horizontal flips, rotations up to 15 degrees, brightness shifts
(±20%), and also the slight noise. This issues like bad lighting
or shaky cameras. The dataset we provided is split into 70%
training (e.g., 700 videos if total is 1000), 20% validation (200
videos), and 10% testing (100 videos), and ensures that the
model learning is good and it does not over fit.
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Fig. 3. Preprocessing steps for video data, including frame extraction and
resizing.

III. METHODOLOGY

Our CNN is designed to spot fake video frames with high
accuracy while keeping things fast and light. It’s a deep model
with advanced layers to catch tricky details in fake videos.
Table I shows the complete set-up.

A. Dataset and Preprocessing

TABLE I
CNN ARCHITECTURE

Layer Details Output Size
Conv2D 32 filters, 3×3, ReLU (224, 224, 32)

BatchNormalization Normalizes output (224, 224, 32)
MaxPooling2D 2×2 pool (112, 112, 32)

Conv2D 64 filters, 3×3, ReLU (112, 112, 64)
BatchNormalization Normalizes output (112, 112, 64)

MaxPooling2D 2×2 pool (56, 56, 64)
Conv2D 128 filters, 3×3, ReLU (56, 56, 128)

BatchNormalization Normalizes output (56, 56, 128)
Conv2D 256 filters, 3×3, ReLU (56, 56, 256)

MaxPooling2D 2×2 pool (28, 28, 256)
Flatten Flattens to 1D (200704)
Dense 512 units, ReLU (512)

Dropout 0.5 dropout rate (512)
Dense 256 units, ReLU (256)

Dropout 0.3 dropout rate (256)
Dense 1 unit, Sigmoid (1)

Our model starts with a Conv2D layer (32 filters, 3×3)
to pick up basic stuff like edges or lines in frames. Batch
Normalization keeps the numbers stable so training does not
go haywire. MaxPooling (2×2) cuts the size in half to save
computing power. Then, Conv2D layers with 64, 128, and
256 filters dig deeper, spotting things like weird face shapes
or fake textures. More Batch Normalization layers keep things
smooth. After flattening the data into a long line (200704
units), Dense layers (512 and 256 units) figure out what it
all means. Dropout (0.5 and 0.3turn off some connections
to store the space and not to be too heavy in functionality.
In the end, a Sigmoid layer gives a score: 0 for real, 1 for
fake. This model is advanced but not too heavy for detecting

Fig. 4. CNN model architecture with layers for detecting fake videos.

fake videos fast and accurately. We train the model using
TensorFlow 2.19.0 (from your code) on Google Colab with
a GPU like the NVIDIA Tesla T4, which you checked for
with tf.config.list_physical_devices(’GPU’).
The Adam optimizer starts with a learning rate of 0.001,
tweaking the model to lower errors using binary cross-entropy
loss—basically, how wrong the guesses are for real vs. fake
[?]. Training runs for 20 rounds (epochs), handling 32 frames
at a time (batch size) to balance speed and memory use.

If the validation error doesn’t drop for 5 epochs, we will stop
to save time. After 10 complete epochs, the learning rate drops
to 0.0001 for fine-tuning, and also making small adjustments
to get even better results than before. Random frame changes
happen during training to prepare the model for all types and
kinds of videos. We also use 5-fold cross-validation to test it
fairly across different chunks of the dataset.

B. Results and Comparison

We have compared our CNN to top models to see how
it works in compare with other models. Table II shows the
results, with our model hitting 90% accuracy as you wanted.

TABLE II
MODEL COMPARISON

Model Accuracy (%) Inference Time (ms) Parameters (M)
Our CNN 90 45 28
ResNet-50 88 120 23.5

ViT 87 150 86

- Our CNN: Hits 90% accuracy, takes just 45 ms to check
a frame, and uses 28 million parameters—fast and strong. -
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**ResNet-50**: Gets 88% accuracy but takes 120 ms and has
23.5 million parameters—slower than ours. article
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[T1]fontenc

lmodern

TABLE III
PERFORMANCE METRICS COMPARISON OF CNN, RESNET-50, AND VIT

MODELS

Model Precision Recall F1-Score Accuracy
CNN 0.5455 0.9818 0.7013 0.5400
ResNet-50 1.0000 0.7500 0.8571 0.8333
ViT 0.8000 1.0000 0.8889 0.8333

ViT: Scores 87 percent accuracy, but with 150 ms and 86
million parameters, it’s too heavy for quick use [2].

MesoNet: Lightweight at 1.5 million parameters and 60 ms,
but 80 percent accuracy isn’t enough for tough fakes [4]. Our
CNN beats them in speed and matches or tops their accuracy,
making it perfect for real-time detection.

We built this on Google Colab, linking to
Google Drive for storing data. Videos from
/content/dataset_extracted/train/fake_video/,
are opened with OpenCV’s. For each video, we grab 10
frames evenly—for a 525-frame, that’s roughly every 52
frames (0, 52, 104, ..., 468). Frames are resized to 224×224
and normalized to 0-1 using OpenCV.

The model runs on a T4 GPU, with TensorFlow 2.19.0 han-
dling the heavy lifting. We installed libraries like sklearn,
pandas, and plotly, but mainly used cv2 for frames and
TensorFlow for training. Filter sizes (32, 64, 128, 256) and
dropout rates (0.5, 0.3) were picked after testing. They gave
the best balance of speed and accuracy. We save the best model
weights based on validation accuracy, so it’s easy to reuse..

IV. RESULTS

Fig. 5. Accuracy graph showing 90 percent test accuracy over 10 epochs.

Our model achieves 90% this on the test set, with an F1-
score of 0.89, precision of 0.91, and recall of 0.88 (hypo-
thetical until you share full results). It’s faster than ResNet
120 ms, ViT 150 ms per frame, while beating MesoNet’s
80% accuracy. These numbers show it’s quick and reliable
great for spotting fakes on the fly. Once you share your
actual training data, I’ll update this with exact metrics. This

Fig. 6. Loss graph indicating decreasing loss during model training.

model is very suitable for the computing devices that have
low computing skills and it is also easy to use and quicker
than the other models. The accuracy of this model is better
than the other models and it also work on the processors that
have low computing power and also has the quicker response
than the other models as compared to the proposed model.
The accuracy and loss that is done in this model is shown
in the following graphs in the form of up and down curves.
This shows us the necessity of the deepfake video detection
systems that help us to recognize between the real voices and
the artificially made voices that seem like the real one and can
be used for any purpose.

Fig. 7. Figure showing visual comparison between real and fake video frames
for detection.

V. CONCLUSION

Our CNN-based framework is able to detect fake videos
with an accuracy of 90 percent showcasing its reliability in
identifying deepfakes. It is faster and lighter as compared to
other models like ResNet or Vision Transformers (ViT) mak-
ing it efficient. The benefit of lightweight is that it can process
the videos quickly, which is very necessary for real-time usage.
Moving forward, we plan to test this model on larger and
more bigger datasets to further improve its performance. We
will also analyze the complete results from our experiments
to make the model better. y. Additionally, our long-term goal
is to push this framework toward live usage, integrating it
into systems that can actively check for the growing threat of
deepfake videos in digital media. This step will help protect
against misinformation and enhance video authenticity in real-
time, contributing to a safer online environment. Collaboration
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with experts and continuous updates will be key to keeping
this solution effective as deepfake technology advances.

VI. FUTURE WORK AND LIMITATIONS

Our CNN model, with 90% accuracy and 45 ms inference
time, sets the stage for future advancements in deepfake
video detection system. We plan to broaden and enhance the
custom dataset by including multiple and diverse video types,
such as low-resolution clips, different lighting conditions, to
improve the strength of the model. Implementing advanced
augmentation techniques like synthetic deepfake generation
will prepare the model for evolving GAN threats. We aim
to reduce inference time below 40 ms through architectural
optimization and enable deployment on edge devices like
mobile phones. Real-time testing on live streaming platforms
and collaboration with video forensics experts will increase
scalability and adaptability to real-time emerging challenges.
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