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Abstract—Android devices gaining more and more popularity
and have become the all-time-used devices because of their
portability nature and are relatively cheap with respect to the
other screen devices. This rise in the use of Android devices
comes with security challenges as it has grabbed the attention
of illegitimate parties who often participate in stealing and
compromising the system by using malicious programs. The
gaps in this research area must be analyzed to provide valuable
insights into the current technological environment.This work
illustrates the research landscape by mapping the existing litera-
ture to a comprehensive taxonomy, focusing on App Vulnerability
Assessments and Machine Learning-based malware detection.
This paper provides an analysis of app permissions, scan app
vulnerabilities, machine learning-based malware detection, and
focuses on user education about security concerns and how they
can protect themselves from malicious entities. The improper
handling of app permissions contributes to privacy risks and
increases in the attack surface. Furthermore,it discusses the
credibility of user-installed applications and the need of their
access limit to user data. Protects users from malware shared
through different files or links using various platforms. Along
with the other security techniques, the main idea discussed in this
paper is to educate the user on the very common attacks, such as
social engineering attacks, and unmanaged app permissions that
can be avoided by having prior knowledge of these attacks and
that is how users can protect themselves.This review underscores
the importance of integrating advanced technologies and user
education to build a more secure Android environment.

Index Terms—Malware Detection,App Permissions,Android
Security Advisor,Cyber Security

I. INTRODUCTION

Android is a leading mobile operating system worldwide in
the first quarter of 2025 and maintained its position with a
market share of about 71.88 percent [1], [2].Android’s growth
is increasing day by day due to its open source nature and the
huge amount of freely available applications [3].Due to new
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technological trends, the use of mobile devices has become a
necessity for almost all tasks. A growing number of people
depend on their mobile phones for their daily activities, both
for personal and professional use. Most mobile applications are
developed without maintaining proper security mechanisms
and increasing vulnerabilities in the development stage [4]-
[6]. Google Play validates the safety status of the application,
detects code vulnerabilities and any other malicious behavior
of the application before its launch, and mentions the findings
in the description to inform the user before installing a
vulnerable application, but users do not pay attention to read
the description and install them without knowing that their
data are at risk [7], [8]. Application Permissions play an
important role in limiting the acquisition of user data while
app is in use. Users allow both necessary and unnecessary
permissions to an application at installation time, and they do
not know how to manage the permissions to protect their data.
Since permissions are the first thing that any malware will try
to exploit,any unnecessary permission of an app works as a
backdoor for an attacker to gain access to the mobile [9].
According to a recent McAfee report [1], 2020 was the year
of mobile sneak attacks. That is, cybercriminals and state-
sponsored actors are persistently seeking ingenious ways to
acquire user data. Likewise, every version of mobile comes
with new features, which means that it comes with more attack
surfaces for attackers, and malware writers that continue to
come up with new ways of hiding their attacks and frauds,
making it increasingly difficult to identify and neutralize them.

The Android Operating System was released in 2008, and
the first malware was detected in 2010, which uses SMS
services to target the user by subscribing to a premium service.
After that, malware attacks have been on rise, and security
attempts have been made to keep user safe from constantly
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Fig. 1. Machine Learning-Based Malware Detection and Identification System .

increasing of malware attacks. In 2012, the total amount of
Android malware is 22,088 and then increases to 33,237,653
until January 2023 [10]. The report in this article [11] shows
that the newly found problems come from messaging-based
malware, mobile botnets, spyware, trojans, and files or links
that are shared through different platforms like ”Whatsapp”
also contain malicious programs and often generates an alert
[12].Mostly, Mobile Applications are used for fulfilling daily
life tasks, such as shopping, banking, and social networks. To
utilize the features of mobile apps,users also have to share their
sensitive information. We investigate how the vulnerability
propensity and access level of apps are different from each
category of apps. Finally, the solution is to increase the
awareness of users about the vulnerability of applications and
about data protection [13].

The Google Play store has over 16000,000 third-party
Android apps. It has been observed that their individual per-
mission usage has changed over time. Android 6 has changed
the way of granting permissions to users, shifting to run-
time permission requests instead of install-time permission
requests. This is a much needed change; this is based on
recent research that users trust the third-party app develop-
ers and adversaries and accept all the runtime permissions
blindly. Aside from the scope of intentional privacy violations,
high-privilege applications increase the attack surface of the
smartphone and are more attractive targets for attackers or
malware. The focus is exclusively on dangerous permissions,
such as those permissions that grant access to sensitive user
data by Android. Even at installation time, Google Play also
shows the vulnerability point of applications, but users are
unfamiliar with the security techniques such as no encryption
algorithm is used, access of photo gallery to an banking app
and location access. The only thing is to educate users and
keep them informed about new threads [14].

II. ML BASED MALWARE DETECTION IN ANDROID

Malware are malicious programs created by the authors of
the malware and injected into the system for malicious pur-
poses. When malware starts its executions, harmful activities
initialized in the system without the intention and knowledge
of the user, such as stealing user credentials, running other
programs in the background, and modifying the device setting,

are some of the motives that can be achieved. According
to(Statista, 2021), the total number of new Android malware
samples until March 2020 amounted to 482,579 per month
[15] raises concerns about security.

Machine learning algorithms contribute in large scale to
detect the anonymity of the program and classify them
as malware and benign programs. ML algorithms work by
learning the features and patterns that further classify and
make decisions about harmful actions. Fig. 1 elaborates the
working of the ML algorithm, and describing the work flow,
the algorithm compares the file or program with the known
signatures of malware stored in the database, processes them,
and decides whether the file contains any harmful action and
is safe for the user to run. [16], [17].

A. ML Algorithm

Different algorithms involves in different types of detection
process. In this paper, we briefly discuss two types of ML
algorithm that commonly but effectively used, one is linear
regression and the other one is classification, also known as
logistic regression. These two algorithms are based on super-
vised learning which works on labeled data to train the model
[18]. Linear regression analysis used to predict the continue
variable and explore the relationship between the independent
variable and the dependent variable [19], [20] is widely used
in business to evaluate trends and make forecast estimates.
While, on the other hand, the classification algorithm is used
to classify the categories of the object, this algorithm works by
creating different groups, learning the different features, and
defining or assigning the accurate group to the object based
on the features of different categories learned by the model;
this model provides a clear concept by making a decision
in yes or no, [21], [22]. There are many applications of this
algorithm, the classification algorithm plays a very important
part in the detection of cancerous cells and malware detection
in applications, etc. [23]. To train the model, we split the
dataset into two parts. One is for training purpose, this will
use 80 percent of the dataset to train the model, training
model on large dataset increase the accuracy of the model, the
second one is for testing purpose and this will use 20 percent
of dataset. Algorithms will be train on training dataset and
validate the prediction value by using the testing dataset. Rate
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of error will also be extracted by matching the predicted values
and the actual value to find the accuracy of the algorithm [15].

This paper presents a review of smartphone security, by fo-
cusing on app vulnerability assessments and machine learning-
based malware detection. It highlights the importance of
proper app permission handling and its impact on user privacy
and system security. The study also emphasizes educating
users about potential threats and guiding them to identify
secure apps and malicious activities.

III. VULNERABILITY ASSESSMENT IN ANDROID APPS

In 2019 G DATA Cyber Defence AG(Burris,2020) has
reported that over 4.18 million applications were found on the
Android platform with round about 11,500 new Android mal-
ware evolving on daily basis. An Android application typically
follows a structured organization for its configuring the code
and resources. The configuration file,” AndroidManifest.xml”
contains the app’s components, services, activities, permis-
sions and declarations.App permissions helps the users in two
ways to protect there access. 1. Resticted data to protect ac-
cess, like personal information. 2. Resticted actions to protect
access, like recording audio.

<uses-permission android:name="android.permission.READ_PHONE_STATE"/>
<uses-permission android:name="android.permission.READ_PHONE_NUMBERS"/>
<uses-permission android:name="android.permission.RECEIVE_SMS"/>
<uses-permission android:name="android.permission.VIBRATE"/>
<uses-permission android:name="android.permission.AUTHENTICATE_ACCOUNTS"/

Fig. 2. snapshot of the Android Manifest.xml file

Because of the two reasons mentioned above, it has been
mandatory to declare the list of permissions by the de-
velopers that they are using and the permissions needed
by application to perform there functionality or to invoke
the Android API successfully. Android has a file that con-
tains a list of all permissions that are required to run the
applications efficiently. Permissions are declared by using
the juses-permission;jtag within the manifest file. For ex-
ample, as shown in Fig 2, which is a snapshot of the
Android Manifest.xml file of “The WhatsApp Messenger”
app, requires permissions such as READ_PHONE_STATE,
READ_PHONE_NUMBERS, RECEIVE_SMS, VIBRATE, and
AUTHENTICATE_ACCOUNTS to execute on Android phones.
Permissions play an integral role in creating a secure and
respecting environment for users privacy . They empower users
to control or limit the access to there data , support developers
in building secure and trustworthy applications, and contribute
to the overall security of the Android platform [24]. Android
applications can be downloaded from Google Play and third-
party sites.People believe that the applications downloaded
from Google Play will be secure, but on some apps Google
also shows the vulnerable points in the description of the
application, such as no encryption algorithm is used, accessing
photos,videos, and the contact list,etc this is a stronge point
that Google also provide vulnerable apps to be downloaded
[25].

Decompilation:

Use tools like APK Tool or JADX to decompile the APK
file, which converts the compiled code into a readable format.

Source Code Review:

Analyze the decompiled code for common vulnerabilities
like:

o Hardcoded Credentials: Check for usernames and pass-
words directly embedded in the code.

« Insecure Logging: Review logging statements for sensi-
tive data exposure.

o Insecure Data Storage: Examine how the app handles
sensitive data like user credentials.

o Lack of Input Validation: Review if the app properly
validates user input to prevent injection vulnerabilities.

o Unprotected Data Transmission: Check if data trans-
mitted over the network is encrypted and protected [26].

IV. CHALLENGES IN MALWARE DETECTION AND
VULNERABILITY DETECTION

As technology progresses day by day and contributes to
the security of the user against malicious entities, malware is
also shifting their modes, using advanced tools and evasion
techniques to avoid the detection mechanism. The zero-day
attack, a variety of malware, and an increase in the number
of new malware [27] pose significant challenges to Android
security.

A. Evasion Techniques

Evasion technique are the methods of delivering the pay-
load to a system without being detected. Polymorphism and
metamorphism are the two primary categories used by mal-
ware authors to avoid detection [28]. Polymorphic malware
can change its appearance while maintaining its functionality
and metamorphic malware can completely rewrite its code
structure, making detection further complicated. Techniques
like these have rendered traditional signature-based approaches
less effective and increase the need for the development of
more robust detection methods [29].

B. Zero-day Attack

Zero day attack initiated when the developer accidentally
leaves an unknown vulnerability in the system which is further
used by the intruder to exploit the system and use this to
inject malware in the system. Zero day refers towards the time,
which mean that the developer and security experts have had
zero day to learn about the vulnerability and to provide a
patch for the system to prevent the attack and to ensure the
safety of data. This rises the challenge of detecting malware in
time and protecting the system from any kind of harm. Fig. 3
demonstrate the flow and pattern of this attack, describing the
unknown vulnerability existed in the application and exploited
by the malicious entity but leaves almost no time for developer
to deal with the attack and protect data. [30].
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TABLE I
REVIEW OF EXISTING TECHNIQUES FOR ANDROID SECURITY

Ref. | Technique Dataset/Tool Findings/Results Limitations
[11] | Machine Learning (e.g., | Drebin Dataset, labeled An- | Achieved up to 95% accuracy in | Requires large datasets; limited
SVM, RF) droid apps classifying malware; ML models ef- | to static analysis; performance-
fectively detect new malware vari- | intensive on mobile devices
ants
[4] Permission-Based Analysis AndroidManifest.xml; custom | Identified over-permissioned and | No dynamic behavior tracking;
datasets privacy-invasive apps; effective in | users often ignore permission
flagging potential risks early warnings
[14] | Hybrid Static and | Decompiled APKs via | Identified hardcoded credentials, in- | Time-consuming; may miss ob-
Dynamic Analysis (e.g., | JADX/APKTool; runtime | secure logging/storage, missing input | fuscated or encrypted logic
AndroShield) analysis validation
[10] | Detection of Advanced | Behavior patterns and signa- | Detected polymorphic/metamorphic | Signature-based methods are in-
Malware (evasion tactics) tures malware; emphasized advanced | effective against evolving vari-
behavior-based detection ants
[19] | Deep Learning / Privacy- | Large-scale training datasets; | Improved real-time malware detec- | Raises data privacy concerns;
aware ML mobile sensors tion accuracy; supported large-scale | needs high computational power
learning
[26] | Federated Learning Distributed on-device training | Ensures data privacy by training lo- | Model inconsistency; limited by
(FL framework) cally without sending user data to a | device resources and network
server variability
5 malicious programs [27].
Trojan Dropper, also known as roaming mantis belongs
to the Wroba group particularly designed for the banking
Explored applications, this program breaches the user credentials from
by the the banking applications and harm them financially when it
intruder executes in the android devices. Over the year, the execution
rate of this malicious program has increased from 2.28 percent
to 11.04 percent. This continuous increase in malware’s variety
Inject the and the increased rate of unseen malware have become a
; Unknown Zero-day | (malwareand challenge in itself in the detection of the malware programs.
. vulnerability =0 A q1ack compromissed 3.
in the system the system ‘ ‘
using it
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Zero day left for security 40 H |
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— Trojan SMS
« Backdoor D. Data Privacy Concern

¢ Ransomware

Almost 80 percent of the new malware are the variants of the
old malware, and the remaining of the 20 percent are unseen

Advanced approaches of machine learning (ML) and deep
learning (DL) have been found in the field to address the
limitations of traditional malware detection methods. Where
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these techniques provide a number of methods to identify
malicious behavior within the system, these techniques come
with its own challenges. Machine Learning and Deep Learning
require a large number of data sets for the model to train
for better malware detection and raise the concern about data
privacy when collecting and analyzing the large data set of
Android applications, potentially compromising user informa-
tion [31], [32]. The requirement for extensive computational
resources and detection time also presents challenges for
real-time malware detection on resource-constrained mobile
devices [33], [34].

E. Limited Android Resources

Another major challenge in Android malware detection is
the trade-off between accuracy and processing expense. More
complex machine learning models, such as deep learning
approaches, can not only achieve higher accuracy but also
require more computational resources and longer processing
time. It is important to consider these trade-offs in devices
with limited computational resources and battery life, such as
mobile devices to maintain a balance between the practical
limitations of the mobile environment and the requirement of
accurate detection to increase efficiency without compromising
performance [34]. This could be achieved by investigating
strategies such as feature selection and model optimization
[35], [36].

V. EMERGING TRENDS AND FUTURE DIRECTIONS

Emerging trends, and technologies are reshaping the area
of cybersecurity, providing advanced tools and techniques to
defend against threads.

« Artificial Intelligence and Machine Learning

— Explainable Al refers to the artificial intelligence
and processes or methods that allow human users to
understand and trust the results and output created
by the machine learning algorithm gaining more
popularity in malware detection. Providing trans-
parency in the decision making process, accuracy
of malware detection and allowing security profes-
sionals to understand the patterns and algorithms
used by Explainable AI models. [37]. These kind of
Al models help in strengthen the accuracy of virus
detection, filtering, immediate response, initialize
system alerts against malicious programs in real-time
and are designed to work on large number of data
set for accurate results.

¢ Quantum Resistant Encryption

— Quantum computing uses the unique behavior of
quantum physics and mathematics to solve complex
problems (fastest computing). The process of de-
crypting the advance encryption algorithm in sec-
onds has become an easy task with the help of
supercomputer and poses a significant challenge in
cryptographic methods. Quantum resistant encryp-
tion method emerging to avoid attacks performed by
quantum computers [38].

o Homomorphic Encryption

— An advance encryption technique used to secure
data during its processing. Homomorphic encryption
allow computation on encrypted data without the
need of decrypting it first. This technique safely
preserve data in storage medium and avoid data
temptation [39].

o Federated Learning

— Performance and accuracy of the model depend on
the dataset being used to train the model, however Al
models use large number of data to train on and to
avoid false negative situation, raises the concern of
user privacy when sharing data on multiple devices to
train the model. To avoid concerns like data privacy
of user an approach known as Federated learning
(FL) being used to train models on local devices
without sharing the user’s personal data with the
central server to ensure the privacy and security of
the user’s information [40].

These techniques are at the forefront and transforming
the field of cybersecurity [41]. Moreover educating user
and arranging workshops to keep user up to date with
evolving threads and attacks has become the need of this
time. Having the prior knowledge of the attack help user
to mitigate the risk of harming or delving into the attack.

VI. CONCLUSION

The more in the rise and use of Android device, and
the interaction of online services in sensitive areas such as
banking sector, storage devices and personal data of user
indulge attackers to harm and target this system offensively.
This review paper discussed the importance and techniques
of malware detection in real time to ensure the safety of
system and the information stored in it. Also, common vulner-
abilities and some mis-configured settings such as excessive
permissions in android device has become one of the reason
of attack and data breach are mentioned here. Challenges
faced by the traditional malware detection techniques such
as variety in malware and the increase in the rate of new
malware, evasion techniques, zero day exploit etc has made the
detection of malware more complicated.Along with challenges
the future considerations and emerging techniques such as the
integration of Al and ML models, more advanced and secure
encryption techniques such as quantum resistant encryption
protect from quantum computing attacks and Homomorphic
encryption provide protection during the processing of data,
approaches like federated learning to minimize the concerns of
data privacy of user arises during the models training on large
data set has discussed in this paper to mitigate the challenges.
User can protect themself from most common android attacks
like phishing and it’s variants, Adware, Spyware, Trojans,
Ransomware etc by participating or engaging in cybersecurity
awareness sessions and workshops.
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