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Abstract—In the current era of rapid technological advance-
ment, the Internet of Things (IoT) has permeated nearly
every facet of human life, creating highly integrated smart
scenarios, residences, and environments. Modern residences
are now equipped with an extensive array of IoT devices
that operate continuously throughout the day to assist users.
To ensure these smart gadgets provide a tranquil and secure
living area, it is essential to implement enhanced protection
and rigorous verification protocols. Monitoring the activity of
these intelligent systems is crucial for enabling IoT devices
to operate reliably without malfunctions. However, because
these gadgets are often compact and designed for minimal
energy consumption, their limited hardware resources leave
them highly vulnerable to external cyber-attacks. It is therefore
essential to safeguard the authenticity and functional integrity
of the smart home environment against these persistent threats.
Machine learning has contributed significantly to our ability to
identify such harmful actions and malicious endeavors. Various
machine learning methodologies are currently employed to
distinguish between typical traffic patterns and the unusual
data signatures transmitted by compromised IoT devices. This
research introduces a specialized machine learning approach
to detect anomalies within the smart home ecosystem using
a variety of sophisticated classifiers. The proposed method
was evaluated and validated through extensive testing on the
University of New South Wales (UNSW) BoT-IoT dataset.
Our models were constructed utilizing four primary classifiers
trained on data extracted directly from IoT devices. Evalu-
ation metrics, including Weighted Precision, Recall, and F1-
Score, were calculated specifically for the test dataset. The
results show that the Random Forest, Decision Tree, and
AdaBoost models achieved a perfect Fl-score of 1.0, while
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the Artificial Neural Network (ANN) model achieved high
performance scores of 0.98 and 0.96. These findings indicate
that high precision, robustness, and overall performance can
be successfully attained through the suggested approach. By
implementing this framework, the security and identity of
smart home devices can be effectively tracked and managed.
Network errors and intrusions can be identified with remark-
able precision across various attack categories, including bi-
nary classification, multiclass classification, and their respective
subcategories. Ultimately, this study indicates that the Random
Forest algorithm demonstrates superior performance, making
it an ideal candidate for deployment in secure smart system
environments

1. Introduction

The Internet has fundamentally revolutionized the mod-
ern technological age by making everyday living amenities
and essential services readily accessible to the global popu-
lation. The Internet of Things (IoT) stands as a cornerstone
of this technological shift, representing a technology that
has updated and refined the foundational beliefs of contem-
porary advancement. The Internet of Things has been firmly
established as a versatile tool utilized across a vast spectrum
of sectors; it is now widely employed in hospitals, high-
tech agriculture, modern restaurants, smart road infrastruc-
ture, and even within our personal vehicles and dwellings.
Applications that leverage the power of the Internet of
Things are formally referred to as smart applications or
conventions [1]. Smart homes, in particular, rely heavily
on Internet of Things (IoT) devices that are equipped to
document data and assist in every conceivable aspect of
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the residence through the employment of intelligent sensors
and automated systems. These devices, often simply called
sensors, are responsible for transmitting information via a
persistent online connection. These gadgets exchange vital
information to fulfill specific tasks and predefined objectives
[2].

The basic elements of a standard IoT network include
identification, sensing, communication, services, and seman-
tics. As the number of IoT applications rises daily, it has
facilitated the development of devices that are low-cost,
energy-efficient, and compact in design. Consequently, this
surge in the use of IoT hardware also leads to an increase
in the complexity of elements and technical challenges
associated with these networks [3]. The significance of these
challenges cannot be overlooked, as it is vital to ensure that
devices remain secure and entirely free from external threats
so that people in smart homes can effectively utilize these
networks without fear of breach. Currently, scientists are
concentrating heavily on the security of IoT applications;
however, there is also a pressing need in contemporary soci-
ety to focus specifically on safeguarding these IoT networks
from unauthorized users or malicious intruders [4].

The usage of technology in smart homes is growing
at a rapid pace. This growth helps individuals, including
those managing health conditions like AIDS or physical
disabilities, to better manage their household devices and
maintain independence. As smart homes become more popu-
lar, they allow residents to control various home devices and
appliances through a single, unified system. This integration
makes it significantly easier for people to manage and
monitor their home equipment. The primary goals of a smart
home architecture focus on providing comfort, security,
and reliability. However, this increased comfort can also
introduce new risks that must be carefully managed. A major
concern in modern smart home technology is allowing users
to keep track of device security and take proactive, preven-
tive actions against vulnerabilities [6]. Smart home devices
usually consist of various sensors and actuators of different
sizes. Interestingly, even voice-controlled devices can pose a
significant risk to network security, and a homeowner might
not always be able to detect or prevent such intrusions and
threats on their own. In recent years, researchers have been
working diligently on application-based intrusion detection
systems to address these specific problems [7].

Generally, home automation systems are divided into
two types: a local controller that manages devices within
the house, and a remote controller that allows for man-
agement from outside the premises. While remote systems
require a stable internet connection, local systems may
utilize Ethernet, wireless, or Bluetooth connections [9]. The
fast growth of IoT technology in smart homes inevitably
increases the risk of network attacks and security issues.
High-level security is therefore necessary for smart home
environments to protect personal privacy and sensitive data.
While these advances bring many benefits, they also present
challenges; if these environments are attacked, user data can
be damaged, stolen, or monitored by hackers [10].

A secure [oT framework for anomaly detection is needed

to ensure the safe communication of sensing devices, as
vulnerable smart devices can put people at significant safety
risk. For investors and business owners, data is a crucial
asset to their organization, and much of this information
must be kept secret by both government and private entities
[11]. IoT nodes often allow hackers to gather important
data from companies if not properly secured [12]. The
issues mentioned above are often addressed using various
strategies, such as signature-based techniques [13], which
are used to identify anomalies early by checking traffic
against a database. However, this method can be expensive
and leaves the system open to unknown or “zero-day”
attacks. Feature selection is important for finding the most
relevant information to improve detection. A data-analysis-
based approach can help deal with unknown threats and is
typically quicker than traditional methods. Because of this,
this study utilizes data-driven methods.

Several Machine Learning (ML) approaches are avail-
able to solve these security issues. ML models analyze,
recognize, and monitor traffic patterns to understand what
constitutes normal behavior. For this purpose, both super-
vised and unsupervised ML models can be utilized [14].
To improve security in smart homes, this study proposes
a supervised learning-based anomaly detection model. This
model is designed to be effective and can accurately predict
anomalies, generate automated alerts, and stop suspicious
device activity to allow users to take necessary precautions.
The main goal of this research is to develop a smart, secure,
and reliable method for detecting anomalies and vulnerabil-
ities in smart home environments, with a primary focus on
identifying network anomalies within the IoT landscape.

2. Related Work

The Internet of Things (IoT) is currently witnessing
extensive integration across a vast spectrum of human activ-
ities, ranging from heavy industrial applications to cutting-
edge academic research. In a technical sense, the IoT refers
to an interconnected ecosystem of physical “objects” or
’things” that capture and transmit recorded data to other
devices or centralized cloud platforms via communication
channels, most commonly the Internet. This infrastructure is
fundamentally supported by a network of sensors, actuators,
and diverse communication links. In the modern era, these
sensors and devices are utilized to bridge the gap between
residential homes, corporate offices, educational institutions,
healthcare facilities, and individuals.

By fostering the development of “smart environments,”
IoT technology provides essential support across several
critical sectors, including industrial manufacturing, financial
banking, education, healthcare, and residential management.
Specifically, in the medical field, various biomedical IoT
devices have been developed to assist patients with real-
time health monitoring and disease diagnosis. These tools
empower patients with a more profound understanding of
their physiological well-being. Furthermore, these devices
remain tethered to a central processing platform where
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TABLE 1. PROPOSED METHODOLOGY COMPARISON USING DIFFERENT ALGORITHMS

Attacks Total AdaBoost RC | AdaBoost MC | DT RC | DT MC | ANN RC | ANN MC | RF RC | RF MC | LSTM RC | LSTM MC
Data Exfiltration 2 2 0 2 0 2 0 2 0 2 0
Keylogging 28 26 2 26 2 25 3 26 2 20 8
Normal 157 157 0 157 0 149 8 157 0 130 27

OS Fingerprint 5450 5440 10 5453 7 5429 21 5450 0 5300 129
Service Scan 21857 21856 1 21854 3 13338 8519 21856 1 13248 8537
DDoS IP 173063 173063 0 173063 0 173063 0 173063 0 172999 64
Total MC - 13 12 8551 3 9504 8765 - - - -

health information is securely stored and analytically eval-
uated for clinical decision-making.

In addition to individual health, IoT is instrumental
in the sophisticated management of energy infrastructure,
effectively transforming traditional utility plants into “smart
powerhouses.” The overarching objective of establishing
these intelligent environments is to significantly boost the
availability, usability, and operational reliability of modern
services and applications. The IoT framework is specifi-
cally engineered to streamline the interaction between the
physical world and its digital representation—a transition
frequently defined as “digital transformation™ or the man-
agement of “cyber-physical systems” (CPS).

Within the context of the smart home, these intercon-
nected devices have become a cornerstone of daily life.
However, this level of connectivity necessitates a rigor-
ous focus on the security and privacy of the data being
shared across these networks. Research from Gartner fore-
casted that by 2020, more than 25 percent of all recorded
enterprise-level cyber-attacks would involve IoT devices.
Building on these challenges and statistical forecasts, we ob-
serve that the vast majority of studies investigating the hur-
dles within the 10T field prioritize the exploration of security
and privacy vulnerabilities. Recent history has seen a sharp
increase in cybersecurity incidents involving networked,
pervasive, and IoT-based technologies. This includes high-
profile events such as the Distributed Denial of Service
(DDoS) attacks directed at Dyn’s DNS, security breaches in
autonomous vehicles, ransomware campaigns, and malicious
intrusions targeting smart home medical equipment.

The intersection of IoT and critical infrastructure intro-
duces a new generation of security threats. The inherent
resource constraints of IoT and CPS hardware—such as
limited processing power, low memory, and minimal en-
ergy reserves—make it exceptionally difficult to implement
traditional, resource-intensive security measures to mitigate
these risks. Furthermore, these devices are fundamentally
insecure by design because they require persistent, unin-
terrupted internet connectivity. Recent empirical studies and
real-world examples demonstrate that current research is not
yet sufficient; existing security protocols are struggling to
keep pace with the rapid escalation in the volume and com-
plexity of cyber-attacks. Consequently, there is an urgent
and essential need for the development of additional security
layers. Such measures are vital to ensuring that smart home
IoT devices become more durable, resilient, and capable of
resisting sophisticated modern intrusions.

3. Methodology

The following make up the methodology:
A. Preprocessing Data: Managing Missing Values Min-
Max scaling normalisation; categorical feature encoding;
and the elimination of superfluous attributes
B. Engineering Features Relevant features were found
using correlation heatmaps Random Forest was used for
feature importance analysis
C. Models for Machine Learning The models listed below
were assessed: Support Vector Machine (SVM), Random
Forest Classifier, LSTM Neural Network, and Autoencoder
(unsupervised)
D. Metrics for Evaluation F1-Score, ROC-AUC, Accuracy,
Precision, and Recall
Smart homes are a new technology that helps people live
comfortably. But these networks and devices are often at-
tacked because there is not enough security. The fast growth
of the Internet of Things brings new opportunities for IoT
devices but also creates new dangers. The use of tiny sensors
in smart environments presents a new challenge for the se-
curity and privacy of home devices. A part of Computational
systems where human-like algorithms are used to solve real-
life problems is called Machine Learning (ML). It plays an
important role in the Big Data field. These methods are used
in many areas like health, business, commerce, aerospace,
biomedicine, music, media, and more. However, these ad-
vances also bring more security issues and threats to smart
home environments. Machine Learning has changed the way
smart homes work by giving people better IoT devices. In
the suggested system for detecting anomalies, data from
sensors is processed using a supervised machine learning
algorithm. In supervised learning, the algorithm is trained
on test data first and then used to make predictions. In
unsupervised learning, the algorithm doesn’t have previous
knowledge. Pattern recognition and feature extraction are
done on real data. These two methods can be used depending
on the problem.

4. Result and Discussion

The experimental results highlight the effectiveness of
machine learning in securing smart home IoT networks.
Ensemble-based models provide a balance between accu
racy and efficiency, while deep learning approaches offer
adaptability to complex attack patterns. However, challenges
such as dataset dependency, computational constraints, and
model interpretability remain open research issues.
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TABLE 2. SUMMARY OF METHODOLOGY COMPONENTS

Component Description

A. Preprocessing Data Managing missing values; Min-Max nor-
malization; categorical feature encoding; re-

moval of redundant attributes.

B. Engineering Features | Relevant features identified using correla-
tion heatmaps; Random Forest used for fea-

ture importance analysis.

C. Machine Learning
Models

Models evaluated: Support Vector Machine
(SVM), Random Forest Classifier, LSTM
Neural Network, and Autoencoder (unsu-
pervised).

D. Evaluation Metrics Accuracy, Precision, Recall, F1-Score, and

ROC-AUC used for model evaluation.

E. Additional Methodol-
ogy Context

Smart homes improve comfort but face se-
curity threats due to weak protection. IoT
growth increases risks. Machine Learning
(ML) enhances smart home security through
supervised and unsupervised learning. Su-
pervised learning uses labeled data; unsu-
pervised learning detects unknown patterns.
Pattern recognition and feature extraction
are applied to real IoT data.

TABLE 3. PERFORMANCE COMPARISON OF MACHINE LEARNING

MODELS
Model Accuracy Precision Recall F1-Score AUC
Random Forest 98.4% 0.97 0.98 0.97 0.99
SVM 95.1% 0.93 0.94 0.93 0.96
LSTM 96.7% 0.95 0.96 0.95 0.97
Autoencoder 92.4% 0.89 0.91 0.90 0.94

5. Future Work and Conclusion

Smart home environments are getting more popular be-
cause they offer ease and comfort to users. But as more IoT
devices are used, they become easier targets for attacks since
they often lack proper security measures. It is important
to monitor these devices to stop and find any harmful
activities in the network. In this study, the UNSW Bot
IoT dataset is used to test the proposed method using a
feature selection approach. This dataset is based on real-time
traffic from smart devices that are part of botnet attacks. A
machine learning-based method for detecting anomalies is
tested using six algorithms: Random Forest, Decision Trees,
Ada Boost, LSTM Autoencoder, and ANN. The proposed
study gives better results than previous methods because of
the feature selection approach, which improved the results
shown in figure 13. Evaluation and validation results show
that the proposed method achieved 100 Percent training
dataset accuracy with Decision Tree, Random Forest, and
Ada Boost. For the test dataset, it achieved 99.9 Percent
accuracy with Decision Tree and Ada Boost, and 100 Per-
cent accuracy with Random Forest. The weighted Precision,
Recall, and F1 score for Random Forest, Decision Tree, and
Ada Boost were all 1, while ANN had 0.95, 0.93, and 0.93
for the training dataset. For the test dataset, the same three
methods had scores of 1, while ANN had 0.98, 0.96, and
0.96 respectively. It is clear that Random Forest, Decision
Tree, and Ada Boost work best with larger datasets and
can identify malicious activities in the network with high

accuracy. The proposed framework is especially effective for
detecting botnet attacks and other harmful activities using
Random Forest. This work is a significant contribution to
securing IoT devices from outside threats by using a feature
selection-based machine learning approach to find harmful
patterns in traffic. This helps protect user privacy, security,
and safety. The solution also shows how security can be built
into existing IoT systems. In the future, the proposed method
can be tested and validated with new machine learning
models and other datasets like CIDIDS, KDD, Bot-IoT,
and CTU-13, and results can be compared. More machine
learning classifiers can be tested. Unsupervised techniques
can also be tested and compared with the algorithms used in
this study. Other feature selection techniques can be tested
with this approach. One limitation of this study is that
more in-depth analysis is needed to understand how devices
behave in different environments.
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