A Graph Neural Network Approach for Lateral
Movement Attack Detection on IoT Network

Anfal Tariq, Nida Fatima, Aoun Muhammad, Umer Fayyaz, Sehrish Raza
Faculty of Engineering and Technology
The Islamia University of Bahawalpur
Bahawalpur, Pakistan
anfal.ch212@gmail.com, nida60271 @ gmail.com, aoun.muhammad @iub.edu.pk, umar.fayyaz@iub.edu.pk, sehrishrazab@gmail.com

Abstract—IoT networks have facilitated cognitive cities, indus-
trial control systems, and healthcare systems, they have also posed
very serious security risks due to device weaknesses, variety,
and deficient security. Among these dangers, lateral movement
attacks are very covert and rely on hacked IoT devices with
legitimate user authentication for movement within networks. To
fill these voids, this paper a suggested a Graph Neural Network
(GAT method) based edge classification for lateral movement
detection on IoT networks. By portraying the network as a
graph with IoT devices as nodes and communications as edges,
the proposed approach uses self-attention to assign weights and
highlight communications based on harmless and hostile traffic.
The GAT approach on the TON-IoT dataset surpasses LSTM
and CNN benchmarks with an accuracy and F1-score of 0.9970.
Attention visualization assists analysis and highlights likely paths
for attacks. Word Count: 125

Index Terms—Graph Neural Networks (GNN), Graph Atten-
tion Network (GAT), Lateral Movement Detection, IoT Security,
Edge Classification

I. INTRODUCTION

A. Background

An intrinsic dilemma exists between the functional value of
IoT devices and their security posture: restricted computational
resources,insufficient power budgets,and economical design
often result in the implementation of poor or hard-coded
authentication mechanisms,rare firmware updates, and the use
of unprotected communication protocols [1].Among the array
of cyber threats aimed at IoT ecosystems,lateral movement
attacks have emerged as a particularly concealed,impactful,and
operationally destructive pathway [2], [3].This disconnected
view hinders them from simulating the multi-device;multi-
hop relational connections and the chronological pattern that
comprise the core of a lateral movement attack [4], [5].
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Fig. 1. IoT network graph illustrating lateral movement

B. Motivation

Lacking a model of this layout, deviation detection becomes
a crude tool [5].Also,GNNs are by design equipped of dealing
heterogeneous graphs with varied node and edge types,making
them a suitable choice for modeling heterogenous IoT ecosys-
tems [6].The Graph Neural Networks (GNNs),and more par-
ticularly Graph Attention Networks (GATs),stand out as a con-
ceptually based and functional resolution to these challenges
[7]. The GAT forms integrate a self-attention mechanism into
this pooling process, allowing the model to flexibly derive a
weight for each neighbor [7].

C. Contributions

To ascertain and evaluate the usefulness of graph-structural
learning,build and extensively appraise our GAT model against
two robust,non-graph deep learning benchmarks.We conduct
thorough trials using the TON-IoT(test/train) dataset [1].We
devise methods to produce attention heatmaps over the net-
work graph,pictorially showcasing the edges and nodes that
were most influential in the model’s labelling decision.
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II. RELATED WORK
A. Graph Neural Networks for Security

The use of Graph Neural Networks to cybersecurity prob-
lems signifies a notable transformation,shifting from estab-
lished feature-vector based machine learning to models that
directly infer over connections [8], [9] .The power of GNNs
to propagated influences through in a series layers of neigh-
borhood pooling makes them ideally fitted for uncovering
intricate,staged attack spread pathways that cross several de-
vices,which simpler models cannot understand [4], [5].

B. Lateral Movement Detection in IoT Networks

Initial systems like Hopper demonstrated the merit of a
graph-based framework by examining enterprise security logs
to expose subtle lateral movement,though they were bases on
custom built graph indicators and predefined criteria [2].Eu-
ler improved this by introducing an expandable GNN-based
model tailored to uncover lateral movement from network flow
data, showing the benefit of model derived patterns over labor
intensive preprocessing [10].

C. Provenance and Subgraph Based Approaches

Noting data privacy issues in collective protection,P3GNN
examines a data secure,federated GNN system for APT detec-
tion within Software-Defined Networks (SDN),enabling multi-
ple organizations to together train a model without sharing pri-
vate local graph data [11].The presented network-level graph
approach centers on the cross-node communication behaviors
that are the indication of lateral movement,while provenance
methods can uncover the initial compromise and granular
process within a infected host.

D. GNN Based NIDS Comparative Studies

As the domain of GNN-based NIDS matures, contrastive
and analytical studies have emerged to review headway and
pinpoint issues.Surveys by Zhong [8]and Bilot et al. [9] supply
in depth classifications of GNN models, security uses, and
accessible datasets,concisely outlining the cutting edge and
pending research questions.

III. METHODOLOGY

The proposed technique is grounded in recent innovations in
graph-based and self-supervised learning for intrusion detec-
tion.A Graph Attention Network (GAT) is applied to produce
node encoding by combining local information using attention
coefficients. This model selection aligns with aligning with re-
cent research endorsing transparent GNN models for practical
cybersecurity use.

A. 10T Network Graph Modeling

o Vertices (Nodes) V contains the diversity of an IoT
network, including sensors, actuators, cameras, smart
appliances, gateways, and backend servers.

o Edges are created between two nodes and if an inter-
action is logged between them within a specified time

period.Edges can be directed or undirected, based on the
goals of investigation.

o Edge Features are extracted from traffic logs and such as:
packet count, total bytes sent, flow length, protocol type,
TCP flags, service port, and timestamps.

o Edge Labels are for supervised learning, where 1 denotes
the communication was part of a recorded hostile and 0
indicates normal traffic

B. Graph Neural Networks and the GAT Architecture

Graph Neural Networks are a genre of neural networks
intended to work on graph arranged data. A crucial key
selection is the training goal. In cybersecurity, both node and
edge-level tasks are fitting:
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Fig. 2. Node classification illustration

Node Classification forecasts a label or category for
each node. In security, this could be classifying devices
as “breached”,’exposed”,or “healthy”.While helpful,this ap-
proach can be auxiliary for spotting attacks that happen
between devices.
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Fig. 3. Edge classification illustration
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Edge Classification Predicts a label for each edge in the

graph.To carry out edge classification,a common approach is o
to derive node embeddings using a GNN and then can form

edge encoding,often by linking the embeddings of its origin oL
and endpoint nodes.This vector is then passed to a multi-layer
perceptron (MLP) model.

Preprocess Data

IV. DATASET

A. Dataset Description
. Model Implementation 1

For practical evidence,we utilize the TON IoT (The Things
Network - IoT) dataset,a extensive and lifelike standard for

IoT security research [1]. oo

CCN

o

Spli data Train/ Test
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A

Fig. 5. Training and evaluation workflow

B. Baseline Model Implementations

In LSTM Model each sequence is constructed by lining up
a device’s communications in order.Each flow is converted by
its attribute set.While in CNN Model:The flattened features
are fed into a phased MLP for two class prediction.

Fig. 4. Sample IoT network graph for training C. Comparative Statistical Analysis

The GAT model markedly decreases undetected positives,

which is essential for lateral movement detection. Enhanced

V. OVERVIEW OF THE PROPOSED FRAMEWORK results in relational rather than weight-based,derived from

modeling using graphs.Explanations via attention weights

provide probabilistic clarity, increasing reliability in predic-

tions. Statistically, the presented GAT-based edge classifica-

tion model is sturdy, stable, and closely matched with the

probabilistic nature of lateral movement attacks, surpassed

sequential model and grid structured deep learning models
given identical test setups.

The core advancement resides in its explicit application of
graph-structured learning to encode the indirect connections
integral to lateral movement, a ability missing in traditional
ordered or grid based models [5], [7].

TABLE I
MODEL STRENGTH AND LIMITATIONS

A. GAT Model Architecture for Edge Classification

Model Strength Statistical Limitation
CNN Captures local correlations Lacks relational reasoning

The model includes the Input Layer and Stacked GAT LSTM  Captures sequential order Neglects cross-Series correlations
GAT Learns node relationships with context  Increased runtime

Layers with Multi-Head Attention.
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D. Evaluation Metrics

o Accuracy:Measures total correct predictions but can be
skewed with imbalanced data.
TP + TN
TP + TN + FP + FN
o Precision:The ratio of identified malicious edges that are

truly malicious. High precision is essential to reduce false
alarms for security operators.

Acurracy =

TP

TP + FP

e Recall:The portion of actual malicious edges that are
accurately detected. High recall is basic to ensure the
system overlooks as few attacks as possible.
TP

TP + FN

e F1-Score:The harmonic mean of precision and recall,
providing a single score of a model’s capability.

Precision =

Precision =

Fl—9 Precision - Recall

" Precision + Recall
E. Results and Performance Analysis

The performance of the described GAT approach and the
standard LSTM and CNN models on the TON-IoT test set is
shown:

Model Accuracy Precision Recall F1-Score

GAT

0.9970

0.9970

0.9970

09970

VII. RESULTS AND DISCUSSION

These results are supported by existing studies showing
that focus guided and trained via comparison GNNs attain
better detection performance on uneven and intricate intrusion
datasets. Overall, the outcomes support that GAT-based edge
classification is a robust, explainable, and feasible approach
for lateral movement detection in IoT networks.

A. Limitations of the Present Work

A fixed model cannot by nature adapt to these temporal
dynamics or detect attacks that occur over very long timescales
with non-periodic activities [12], [13].A model’s robustness
to unseen, new threats that differ significantly from those in
the training set is still open [14].In practice, IoT networks
may be controlled by different organizations unwilling to share
sensitive metrics for centralized training, limiting the model’s
ability to learn from a broad range of examples [11].

VIII. FUTURE RESEARCH DIRECTIONS

To bypass disjointed dataset and privacy concerns, future
work should explore decentralized learning frameworks for
GNN [11]. Intruders will assuredly try to craft traffic to avoid
the system. Research must study the strength of GNN-based
IDS against adversarial attacks [14].This work is restricted to
network-level graphs. A strong integration would be to merge
these with host-level provenance graphs [15], [16]into a multi
model, heterogeneous GNN.
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