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Abstract—Multimedia steganography is the method of hiding
information within images, audio, video, and text. The ability to
detect hidden data in multimedia steganography is important for
cybersecurity and secure communication systems. Historically,
steganalysis techniques were conducted manually and proved to
be less effective against sophisticated hiding techniques currently
developed using deep neural networks and their hybrid models.
Recent improvements in deep Convolutional neural networks and
transformers have led to better detection of local and global
patterns. In this review, we provide a comprehensive survey of
recent developments in advanced multimedia steganalysis, partic-
ularly highlighting the hybrid approaches combining CNNs and
Transformers, as well as CNNs and LSTMs. This review classifies
the current steganalysis techniques based on existing studies, eval-
uates their performance on widely used benchmarks, examines
architectural designs, and summarizes the latest advancements
related to image, audio, video, and text-based steganalysis. This
review highlights the need for new approaches like cross-media
generalized steganalysis, multi-scale fusion methods, attention
models, and LLM-based semantic steganalysis.

Index Terms—Steganalysis, Steganography, Convolutional
Neural Networks, Transformers, Deep Learning, Multimedia
Security, Hybrid Models.

I. INTRODUCTION

Digital communication has significantly transformed mod-
ern society. The demand for robust and secure communi-
cation systems is increasing to ensure information security.
Although numerous secure methods have been proposed and
implemented, ongoing development aims to enhance their
effectiveness in both security and performance [1]. Steganog-
raphy is a technique for the concealed transfer of information
and can be described as the study of hidden communication,
typically focusing on methods to obscure the presence of the
transmitted message [2], [3]. Unlike cryptography, which aims
to protect communications by transforming the data into a
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secure format for protection, steganography techniques are
designed to conceal the message, making it challenging for
an observer to determine where the message is located [4].
In text steganography, data is concealed through methods like
altering word or line positions, making formatting adjustments,
or replacing words with synonyms [5]. Meanwhile, image
steganography incorporates information into either the spa-
tial or frequency domain using techniques like least signifi-
cant bit (LSB), discrete cosine transform (DCT), or discrete
wavelet transform (DWT) [6]. Additionally, audio and video
steganography embed messages within sound files or video
sequences, employing methods such as parity coding, phase
coding, spread spectrum, LSB, or DCT, which allows for the
secure transfer of substantial data. Lastly, network protocol
steganography takes advantage of communication protocols,
such as TCP/IP or peer-to-peer services, to establish hidden
channels for the exchange of secret messages [7], [8].
Steganalysis has been thoroughly examined over the past
ten years. Its primary goal is to identify the existence of
concealed messages within digital covers, such as images
from a recognizable source. Typically, this challenge is pre-
sented as a binary classification issue to differentiate between
cover and stego items [9], [10]. Steganalysis can be done
on different types of cover media, such as images, audio,
video, text, and network protocols. Its goal is to find hidden
information that could be used for harmful purposes [11]. In
image steganalysis, the focus can be on two domains: spatial
and frequency [12]-[14], while video and audio steganalysis
employ signals and frame-level patterns to determine whether
the content is cover or stego [15], [16]. Network protocols
and text analysis often investigate covert channels at the
syntactic, semantic, or protocol level to safeguard against
steganography [17], [18]. Steganalysis plays a crucial role as
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it helps uncover concealed information hidden within digital
assets, which could potentially be exploited for terrorist acts,
cybercrime, data theft, and clandestine communication [19],
[20]. Deep learning tackles the challenges that traditional
steganalysis methods fail to address by automatically learning
relevant features. Convolutional Neural Networks (CNNs),
Transformers, and other hybrid models are now essential in
identifying steganography in digital assets [21].

This paper reviews recent research on hybrid deep learning
models for multimedia steganalysis. It presents a clear tax-
onomy of hybrid architectures, compares their performance
on various media types, points out current research chal-
lenges, and suggests a unified framework for future work.
The goal is to give researchers a thorough overview of hybrid
CNN-Transformer methods and their promise for strong,
cross-media steganalysis.

II. REVIEW METHODOLOGY

This review uses a systematic process to select literature
on recent advances in multimedia steganalysis. Mostly studies
from 2019 to 2025 were gathered and a few other year
papers also used from major digital libraries such as IEEE
Xplore, Springer, Elsevier, arXiv and other digital repositories.
The review focuses on peer-reviewed articles and high-quality
preprints that discuss steganalysis with deep learning meth-
ods. The inclusion criteria targeted works related to image,
audio, video, and text steganalysis that employed CNNs,
Transformers, or hybrid architectures and provided architec-
tural or performance-based analysis. Studies focusing solely
on steganography, traditional machine learning approaches,
or non-multimedia data were excluded. This methodology
ensures balanced coverage of state-of-the-art techniques while
maintaining relevance to contemporary multimedia steganaly-
sis research.

III. BACKGROUND

Steganalysis serves as the counterpart to steganography,
concentrating on identifying and retrieving hidden text from
the medium [22]-[24].

A. Traditional Methods

1) Feature Engineering: In machine learning, feature en-
gineering is the process of selecting and extracting features
from a dataset that help differentiate between stego and cover
images [25]. Limitations: Feature engineering encounters sev-
eral challenges, requiring domain expertise, and are not well
generalized, along with issues related to scalability [26], [27].

2) Ensemble classifiers: An ensemble classifier combines
various classifiers, including the weakest one, to create one
robust model for supervised learning. The performance of this
classifier model relies on the training of its components and
the approach used for aggregating their votes [28]. Ensemble
classifiers exhibit better scalability concerning the number of
training samples and feature dimensions, achieving perfor-
mance that rivals that of more intricate SVMs [29]. Limi-
tations: Nonetheless, ensemble classifiers enhance accuracy

however, their performance is dependent on feature quality
and also face challenges in capturing complex patterns with
new embedding techniques [29], [30].

3) Spatial Rich Models: The Spatial Rich Model (SRM)
is a highly efficient technique for steganalysis. It leverages
the statistics of adjacent noise residual samples as features to
identify the changes in dependencies that result from embed-
ding [31]. Limitations: Spatial Rich Models (SRM) experience
significant computational demands and rely heavily on SVM
and a lack of robustness against multimedia steganogrpahy
[32].

B. Deep Learning Methods

Deep learning has addressed problems such as automatic
detection of subtle embedding noise in images, videos, audio,
text, and multimodal content has been simplified through the
use of deep learning approaches such as CNN, Generative
Adversarial Networks (GANs), Transformers, and hybrid ar-
chitectures [33].

CNN and transformers enhanced modern multimedia ste-
ganalysis by using CNN to capture spatial features and local
residual characteristics, while applying transformers to analyze
global patterns and long-range dependencies across audio,
video, and images [34].

IV. CNN BASED METHODS
A. Audio Steganalysis

Lin, Yuzhen, and colleagues present an innovative convolu-
tional neural network (CNN) that improves audio steganalysis
through the implementation of a uniquely designed convolu-
tional layer, the use of truncated linear unit activation, and
parameter transfer to identify subtle embedding noise [35].

Ren, Yanzhen, et al. develop a steganalysis technique Mul-
tispecNet that employs a multiscale spectrogram alongside a
deep ResNet, a variety of CNN, to identify steganography in
MP3 and AAC codecs by examining alterations in the time-
frequency domain. This approach achieves greater accuracy
compared to conventional techniques [36].

B. Video Steganalysis

Li, Zhonghao, et al. presents a PU-based Wide Residual-
Net (PWRN) steganography method for HEVC videos that
offers high embedding efficiency without sacrificing visual
quality. The approach uses a super-resolution CNN with wide
residual filters to reconstruct I-pictures, which helps improve
P-picture prediction, lower the bitrate, and resist PU-targeted
steganalysis [37].

SSTNet is a framework for detecting face manipulation. It
analyzes spatial, steganalysis, and temporal features to find
both visible and hidden signs of tampering [38], [39].

C. Image Steganalysis

Reinel, Tabares-Soto, et al. introduces a new CNN for
spatial image steganalysis. It uses a preprocessing stage with
filter banks, depthwise and separable convolutions, and skip
connections to better highlight steganographic noise [40].
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D. Text Steganalysis

Wen, Juan, et al. utilize a word embedding layer to capture
the semantic and syntactic characteristics of words. Next, var-
ious rectangular convolution kernels are employed to identify
features within sentences. To enhance performance further,
we introduce a decision-making strategy aimed at recognizing
lengthy texts [41].

V. TRANSFORMERS-BASED METHODS
A. Audio Steganalysis

C. Zhang et al. introduce a model called TENet, a
Transformer-based steganalysis framework for VoIP that uti-
lizes codeword and position embeddings to uncover hidden
representations of VoIP streams aimed at identifying QIM-
based steganography [42].

B. Text Steganalysis

Wanli Peng et al. introduced a method for text steganalysis
using transformers that leverages BERT to extract semantic
features [43].

MB.Yang et al. investigate the application of large language
models in the realm of linguistic steganalysis, leveraging the
human-like characteristics of LLMs in text analysis to uncover
concealed steganographic messages [44].

C. Image Steganalysis

In image steganalysis, transformers are not the sole archi-
tecture employed they are frequently integrated into hybrid
models such as CNN-Transformers.

VI. HYBRID ARCHITECTURES
A. Hybrid CNN-Transformers

1) Audio Steganalysis: A hybrid of CNN and Transformer,
proposed by J. Peng et al., was designed for audio, which
involves the extraction of features using multi-scale CNN and
Transformer components [45].

The Dual-View VoIP Steganalysis Framework (DVSF) pro-
posed by P. Zhou et al. utilizes a hybrid CNN-Transformer
approach that simultaneously identifies detailed local char-
acteristics and overarching streaming features to uncover
steganography even at low embedding rates and brief duration
circumstances [46].

2) Image Steganalysis: G.Lou et al. introduce a Convolu-
tional Vision transformer for image steganalysis, which effec-
tively captures both local and global relationships among noise
features [47]. Mario Alejandro Bravo-Ortiz and colleagues
present CVTStego-Net, a convolutional vision transformer de-
signed for spatial domain image steganalysis, which combines
the benefits of convolutional layers with the effectiveness of
attention mechanisms to effectively capture both local and
global relationships [48].

K. Wei et al. introduce a new steganalysis network that can
detect stego images of any size without needing retraining.
The network uses pixel difference convolution to extract local
artifacts and an improved transformer module to capture global
features [49].

Z. Zhou and colleagues introduce GTSCT-Net, a neural
network designed to identify steganography in medical images
by integrating global texture feature extraction with multi-head
self-attention and deep convolution blocks [50].

W. Jiahao et al. introduce a hybrid model called CTS-Net
(CNN-Transformer image steganography network) designed
for image steganalysis. This model effectively captures de-
pendencies in both local and global features of steganographic
signals [S1].

A convolutional transformer network has been introduced
by KK. Wei et al. for the purpose of color image steganalysis.
It starts with the preprocessing module, which produces resid-
ual images for each color channel. The residual images are
truncated and concatenated.The residuals are processed in a
hybrid module consisting of a CNN layer and a Transformer,
which helps to incorporate local as well as global features
pertaining to steganalytic images. This, in turn, relies upon
global covariance pooling layers and two fully connected
layers with a dropout technique [52].

B. Hybrid CNN-LSTM

1) Audio Steganalysis: Songbin Li and colleagues intro-
duce a universal steganalysis technique that incorporates code
element (CE) embedding, Bi-LSTM, and CNN with attention
mechanisms [53]. For detecting voice signals, K.Li et al.
present a steganalysis method that integrates 3D convolution
with Bi-LSTM, alongside an attention mechanism. Initially,
the encoded audio data is divided into three-dimensional
data blocks, and 3D convolution is applied to capture the
relations between successive frames. Following this, Bi-LSTM
is utilized to derive the contextual features. Ultimately, the
extracted features are merged and input into a classification
network to ascertain whether hidden information is present in
the speech stream [54].

E-SWAN is a hybrid CNN-LSTM model for real-time VoIP
steganalysis, introduced by K. wang et al. It effectively cap-
tures both temporal and spatial features of speech. Experiments
show that it performs better than existing methods when
embedding rates are low and speech durations are short [55].

2) Image Steganalysis: Y. Shelar et al. propose a CNN-
LSTM and an improved VGG-16 network for detecting image
forgeries, including copy-move alterations. They use deep
learning-based intra-frame forensic analysis. This approach
overcomes the limitations of traditional methods and improves
the detection of fake images, even when classifying datasets
is difficult [56]. Shehab et al. present a hybrid CNN-LSTM
model for image steganalysis. This model improves feature
extraction by replacing the fully connected layers of CNN
with LSTM [57].

VII.
A. Image Steganalysis Table

COMPARISON TABLES

The development of deep learning for image steganalysis is
shown in Table 1. Several pioneering CNN-based models, such
as Reinel et al. (2021), depend on residual learning and filter
banks to model steganographic noise. Hybrid architectures
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TABLE I
COMPARISON OF IMAGE STEGANALY SIS METHODS

TABLE III
COMPARISON OF AUDIO STEGANALYSIS METHODS

from Lou et al. (2022) and Bravo-Ortiz et al. (2024) combine
CNN and Vision Transformers to capture both local and global
features of images. Recent studies that have combined CNN
with either Transformers or LSTMs include work by K. Wei
et al., W. Jiahao et al.,, Shelar et al., and Shehab et al.
These combinations help achieve high accuracy in detecting
steganography across various image datasets, including BOSS,
ALASKA?2, and medical images.

B. Video Steganalysis Table

TABLE I
COMPARISON OF VIDEO STEGANALYSIS METHODS

Paper Model Dataset Key Contribution

Li et al PWRN HEVC Wide residual CNN improv-

(2022) [37] (CNN) ing I/P-frame prediction and
resisting PU attacks.

SSTNet CNN +RNN | Face Foren- | Detects manipulated faces via

(2020) [38], sics++ spatial, noise, and temporal

[39] cues.

Bouzegza et | Survey Multiple Comprehensive review of

al. (2022) video steganalysis research.

Table II shows methods from surveys (Bouzegza et al.,
2022), CNN/RNN models (SSTNet, 2020), and residual-based
CNNs for HEVC videos (Li et al., 2022). It emphasizes the
use of spatial and temporal features to detect manipulations.

C. Audio Steganalysis Table

Table III summarizes deep learning approaches for audio
and speech steganalysis. Lin et al. (2019) improve CNN for
detecting weak noises. Ren et al. (2022) use DeepResNet
with a multiscale spectrogram for MP3 and AAC streams.
Transformer-based models like TENet (2024) effectively en-
code VoIP streams. Hybrid CNN-Transformer architectures
(Peng, SAT 2023; Zhou, DVSF 2025) capture both local and

Paper Model Dataset Key Contribution Paper Model Dataset Key Contribution
Reinel et al. GBRAS-Net BOSS, Residual-focused CNN using Linetal. (2019) | CNN Private Special CNN layer + ReLU
(2021) [40] (CNN) BOWS2 filter banks + separable convo- [35] variant + parameter transfer
lutions. for subtle noise detection.
Lou et al CNN + ViT BOSS, Conv-ViT hybrid capturing lo- Ren et al. | Deep ResNet MP3, AAC Multiscale  spectrogram  +
(2022) [47] ALASKA2 cal and global noise features. (2022) [36] ResNet for time—frequency
Bravo-Ortiz CVTStego- ALASKA2 Three-stage Conv—ViT frame- steganalysis.
et al. (2024) | Net work for spatial steganalysis. Zhang et al. | Transformer VoIP Transformer encoder
[48] (TENet, 2024) with codeword/position
K. Wei et al. | PixelDiff ALASKA2 Pixel-diff features + enhanced [42] embeddings.
(2024) [49] CNN + Transformer with GCP/SPP. Peng et al CNN + Trans- VoIP Multi-scale CNN + improved
Trans. (SAT, 2023) former Transformer for global/local
Z.Zhou et al. | GTSCT-Net Medical Texture-aware [45] features.
(2024) [50] Conv-Transformer  improving Zhou et al. Hybrid VoIP Dual-view detection for low-
medical detection. (DVSE, 2025) CNN-Transformer rate and short-duration VoIP
W. Jiahao | CTS-Net Large image | Multi-scale residuals + [46] steganography.
et al. (2025) sets CNN-Transformer fusion. Li et al. (2021) CNN + Bi- Compressed CE embedding + Bi-LSTM +
[51] [53] LSTM CNN for multi-method detec-
KK. Wei et al. CTNet Color images Channel-wise  residuals  + tion.
(2025) [52] CNN-Transformer feature K. Li et al 3D CNN + Bi- | Custom Extracts frame relations +
groups. (2025) [54] LSTM contextual features.
Shelar et al. CNN-LSTM, Forgery sets Detects image forgeries and E-SWAN CNN + LSTM PMS, CNV Real-time  VoIP  detection
(2023) [56] VGGl16 copy-move edits. (2025) [55] using sliding-window
Shehab et al. CNN-LSTM BOSS, LSTM-enhanced CNN for se- CNN-LSTM.
(2025) [57] BOWS, cure medical image analysis.
ALASKA2

global features. Li et al. (2021), K. Li et al. (2025), and E-
SWAN (2025) use CNN-LSTM and its variant, Bi-LSTM, for
real-time and multi-method detection. This shows the benefits
of combining temporal and spectral modeling.

D. Text Steganalysis Table

TABLE IV
COMPARISON OF TEXT STEGANALYSIS METHODS

Paper Model Dataset Key Contribution

Wen et al. | CNN Custom First CNN-based text ste-

(2019) [41] ganalysis using word embed-
dings + multi-kernel convo-
lutions.

Peng et al. | Transformer | Multiple Combines semantic (BERT)

(2023) [43] + Dual + statistical features; strong

Attention blind and semi-blind detec-

tion.

Yang et al. | LLM-based Multiple LLM-powered generative

(2024) [44] modeling identifies subtle
semantic inconsistencies;
domain-agnostic solution.

Table IV shows that the techniques of text steganalysis range
from early CNN-based methods to hybrid and attention-based
models. Wen et al. (2019) were the first to develop CNN-based
text steganalysis. Peng et al. (2023) introduced hierarchical
dual-attention networks, which capture semantic and structural
patterns. Yang et al. (2024) employs large language models to
recognize human-like semantic manipulations. These methods
highlight the trend of merging different approaches in repre-
sentation learning for better text steganalysis.

VIII.

A. Key Contributions of this review

KEY CONTRIBUTIONS

Below are the key contributions of this review paper:

1) Cross-Domain Coverage: This paper offers a compre-
hensive look at steganalysis in images, audio, video,
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and text. This is different from earlier reviews that
concentrate on just one type of media.

2) Focus on Hybrid Deep Models: We present the first
structured analysis of hybrid CNN, Transformer, and
CNN-LSTM architectures. We show how these models
work together to capture both local noise and broader
contextual patterns.

3) Comprehensive Taxonomy: We introduce a clear and
systematic taxonomy that categorizes steganalysis ap-
proaches. These include traditional feature-based mod-
els, pure CNN models, Transformer-based methods, and
hybrid deep learning architectures.

4) Identification of Research Gaps: The review examines
the limitations of models in terms of generalisation,
dataset availability, robustness, and computational cost,
underscoring the significant difficulties encountered by
contemporary multimedia steganalysis systems.

5) Foundation for Future Research: This paper emphasizes
the emerging trends in steganalysis, including multi-
scale fusion, global and local attention mechanisms,
real-time steganalysis, LLM-based linguistic detection,
and the hybrid architecture of CNN-Transformer for
multimedia steganalysis across various media types,
which opens new avenues for future research.

B. Limitations of Existing Steganalysis Methods

Existing steganalysis methods have the following disadvan-
tages:

o Poor Generalization Ability Across Datasets and Media.

o Low robustness against adaptive attackers and deep
learning-based embedding.

« Sensitive to compression, noise, and usual distortions.

o High computational cost, thus not suitable for real-time
processing.

¢ Media concentration, with undetected cross-media over-
laps.

o Detection of low embedding rates, particularly in au-
dio/VoIP.

o Problems of text steganography in the contemporary
world, particularly with semantic/generative text.

IX. CONCLUSION

This review shows that multimedia steganalysis is moving
away from traditional CNN-based methods toward hybrid
models that use Transformers, recurrent networks, and residual
learning. Recent research finds that simply increasing model
depth or relying on mathematical improvements does not
always lead to better generalization. Instead, newer approaches
focus on using residual components, attention mechanisms,
and modeling global dependencies in images, audio, video, and
text. Hybrid models like ResNet-ViT for images, Transformer-
based pixel difference methods, and audio models that com-
bine CNNs with Transformers or LSTMs are now leading the
field. However, despite these advancements, several challenges
remain. Existing models face issues in cross-media gener-
alization, detecting at low embedding rates, implementing

real-time solutions, and ensuring resilience against adaptive
deep steganography are crucial challenges. Additionally, the
limited availability of extensive, well-balanced datasets hinders
the scalability of models, while larger datasets can lead to
challenges such as increased computational expenses, overfit-
ting, and diminished generalization. Overall, the findings sug-
gest that hybrid CNN-Transformer architectures demonstrate
promising performance in modern multimedia steganalysis.
Future studies should focus on developing lightweight, inte-
grated multimodal systems that utilize attention-based global
features along with LLM techniques to improve efficiency, ro-
bustness, and real-world applicability in detecting multimodal
steganography.
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