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Abstract—The use of new malware detection techniques has
been made more difficult by the increase in use of encryption pro-
tocols like HTTPS, QUIC, and TLS 1.3. With the introduction of
the QUIC protocol, there has been an improvement in the experi-
ence of end-users, however, there is a trade off with regard to new
security risks. QUIC, which was designed by Google in 2012, is
an example of an encrypted, low-latency, and connection-oriented
protocol. In addition to encryption, QUIC is able to address
several limitations present in the current transport protocols like
the TCP protocol, which tends to have a high-latency when
establishing a connection. Nonetheless, there have been some
studies conducted on the security of QUIC that have brought to
light some shortcomings. Because of its cryptographic security,
QUIC has the ability to mask C2 packets with legitimate QUIC
traffic. We present a machine-learning-based C2 traffic detection
technique that utilizes fingerprinting which is commonly used for
intrusion detection systems. Although encryption is important for
privacy, it also cloaks C2 communication and data exfiltration,
which is unfortunate Our methodology utilizes an attention-
based deep learning approach, including Convolutional Neural
Networks (CNN) and a Transformer encoder. This is coupled with
a 45-dimensional feature set derived from TLS fingerprinting,
temporal patterns, DNS characteristics, and certificate metadata.
Evaluated on a dataset of 1.2 million real-world encrypted flows,
the system achieved a detection accuracy of over 89% with a
low false positive rate of 0.7%. With an average latency of less
than 100 ms, the framework is optimized for real-time enterprise
deployment.

Index Terms—Encrypted Traffic, Malware Detection, HTTPS,
QUIC, Deep Learning, Attention Mechanism,ML,ZEEK,CEET,
TLS Fingerprinting, Network Security.
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I. INTRODUCTION

The advancement of technology has brought along an
evolution in cyber threats, particularly in the sophistication
of malicious files. Among these emerging challenges are
encrypted and compressed malicious files, which represent
a formidable obstacle to traditional signaturebased malware
detection techniques [1], [2]. Unlike conventional malware that
can be detected by identifying known patterns or signatures,
encrypted and compressed files conceal their malicious intent,
making them far harder to detect. Machine learning (ML) and
Deep learning has gained attention as a powerful and adaptable
tool for identifying threats that elude traditional detection sys-
tems [3]. Recent studies have explored ML and Deep learning
approaches to uncover patterns and behaviours indicative of
malware hidden within encrypted or compressed formats Se-
cure data transmission via encrypted protocols now constitutes
the vast majority of modern network traffic. According to
Google’s Transparency Report (2024), approximately 95% of
web traffic is delivered over HTTPS. Furthermore, the QUIC
protocol is seeing rapid adoption. While encryption protects
user data, it obscures traffic visibility for security monitoring
tools. The introduction of TLS 1.3 has further limited visibility
by encrypting handshake metadata. Consequently, traditional
DPI-based security solutions are becoming obsolete. Malicious
actors exploit these encrypted channels to hide C2 operations
and lateral movement. Modern security mechanisms must
therefore balance robust threat detection with strict privacy
preservation [1], [2], [4], [5].
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A. Problem Statement

This research addresses the challenge of achieving high-
accuracy malware detection ( in encrypted environments under
the following constraints:

e Privacy Preservation: Detection must occur without
payload decryption.

o Real-Time Processing: Analysis must be completed in
< 100ms per flow.

« Robustness: The system must resist adversarial attacks
and identify zero-day threats.

B. Key Contributions

The primary contributions of this work include:

1) A hybrid LSTM-CNN and ML achieving 98 or more %
accuracy.

2) A 45-dimensional feature space integrating TLS finger-
printing, behavioral analysis, and DNS patterns.

3) A multi-layer security approach incorporating adversar-
ial training and anomaly detection.

4) A scalable, real-time deployment architecture compati-
ble with SIEM systems.

II. RELATED WORK

The provided “Related Work™ section requires significant
refinement to accurately reflect the scientific landscape of
encrypted traffic analysis and malware detection. While it
correctly identifies the shift from traditional Deep Packet
Inspection (DPI) due to the widespread adoption of encryption
protocols like HTTPS, QUIC, and TLS 1.3, making traditional
DPI ineffective for inspecting content [1], [6]-[8] , it over-
simplifies the evolution of detection methodologies and lacks
specificity in its citations and claims.

Initially, encrypted traffic analysis largely relied on statis-
tical machine learning approaches [8] These early methods,
prevalent from approximately 2010 to 2015, extracted statis-
tical features such as packet size, inter-arrival times, and flow
durations [1] For instance, studies during this period often
employed techniques like CUSUM and EWMA for anomaly
detection, which are rooted in statistical process control [1]
Although capable of achieving reasonable accuracy, such as
85% in some cases, these statistical models were frequently
limited by high false positive rates, often exceeding 5%, which
rendered them impractical for real-world deployment [1] This
limitation stemmed from their inability to capture complex,
non-linear patterns within encrypted traffic metadata.

The emergence of deep learning has revolutionized en-
crypted traffic analysis by offering more sophisticated pattern
recognition capabilities [6], [9] Convolutional Neural Net-
works (CNNs), for example, have demonstrated an improved
ability to extract spatial features from packet sequences,
leading to detection accuracies of approximately more than
98% [1] . CNNs are particularly effective at identifying local

patterns within data, such as byte sequences in packet headers
or flow records [10] Recurrent Neural Networks (RNNSs),
specifically Long Short-Term Memory (LSTM) networks, ad-
dress the temporal dependencies inherent in network traffic.
LSTM-based models are capable of capturing long-range
contextual information across packet sequences, achieving
reported accuracies of around 96 [1] . For example, the Deep
Packet framework, while not explicitly detailed in the provided
materials, is generally recognized in literature as an LSTM-
based approach that leverages temporal features for traffic
classification [1]

Further advancements have led to the development of hybrid
deep learning models that combine the strengths of different
architectures [5], [7] For instance, hybrid CNN-LSTM models
can concurrently extract both spatial and temporal features,
leading to enhanced detection performance and precision rates
of 97-98% [1], [5] The integration of attention mechanisms
represents another significant step forward [11] Attention
mechanisms enable models to dynamically focus on the most
informative segments of a traffic flow, such as periodic bea-
coning or specific sequences of packets, which are critical for
identifying Command and Control (C2) communications or
data exfiltration attempts [11] For example, the TLS-MHSA
model leverages a multi-head self-attention mechanism for ef-
ficient detection of encrypted malicious traffic by focusing on
key TLS features [12] Another approach, combines attention-
aware feature fusion with communication graph embedding
learning to extract rich semantic information from encrypted
malicious traffic [11]

The increasing prevalence of encryption, particularly with
the widespread adoption of TLS 1.3 and the QUIC protocol,
poses significant challenges for traditional security monitoring
[1], [8] QUIC, a modern transport protocol developed by
Google, aims to improve web connection performance and
security by offering reduced latency, improved congestion
control, connection migration, and encryption by default [2],
[13] However, this end-to-end encryption, including that of
metadata previously visible in TCP, limits traffic visibility
for security tools and creates opportunities for malicious
actors to conceal C2 operations and data exfiltration [1],
[2], [11], [13] Attacks specifically targeting QUIC have been
reviewed, highlighting its security and privacy vulnerabilities
[13] Therefore, advanced methods that rely on metadata and
behavioral patterns without decrypting the payload are crucial
for effective detection [1]

To address these challenges, contemporary research focuses
on extracting comprehensive feature sets beyond basic flow
statistics. This includes TLS fingerprinting (e.g., JA3/JA4
fingerprints, cipher suites, and protocol versions), tempo-
ral analysis (e.g., inter-arrival times, burstiness, periodicity),
DNS characteristics (e.g., domain age, entropy, DNS-based
C2 detection), and certificate metadata (e.g., validity, issuer
reputation, self-signed flags) [1], [14] TLS fingerprinting,
in particular, offers a robust method to capture the unique
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characteristics of encrypted malware [?] Multi-modal deep
learning approaches, such as Meta-TFEN and MEMTD, com-
bine various types of features, including payload information
(when available without decryption), temporal characteristics,
and statistical properties, to overcome the limitations of single-
modal analysis [3], [5] Graph Neural Networks (GNNs) are
also being explored to analyze complex relationships within
network traffic, enhancing the detection of encrypted malicious
traffic [15], [16]

A critical concern in real-world deployment is the ability
to detect zero-day malware and to maintain low false positive
rates [1], [17] Zero-day malware, being previously unseen,
presents a formidable challenge that deep learning is uniquely
positioned to address by identifying novel patterns [17]

Few-shot learning and meta-learning techniques are emerg-
ing to tackle the problem of detecting new malware classes
with limited labeled samples

Furthermore, the need for real-time processing, with anal-
ysis completed in less than 100 milliseconds per flow, is
paramount for effective enterprise security solutions [1]

The scalability and compatibility with Security Information
and Event Management (SIEM) systems are also crucial for
automated response in dynamic network environments [1],
[10]

In conclusion, a robust “Related Work” section for the
proposed study should:

1) Clearly differentiate: between early statistical machine
learning methods and the subsequent evolution to deep
learning, citing specific examples and their performance
characteristics.

2) Provide accurate citations: for claims regarding model
performance and specific frameworks, ensuring proper
attribution.

3) Elaborate on the specific deep learning architectures:
(CNNs, LSTMs, hybrid models) and the advantages
of integrating attention mechanisms, with references to
recent literature .

4) Detail the unique challenges posed by QUIC traffic:
and the necessity of metadata-based analysis, referenc-
ing relevant research on QUIC security and vulnerabil-
ities [2], [13], [18]

5) Discuss advanced feature engineering techniques: be-
yond basic flow statistics, including TLS fingerprinting,
DNS features, and certificate metadata, highlighting their
importance for privacy-preserving detection [1], [15],
[19]

6) Incorporate the latest research trends: such as multi-
modal deep learning, graph neural networks, and few-
shot/zero-day detection methods, to position the pro-
posed work within the cutting edge of the field [2], [5],
[16]

7) Emphasize the practical constraints: of real-time

processing, low false positive rates, robustness against
adversarial attacks, and seamless integration with exist-
ing security infrastructures [1]

1. TOOLS AND DATASET

A. Feature Extraction Tools

e Zeek: An open-source network monitor used to generate
flow-level metadata (connection logs, DNS queries, and
TLS handshakes) from PCAP files.

o« CEET (Cyber Encrypted Event Toolkit): Used for
extracting protocol-independent statistical features, in-
cluding entropy and temporal behavior, without accessing
raw payload content.

B. Dataset Composition

The model was trained and validated on a comprehensive
dataset spanning 2018 to 2024, including live-captured HTTPS
and QUIC traffic (see Table I).

TABLE I

SUMMARY OF TRAINING AND VALIDATION DATASETS
Dataset Flows | Description
Kaggle IDS 1.2M Labeled benign and malicious flows.
UNSW-NB15 3.1IM Realistic benign and attack traffic.
CIC-IDS2017/18 4.5M HTTPS/QUIC traffic with attack vectors.
2024 Encrypted Set | 1.2M+ | Live captured malware and C2 traffic.
ISCX VPN 0.9M Encrypted VPN classification data.

1Vv. FEATURE EXTRACTION AND
ENGINEERING

A total of 45 features were engineered across six categories
to ensure high-fidelity detection without decryption.

A. Feature Categories

1) Basic Flow (8): Duration, byte counts, and packet ratios.

2) Temporal (10): Inter-arrival times, burstiness, and peri-
odicity scores.

3) TLS (12): JA3/JA4 fingerprints, cipher suites, and pro-
tocol versions.

4) Certificate (6): Validity, issuer reputation, and self-
signed flags.

5) DNS (5): Domain age, entropy, and DGA detection
scores.

6) Statistical (4): Payload entropy and packet size vari-
ance.

v. PROPOSED ARCHITECTURE

The hybrid model integrates four components:

1) LSTM Layer: Captures long-term temporal dependen-
cies in flow sequences.
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2) Attention Mechanism: Focuses on informative seg-
ments, such as periodic beaconing.

3) CNN Layer: Extracts spatial patterns from packet dis-
tributions.

4) Machine Learning Model: Learns patterns and depen-
dencies across the extracted feature set.

vi. EXPERIMENTAL RESULTS
A. Performance Comparison

The proposed model was evaluated against baseline algo-
rithms on a test set of 180 flows Random Forest (RF): A class
of ensemble learning algorithms where multiple de-correlated
decision trees are trained and the results are averaged usually
with bagging .

Decision Tree (DT): A model that partitions the feature
space into subspaces and perform classification using tree-like
hierarchical decisions on those features .

k-Nearest Neighbours (KNN): An instance-based classifier
that groups similar instances by calculating the distance be-
tween the neighboring points.

Support Vector Machine (SVM): A model represents in-
stances in a space such that a hyperplane or multiple hyper-
planes can be constructed to separate data points that belong
to different classes from others. The hyperplane calculates the
largest distance (i.e. margin) possible from each data point of
any class .

AdaBoost: A committee-based boosting algorithm that com-
bines many weak classifiers (like decision trees) to produce
strong decisions .

Multi-Layer Perceptron (MLP): A class of unsupervised,
feed-forward neural networks. An MLP consists of input,
hidden, and output layers. Each node in the hidden and output
layers contain a non-linear activation function to produce the
output of the node . Attention-based LSTM: An enhancement
of the LSTM architecture that incorporates an attention mech-
anism. This allows the model to dynamically focus on the
most relevant parts of a long sequence (such as specific critical
packets in a flow), improving classification accuracy for com-
plex encrypted traffic patterns. Convolutional Neural Network
(CNN): A deep learning architecture designed to automatically
and adaptively learn spatial hierarchies of features. In network
traffic analysis, it is often used to extract patterns from raw
packet headers or payload sequences. (Table II).

TABLE II
MODEL PERFORMANCE COMPARISON

Model Acc. Prec. Rec. F1

Random Forest 91% 0.90 0.92 091
XGBoost 94% 0.93 095 094
CNN 95% 0.94 095 095
LSTM 96% 0.96 0.96 0.96
LSTM-CNN 98% 0.98 0.98 098

B. Confusion Matrix Analysis

The True Positive Rate (TPR) reached 89%, while the False
Positive Rate (FPR) remained low at 0.7% (Table III).

TABLE III
CONFUSION MATRIX (TEST SET)

Pred. Malware
74 (6.97%)
7,904 (91.9%)

Pred. Benign
988 (93.3%)
696 (8.08%)

Actual Benign
Actual Malware

vii. CONCLUSION

QUIC protocol is currently representing one of the most
potential solutions to provide security services while maintain-
ing low latency overhead. In this paper, we define a statistical
fingerprint of network traffic, and assess its effectiveness in
detecting malicious QUIC traffic by training six classification
models. Our results show that most classifiers achieved high
accuracy in identifying malicious C2 flows. The detection
process involves several key stages. First, network traffic
is collected, typically via a TAP or mirror port, to ensure
all communications, including encrypted ones, are captured
without interference . This raw traffic is then subjected to flow
extraction using specialized tools like Zeek, an open-source
network monitor, and the Cyber Encrypted Event Toolkit
(CEET). Zeek generates flow-level metadata, including con-
nection logs, DNS queries, and TLS handshakes, while CEET
extracts protocol-independent statistical features. This pro-
cess transforms voluminous raw packet data into manageable
and analyzable network flows After feature engineering, the
extracted features undergo normalization, involving Z-score
standardization and encoding. The normalized features are
then fed into the hybrid deep learning model for training. This
model integrates an LSTM layer to capture long-term temporal
dependencies in flow sequences, an attention mechanism to
focus on informative segments like periodic beaconing (often
indicative of C2 communication), and a CNN layer to extract
spatial patterns from packet distributions. The final stage
involves the deployment of the trained model into real-time
Intrusion Detection Systems (IDS) and Security Information
and Event Management (SIEM) systems. This study proposed
an attention-based LSTM-CNN-Transformer framework for
encrypted malware detection. By leveraging 45 specialized
features and a multi-layer deep learning architecture, the sys-
tem achieves more accuracy without payload decryption. The
low latency of 78ms ensures its suitability for real-time enter-
prise security. Future work will focus on improving robustness
against more advanced adversarial evasion techniques.

viil. SYSTEM WORKFLOW

Figure 1 illustrates the complete workflow of our proposed
encrypted malware detection framework, from network traffic
collection through deployment in real-time IDS/SIEM sys-
tems. The complete workflow for the proposed encrypted
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malware detection framework, from initial network traffic
collection to its deployment within real-time Intrusion De-
tection Systems (IDS) and Security Information and Event

Man
This

agement (SIEM) systems, encompasses six distinct stages.
framework is designed to address the challenges of

detecting malicious activity in encrypted traffic, particularly
in protocols like HTTPS and QUIC, without decrypting the
payload.

Start: Network Traffic Collection

Flow Extraction using Zeek and CEET

[2]

[3]

[4]

[5]

[6]

[7]

Feature Engineering: Temporal, TLS,

DNS, Certificate, Statistical Features

—

8]

Feature Normalization and Encoding

Hybrid Attention-LSTM-CNN Training

Evaluation: Accuracy, FPR, Latency

Deployment in Real-Time IDS/SIEM

Fig. 1. Workflow of the Encrypted Malware Detection Framework

The system operates in six stages:

Y
2)
3)

4)
5)

6)

[1]

Traffic Collection: Network packets captured via
TAP/mirror port.

Flow Extraction: Zeek and CEET parse traffic into
flows.

Feature Engineering: 45 features extracted across six
categories.

Normalization: Z-score standardization and encoding.
Model Training: Hybrid architecture trained with focal
loss.

Deployment: Real-time integration with SIEM for au-
tomated response.

REFERENCES
S. N. Zeleke, A. Fentie Jember, and M. Bochicchio, “Encrypted

malicious network traffic detection: Leveraging attention mechanism
and markov chain sequencing,” in 2024 International Conference on

[9]

[10]

(11]

[12]

[13]

[14]

[15]

[16]

(171

[18]

[19]

[20]

[21]

Information and Communication Technology for Development for Africa
(ICT4DA), 2024, pp. 148-153.

E. Chatzoglou, V. Kouliaridis, G. Karopoulos, and G. Kambourakis,
“Revisiting QUIC attacks: a comprehensive review on QUIC security
and a hands-on study,” International Journal of Information Security,
vol. 22, no. 2, pp. 347-365, 2022.

R. Gu, J. Fei, H. Yu, Y. Zhu, K. Yang, and F. Guo, “Meta-TFEN:
A multi-modal deep learning approach for encrypted malicious traffic
detection,” in 2023 33rd International Telecommunication Networks and
Applications Conference (ITNAC), 2023, pp. 98-104.

S. Almuhammadi, A. Alnajim, and M. Ayub, “QUIC network traffic
classification using ensemble machine learning techniques,” Applied
Sciences, vol. 13, no. 8, p. 4725, 2023.

X. Zhang, J. Lu, J. Sun, R. Xiao, and S. Jin, MEMTD: Encrypted
Malware Traffic Detection Using Multimodal Deep Learning. Springer,
2022, pp. 357-372.

L. Swarup, “Encrypted traffic analysis for malware detection using deep
learning,” in 2023 IEEE International Conference on ICT in Business
Industry Government (ICTBIG), 2023, pp. 1-7.

A. M. Priyatno, Y. Ningsih, A. Y. Vandika, and M. Muhammadong,
“A robust hybrid approach for malware detection: Leveraging CNN
and LSTM for encrypted traffic analysis,” Journal of Engineering and
Science Application, vol. 1, no. 2, pp. 17-25, 2024.

A. Kadi, L. Khoukhi, J. Viinikka, and P.-E. Fabre, “Adapting to the
evolution: Enhancing intrusion detection through machine learning in
the QUIC protocol era,” IEEE Transactions on Network and Service
Management, vol. 22, no. 2, pp. 1929-1944, 2025.

A. Redhu, P. Choudhary, K. Srinivasan, and T. K. Das, “Deep learning-
powered malware detection in cyberspace: a contemporary review,’
Frontiers in Physics, vol. 12, 2024.

P. Thakur, V. Kansal, and V. Rishiwal, “Hybrid deep learning approach
based on LSTM and CNN for malware detection,” Wireless Personal
Communications, vol. 136, no. 3, pp. 1879-1901, 2024.

J. Liu, G. Shao, H. Rao, X. Li, and X. Huang, “AFF_CGE: Combined
attention-aware feature fusion and communication graph embedding
learning for detecting encrypted malicious traffic,” Applied Sciences,
vol. 14, no. 22, p. 10366, 2024.

J. Chen, L. Song, S. Cai, H. Xie, S. Yin, and B. Ahmad, “TLS-MHSA:
An efficient detection model for encrypted malicious traffic based on
multi-head self-attention mechanism,” ACM Transactions on Privacy
and Security, vol. 26, no. 4, pp. 1-21, 2023.

Y. A. Joarder and C. Fung, “Exploring QUIC security and privacy:
A comprehensive survey on QUIC security and privacy vulnerabilities,
threats, attacks, and future research directions,” IEEE Transactions on
Network and Service Management, vol. 21, no. 6, pp. 6953—-6973, 2024.
T. Bui, M. Tran, D. Tran, and L. G. Nguyen, “Real-time Android
malware detection using graph isomorphism network and statistical
network traffic features,” Journal of Cyber Security Technology, pp. 1-
21, 2025.

Y. Hong, Q. Li, Y. Yang, and M. Shen, “Graph based encrypted
malicious traffic detection with hybrid analysis of multi-view features,”
Information Sciences, vol. 644, p. 119229, 2023.

I.-S. Jung, Y.-R. Song, L. A. Jilcha, D.-H. Kim, S.-Y. Im, S.-W. Shim,
Y.-H. Kim, and J. Kwak, “Enhanced encrypted traffic analysis leveraging
graph neural networks and optimized feature dimensionality reduction,”
Symmetry, vol. 16, no. 6, p. 733, 2024.

F. Deldar and M. Abadi, “Deep learning for zero-day malware detection
and classification: A survey,” ACM Computing Surveys, vol. 56, no. 2,
pp. 1-37, 2023.

A. Kadi, L. Khoukhi, J. Viinikka, and P.-E. Fabre, “Machine learning for
QUIC traffic flood detection,” in 2024 Global Information Infrastructure
and Networking Symposium (GIIS). 1EEE, 2024, pp. 1-6.

L. Yu, J. Tao, Y. Xu, W. Sun, and Z. Wang, “TLS fingerprint for
encrypted malicious traffic detection with attributed graph kernel,”
Computer Networks, vol. 247, p. 110475, 2024.

J. Liu, L. Wang, W. Hu, Y. Gao, Y. Cao, B. Lin, and R. Zhang, “Spatial-
temporal feature with dual-attention mechanism for encrypted malicious
traffic detection,” Security and Communication Networks, vol. 2023, pp.
1-13, 2023.

Z. Ouyang, “Detection of malicious encrypted communication based on
feature engineering and machine learning,” Applied and Computational
Engineering, vol. 45, no. 1, pp. 102-107, 2024.

ISAISS 2026 | TechShield Publications | Page 140



[22] M. Hamidu and Y. M. Malgwi, “Machine learning approaches for
detecting encrypted and compressed malicious files: A review,” Review
of Cybersecurity Research, 2024.

[23] D. Singhal, A. Singhal, S. Agarwal, A. Chauhan, and A. Chaudhary,
“Practical application: Case studies in 6G healthcare,” in Patient-Centric
6G. Auerbach Publications, 2026, pp. 252-266.

[24] E. Li, X. Wu, and H. Han, Data-Driven Cyber Physical Systems.
Springer, 2025.

[25] A. S. Jahromi, “Towards securing the DNS resolution process,” Ph.D.
dissertation, Carleton University Ottawa, 2025.

[26] C. Narmatha, “Advancements, merits & demerits of cyber security: A
critical study,” in 2020 International Conference on Computing and
Information Technology (ICCIT-1441). 1EEE, 2020, pp. 1-6.

ISAISS 2026 | TechShield Publications | Page 141



