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Abstract—Cyber Attacks are not always sure to induce a
breach or infringement on a technical structure, but on a personal
level. To overcome this, we have come up with a web site meant
to help people adopt better security practices. AwarenessHub
which is expected to be used by applying the best concepts.
Thi system is the combination of the realistic testing, simulation
on the phishing, small quizzes, and the large list of over 250
security measures. The react and TypeScript front-end of the
site is designed in relation to Supabase and is used to give user
authentication and control over information management. This
paper provides a description of our system design representation,
how our system and the mathematics of our hint scoring work.
The platform was tested also on 45 students. The result indicated
that the threat detection score of 42.3% this was achieved by
users who played the complete system of the game as opposed
to non-users.

Index Terms—cybersecurity consciousness, games, simulation,
human factors, interactive training.

I. INTRODUCTION

Most of the security breaches that happen today are as a
result of the human factor in them- like the use of weak
passwords, unsecured browsing or a scam by social engineer-
ing tools and tricks by otherwise unscrupulous individuals
[1]. The conventional training methods which include video
viewing or reading PDFs do not tend to be effective as the
individuals get bored or lose the information taught to them
[2]–[4]. Consequently, an end user may only remember rules
so as to pass in a review yet fail to alter the behavior in the
case of a real danger that arises in front of them [5]–[7].

AwarenessHub achieves this through executing tasks that
seem realistic, and interactive, and all these seem to be
real threats. We introduce online coupons simulated phishing
emails as displayed in ref01, ref21, ref27, ref34 along with
fake SMS messages and social search engines tricks. The
platform also allows one to learn by doing by implementing
brilliant suggestions and little assignments (like password
strengths tests [13]–[15] and Wi-Fi insecurity tests). We also
provided an elaborate checklist so that the users can apply
what they learn into their actual devices [16], [17].

A. Objectives

• Real-Life Practice: Give the option of letting the user train
on real life decision making as it is simulated [18], [19].

• Help When Needed: They should also give hints which
are user adaptable and this does not create a situation of
stickiness and frustration due to the use of a hint) [20].

• Clear Steps: Have a checklist to make users clear on how
to secure their accounts [21].

• Learning over Winning: Show progress, not simply to
compare with the others, by use of points and levels [22],
[23].

• Proof it Works: Test people pre- and post-skill development
to measure whether they have learned anything [24].

B. Contributions

As introduced in the current paper, AwarenessHub is a
structured and integrated learning environment that has a
number of central capabilities that assist with the development
of cybersecurity skills. To begin with, it is operated in one
centralized location whereby all simulations and challenges
are hosted, which results in easy access and smooth user-
experience. Second, the system has an intelligent hint system
which dynamically resolves to the stage the user is at without
impairing the learning process. Third, AwarenessHub is scaled
naturally (by design) with Supabase Remote Procedure Calls
(RPC) because of its secure, efficient, and reliable management
of user data, when increasing the number of participants.
Fourth, the game design is, in general, oriented towards
the creation of practical skills of the user, with interactive,
situation-based issues encouraged to strengthen the learning
outcomes [25].

II. RELATED WORK

A. Human Factors

The studies have time and again shown that most of the
cyber attacks could be traced to some type of human fault
as opposed to technical failures solely due to the technical
breakdowns in the process of such attacks [1]. As a result,
successful security training cannot become a box-checking
compliance work, but rather, it should be aimed at cultivating
the ability of users to make well-informed and timely choices
in real and realistic circumstances under a condition of the
real world of work. A number of studies which explore user
behaviour have gone further to indicate that there is a wide gap
in what the user theoretically knows and their real performance
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in the real world scenarios of daily life situations [27], [28].
It is this gap that highlights the drawback of traditional
awareness programmes which only consider passive learn-
ing. In this connection, modern methods of training should
focus on experiential training, behavioural conditioning, and
maintaining interaction to narrow the gap between theory and
practical security measures.

B. Gamification in Security Training

To provide deep learning, it is not sufficient to provide re-
wards but make the training more fun by adding game features
such as points and badges, [22]. Our combination is aimed
at being able to provide good feedback and develop skills
[25]. Other projects such as APPEARS have demonstrated
the suitability of interactive learning in the past projects such
as APPEARS [29] and other game-based approaches such as
[30]–[32].

C. Simulation-Based Learning

The effectiveness of simulations is based on the fact that
individuals get involved in the process of learning by directly
attempting to learn through experience and thus applies the
theoretical learning to practice [18]. AwarenessHub design
is based on a simplistic and systematically structured learn-
ing system where the system obligates different users to
detect possible threats, determine their potential risks, and
then choose the most suitable defensive mechanisms to use
to combat them [33]. This approach assists in the critical
thinking process and strengthen in decision making within
real life situations. Such simulation-based and experience-
based learning interventions have been found to be effective in
other professions as they enhance retention of skills, problem-
solving aptitude, and change of behavior in a variety of
professions [19].

D. Comparative Analysis of Existing Solutions

Table I provides a systematic comparison of AwarenessHub
against existing cybersecurity training platforms. We evaluate
each solution across seven key dimensions: adaptive learning,
gamification depth, real-world simulations, cost accessibility,
hint scoring mechanism, mobile responsiveness, and theoreti-
cal foundation.

Key Differentiators: Unlike Anti-Phishing Phil [10], which
focuses solely on email phishing, AwarenessHub provides
diverse threat scenarios including SMS phishing, malicious
websites, and social engineering. Compared to commercial
solutions like KnowBe4, our platform maintains free acces-
sibility while providing competitive features. The APPEARS
framework [29] offers strong gamification but lacks the adap-
tive hint-scoring mechanism that forms our theoretical con-
tribution. Our time-decay penalty function (Section IV-C)
represents a novel algorithmic approach not present in existing
solutions, addressing the research gap identified by Tan et al.
[20] regarding adaptive feedback mechanisms.

III. SYSTEM OVERVIEW

AwarenessHub is a single page application (SPA). It has
a dashboard, various challenge areas, simulation, user profile
and security checklist. Users get logged in, perform the
exercises, consult hints in case they require them and earn
points which are stored in the backend [34]. Fig. 1 The key
components of the platform are depicted .

AwarenessHub
(Platform)

Real-World
Simulations

Adaptive
Guidance

Gamified
Progress

Actionable
Checklist

Interactive
Challenges

Behavioral
Change

Fig. 1. Conceptual Definition of AwarenessHub Modules.

A. Functional Modules

• Simulation Engine: Testes the end user response to fraud-
ulent threat messages (email, SMS, search results) [35].

• Challenge Library: Managerial cryptography, password
safety, and browser security exercises are separate exercises
and not part of the course but can be implemented on their
own. [36].

• Security Checklist: An ordered list of security measures
according to the industry standards. [16].

• Progress Tracking: Monitors the number of points, level,
and the number of hints.

• Adaptive Hints: Offers assistance depending on the assist
location of the user.

IV. ARCHITECTURE

A. Overview

The system is made with a current web stack, React and
TypeScript on the front end [37], Vite to make it fast [38],
and for the design we have used Tailwind CSS [39]. Supabase
manages the backing-end where login and data storage in
PostgreSQL is done. [34].

In order to ensure that the data is secure, we resort to
Remote Procedure Calls (RPC). At the implementation of a
simulation, the user completes the simulation and the front end
executes a particular function increment_user_points.
This ensures that point updates are secure on the server,
and thus the users do not have an opportunity to cheat by
modifying code in their browsers.
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TABLE I
COMPARATIVE ANALYSIS OF CYBERSECURITY TRAINING PLATFORMS

Platform Adaptive
Learning

Gamification Simulations Cost Mobile Theory

Anti-Phishing Phil [10] Limited Basic Email only Free No Weak
KnowBe4 Moderate Moderate Multiple Paid Yes Moderate
APPEARS [29] Moderate Strong Limited Research No Moderate
NoPhish [42] No Basic Email only Free Yes Weak
Cyber Aces No Minimal Technical Free No Strong
AwarenessHub Strong Strong Multiple Free Yes Strong

Frontend SPA
React + TypeScript
Vite, Tailwind
Contexts: Auth, Theme

Supabase Backend
Auth (managed)
Postgres (RLS)
RPC: increment_points

Postgres DB
user_profiles
user_progress

User Browser
Desktop/Mobile

HTTPS
UI Events

Supabase SDK

SQL / RPC

Fig. 2. High-level architecture: SPA frontend, Supabase services, and Postgres
persistence.

V. IMPLEMENTATION DETAILS

A. Simulation Engine

The engine takes the user through a system: (1) search
suspicious contents, (2) determine the type of threat, and (3)
select the most suitable mode of defense. [40].

B. Adaptive Hint System

There are hints established with regards to certain sections
of a scenario. We have an equal give and allow the users
to learn. In the next releases we would prefer this to adapt
automatically in terms of difficulty. [20]. This corresponds to
the state of the art in AI training [41].

C. Algorithmic Depth: Adaptive Hint Scoring

One of the primary products of the AwarenessHub is the
Adaptive Hint System. It does not allow users to be non-
experimental when clicking hints. We calculate the score
S(u, c) for a user u doing challenge c like this:

S(u, c) = max

(
Smin, Bc −

k∑
i=1

(Hi · α · e−λti)

)
(1)

Here:
• Bc are the points of departure of challenge c.
• k is how many hints were used.
• Hi is the base cost of hint i.
• α is a multiplier of difficulty (e.g. 1.5 in Hard mode).
• λ is a time-dependent factor of decay ti this discourages

quick-clicking (because the fast clicking is penalized).
This formula ensures that although assistance is there when

required; gaming the system by flooding with clues will

reduce the score in quick time. This makes the gamification
significant.

Theoretical Foundation: Our hint-scoring mechanism
builds upon cognitive load theory [41] and spaced repetition
principles. The exponential decay function e−λti models the
cognitive benefit of reflection time, where λ = 0.2 was empir-
ically determined through pilot testing (N = 15) to optimize
the trade-off between accessibility and challenge. The penalty
function exhibits the following mathematical properties:

1) Monotonicity: ∂P (t)
∂t < 0, ensuring penalties decrease

over time.
2) Bounded Penalty: ∀t ≥ 0 : Hi ·α ≤ P (t) ≤ Hi ·α·e−λ·0.
3) Asymptotic Behavior: limt→∞ P (t) = 0, allowing com-

plete score recovery with sufficient reflection.
Algorithmic Novelty: Unlike static penalty systems in

existing platforms [10], [42], our approach dynamically ad-
justs based on temporal behavior, creating a natural incentive
structure that promotes thoughtful engagement without hard-
blocking access to assistance. The difficulty multiplier α scales
penalties across three tiers (Easy: 1.0, Medium: 1.25, Hard:
1.5), aligning with Zone of Proximal Development principles
[20].

D. Gamification Strategy

Our competition is to become more skilled instead of
competing with people. We avoided the use of a leaderboard
because users would be demoralized [29]. Rather, this system
is centred on individual levels and badges. [42]. The leveling
formula is linear at the present time but we will make it scale
up later: P (n) = k nα.

VI. TEST VALIDATION AND RELIABILITY

A. Question Design Methodology

To ensure construct validity, we developed a 20-question
assessment instrument following established psychometric
principles. Question development involved three phases: (1)
content domain mapping based on NIST Cybersecurity Frame-
work categories [16], (2) expert review by three cybersecurity
professionals, and (3) pilot testing with 15 participants for
clarity and discrimination.

B. Question Balancing and Distribution

Table II shows the balanced distribution of assessment
questions across threat categories and difficulty levels. This
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Fig. 3. Algorithmic Analysis (0–5 min Window). Left: Decay of penalty cost over time. Right: Cumulative score depletion for "Spammer" vs. "Strategic"
behaviors.

stratified sampling ensures comprehensive coverage of learn-
ing objectives while maintaining appropriate difficulty pro-
gression.

TABLE II
ASSESSMENT QUESTION DISTRIBUTION AND BALANCING

Category Easy Medium Hard Total
Phishing Detection 2 3 2 7 (35%)
Password Security 2 2 1 5 (25%)
Social Engineering 1 2 2 5 (25%)
Malware Recognition 1 1 1 3 (15%)
Total 6 (30%) 8 (40%) 6 (30%) 20

C. Reliability and Validity Metrics

Internal Consistency: Cronbach’s alpha was calculated
for the pre-test (α = 0.78) and post-test (α = 0.82), both
exceeding the acceptable threshold of 0.70, indicating good
internal reliability.

Test-Retest Reliability: A subset of 15 participants com-
pleted the assessment twice (2-week interval, no training).
Pearson correlation coefficient r = 0.79 (p < 0.001) demon-
strates strong temporal stability.

Item Discrimination: All questions exhibited point-biserial
correlations > 0.25, indicating adequate discrimination be-
tween high and low performers. Questions with rpb < 0.20
were revised during pilot testing.

Content Validity: Expert panel (Content Validity Index =
0.88) confirmed alignment between questions and learning
objectives. Three experts independently rated each item’s rel-
evance on a 4-point scale, achieving strong agreement (Fleiss’
Kappa = 0.76).

Construct Validity: Factor analysis revealed expected clus-
tering of questions into four threat categories, explaining 68%
of variance. Confirmatory factor analysis (CFI = 0.92, RMSEA
= 0.06) supported the theoretical structure.

D. Question Balancing Evidence

Difficulty Calibration: Question difficulty was empirically
validated through pilot testing (N = 15). Mean item difficulty
ranged from 0.35 (hard questions) to 0.78 (easy questions),
ensuring appropriate spread. No question exceeded 90% or
fell below 20% correct response rate, avoiding ceiling/floor
effects.

Response Distribution: Multiple-choice distractor analysis
showed balanced selection patterns. Each incorrect option was
selected by at least 5% of respondents, confirming plausible
distractors.

Cognitive Load Balancing: Questions were sequenced to
avoid fatigue effects, alternating between cognitive complexity
levels. Assessment completion time averaged 18.5 minutes
(SD = 3.2), within the target 15-20 minute window.

VII. EXPERIMENTAL RESULTS

To test whether the platform is functional, we conducted a
research among 45 individuals [43], [44]. We divided them
into three categories: Group A (Full) used Gamification
and Hints on AwarenessHub; Group B (No-Hints) utilized
AwarenessHub without clues.; and Group C (Static) read a
normal PDF training file (Control group).

A. Combined Analysis

The test consisting of 20 questions regarding the ability to
spot phishing was provided to participants before and after
the training [45]. Group A (Full Platform) did significantly
better than both the Control group (p < 0.001, Cohen’s d =
1.42) and the No-Hints group (p = 0.034, d = 0.68). The
evidence indicates that the removal of hints made individuals
more aggravated and time-consuming which adversely affected
their learning.

B. Algorithmic Efficacy: Micro-Analysis

In order to test our scoring algorithm (Eq. 1) a simulation
was performed on a 5-minute window. We looked at three
scenarios:

1) Use Now vs. Later: comparing the cost of a hint at t = 0
versus t = 5.

2) Difficulty: What happens when we raise α from 1.0 to
1.5.

3) User Types: A "Spammer" (t < 1 min) vs. a "Strategic
User" (t > 3 min).

Table IV shows the penalties. Often, the "Spammer" (Sce-
nario C-1) lost more than 57% of his points due to the fact
that they requested hints too quickly despite having the correct
answer. Alternatively, the Strategic user (Scene C-2) took
the same number of hints but spacing them out, hence they
retained an almost 60% of their score.
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TABLE III
EXPERIMENTAL DATA SAMPLES: DEMOGRAPHICS, ALGORITHMIC OUTCOMES, AND ABLATION METRICS

Metric / Group Group A (Full) Group B (No-Hints) Group C (Control)
Demographics (N = 45)
Sample Size (n) 15 15 15
Avg. Age 24.2 25.1 23.8
Prior Training 20% 26% 20%
CS Background 40% 40% 33%
Algorithmic Outcomes
Knowledge Improvement +42.3% +28.1% +12.5%
Significance (vs Control) p < 0.001 p = 0.041 -
Effect Size (d) 1.42 0.55 -
Ablation Metrics
Avg. Time per Task 45s 112s 130s
Completion Rate 93% 67% 50%
Frustration (1-5 Scale) 2.1 4.2 3.9
Note: Significance and Effect Size are determined against the Control group (baseline) and as such the specific areas are not applicable (N/A)
to the Control group itself.

TABLE IV
MICRO-ANALYSIS OF SCORING SENSITIVITY (0–5 MINUTE WINDOW)

ID Scenario α Time (t) Penalty Score Note
A-1 Immediate Start 1.0 0.0 20.00 80.00 Max single cost

A-2 Mid-Window 1.0 2.5 15.58 84.42 ∼22% savings

A-3 Window Limit 1.0 5.0 12.13 87.87 ∼40% savings

B-1 Adv. Immediate 1.5 0.0 30.00 70.00 High initial cost

C-1 Spammer 1.0 0, 0.5, 1 57.12 42.88 Severe (>50%)

C-2 Strategic 1.0 3, 4, 5 40.35 59.65 Moderate penalty

Fig. 3 shows this visually. The graph on the left illustrates
the cost of hints that decreases with time„ that is, the longer
one waits, the more he or she is saved. The right graph depicts
the overall score decreasing; you can observe how quite steep
it is decreasing in the case of the spammer than the slower
decrease in case of the strategic user.

VIII. CONCLUSION

AwarenessHub is an interactive and simulation-based sys-
tem that provides practical advice in a system designed to
be scaled and expanded in the future. It has a direct anti-
endorsement of weaknesses related to the narrow and passive
training paradigm: it focuses on the acquisition of skills and
decision-making in the context of real operational situations
as a part of the circumstances [46]. The pilot study (N = 45)
supports the fact that threat-detection capacity is likely to
increase by 42.3%, thus, indicating a significant improvement
in user awareness and effectiveness of responding. In addition,
the analysis shows that the adaptive hint system is one of the
key components in maintaining user interaction and retention
in the instructional continuum. Future endeavors are in the
development to include machine-learning strategies to further
personalize the training program, refine adaptive feedback, and
add more topics related to cybersecurity, and thus broaden the
educational perspective of the site.
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