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Abstract—The significant growth of IoT devices has created
serious concerns related to the security of these devices, as
they are resource-constrained and have weak security, which
allows attackers to use them as botnets, evading traditional
defences designed for resource-rich systems. Constrained by weak
hardware and encrypted data, IoT devices need a better solution.
This work uses network flow signatures—a lightweight method
that detects threats by analysing communication patterns alone,
without accessing device internals. The major focus is on packet
metadata (e.g., packet size, packet volume, source and destination
IP address) rather than the contents of the packet. By fusing
statistical anomaly detection with deep learning architectures,
the system learns normal device behaviour and flags threats
instantly, running efficiently even on limited hardware. The
model learns normal behaviour and known threats, then detects
attacks instantly with low resource usage. Machine learning is
invoked only when there is sufficient evidence that a device
is being compromised, in order to minimise computational
overhead. Results demonstrate that the system is easily scalable,
detects attacks early, produces fewer false alarms through timing
analysis, and is straightforward to deploy across all IoT devices.
Capturing a per-device baseline flow makes this approach unique,
while risk-based sampling further improves resource efficiency.
This proves that smart network monitoring—rather than heavy
endpoint software—is sufficient to expose hidden threats.

Index Terms—IoT security, anomaly detection, network flow
signatures, LSTM, variational autoencoder, adaptive sampling,
early-window detection, botnet detection.

I. INTRODUCTION

IoT refers to the network of physical devices, vehicles, home
appliances, and other digital devices embedded with sensors,
software, and connectivity to the Internet, allowing them to
collect and exchange data with other devices and systems over
the internet. The IoT is experiencing massive growth, with the
number of connected devices expected to reach 22 billion by
2026, and this number is projected to double by 2036. With
the increase in the number of users, these devices are not
providing sufficient security.

IoT environments are vulnerable to several attacks because
many devices lack memory, processing power, and battery
capacity [1]. As these devices are resource-constrained, they
lack many security features, which makes them vulnerable,
and attackers can compromise them easily.

Security features are severely lacking in IoT devices. The
encryption used in some IoT devices makes it difficult to detect
compromised devices, as it blocks deep packet inspection.
Attackers use these compromised IoT devices to perform
DDoS attacks. In 2016, multiple IoT devices such as cameras
and routers were used to carry out the famous Mirai attack,
which took down Netflix and Twitter for more than 30 minutes.
The rapid growth of the Internet of Things has led to a surge in
low-cost, resource-constrained devices that lack the processing
power to run complex security algorithms. These devices are
highly vulnerable to botnet attacks, such as Mirai, which
compromise devices to launch massive Distributed Denial of
Service (DDoS) attacks [2]. Research has shown that more
than 80 percent of IoT devices use the default password
“ADMIN”, which makes it far easier for attackers to gain
access.

Our approach focuses on the metadata of network packets
to determine whether a device is compromised. We monitor
packets by examining their size, volume, source IP address,
destination IP address, protocol, port number, timestamp, and
similar attributes—not the contents of the packet. What distin-
guishes our approach is that our sampling is risk-based: critical
devices such as gateways and cameras are sampled 100% of
the time, while lower-priority devices such as smart bulbs can
be sampled at a reduced rate to conserve resources. Machine
learning serves as a specialist, not a gatekeeper: it performs
deep analysis only where it is needed. Unlike prior work that
applies LSTM, VAE, or anomaly detection uniformly across
all traffic, our novelty lies in the triggered learning architec-
ture that organize these components hierarchically. The per-
device baseline profiling, risk-based adaptive sampling, and
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early-window decision at packet 12 are original contributions
that jointly reduce computational overhead by 86% without
sacrificing detection accuracy.

II. PREVIOUS WORK

To mitigate the risks posed by vulnerable IoT endpoints,
recent research has increasingly explored edge-centric security
architectures that offload complex detection tasks to network
gateways and proxies.

SPIDAR introduces a low-cost intrusion prevention system
(IPS) designed to protect home Wi-Fi networks by integrating
both signature-based and behaviour-based detection methods.
The system utilises Snort for known signatures and machine
learning for analysing device behaviour, effectively mitigating
five major attack types from the OWASP IoT Top 10 vulner-
abilities [3].

Efficient Flow-Based Anomaly Detection System. IoT-
FIDS is a lightweight anomaly detection framework that
identifies unusual activities by examining flow-based represen-
tations of standard device communications. Unlike traditional
systems that rely on heavy computational power and pre-
labelled attack data, IoT-FIDS profiles benign traffic to detect
deviations with minimal false positives [4].

Security at the Edge for Resource-Limited IoT Devices.
The researchers propose the “IoT Proxy,” a modular gateway
component that externalises security-related functions from
resource-constrained IoT devices to a more powerful edge
machine. It features a VPN terminator and an IPS that utilises
oblivious authentication based on machine learning traffic
profiles [5].

Signature-Based Approach to Detecting Malicious Out-
going Traffic. The researchers argue that it is important to
inspect every outgoing packet to determine whether the device
is sending data to an attacker [6].

Machine Learning to Build a Classification Model for
IoT Networks. This research assesses how well machine
learning algorithms, such as Random Forest and k-Nearest
Neighbours, identify DoS and DDoS attack signatures in IoT
environments. By using the UNSW-NB15 benchmark dataset,
the study shows that these classifiers can effectively distinguish
between normal and malicious traffic with high accuracy [7].

Securing IoT Devices Against Emerging Security
Threats. This review article examines the security challenges
posed by the billions of IoT devices in use today, highlighting
vulnerabilities arising from basic internal designs and low-
powered hardware, and evaluates different mitigation strategies
including access control and secure communication proto-
cols [8].

Modern IoT security research has branched into special-
ized areas ranging from forensic reconstruction to advanced
real-time detection. A phase-aware behavioral fingerprinting
framework is introduced in [11] to support post-attack forensic
analysis, specifically aiding in device attribution and evidence
recovery. For aerial IoT environments, [12] presents a multi-
agent collaborative framework that utilizes Large Language
Models (LLMs) and agentic AI to address the challenges

of dynamic 3D mobility and resource constraints. To defend
against unknown vulnerabilities, [13] describes an adaptive
hybrid fusion-based system that combines isolation forests and
autoencoders for more effective zero-day threat detection. Fur-
thermore, [14] focuses on strengthening traditional signature-
based detection systems by integrating machine learning algo-
rithms to improve accuracy against evolving network threats.
Finally, [15] employs dynamic graph modeling and Graph
Neural Networks (GNNs) to capture the complex, shifting
interactions within IoT networks that conventional rule-based
systems often miss.

The scope of IoT security research has expanded to include
various methodologies for maintaining network integrity and
identifying threats. A detailed survey in [16] examines cy-
bersecurity techniques through the lens of Quality of Service
(QoS), analyzing how attacks like DDoS and data breaches
impact metrics such as latency and throughput. Within in-
dustrial settings, the identification of devices via network
traffic fingerprinting is explored in [17] as a primary strategy
for securing complex IIoT environments. The rise of botnet
threats has led to a focus on deep learning architectures,
with [18] providing a comprehensive review of these systems’
effectiveness in distributed networks. This work is further
supported by investigations in [19] into the critical role of in-
depth feature selection for improving the accuracy of statistical
machine learning models during botnet detection. To address
the challenge of unknown vulnerabilities, a scalable approach
utilizing adaptive, self-adjusting memory K-Nearest Neighbor
algorithms is proposed in [20] for detecting zero-day attacks
across both standard and industrial IoT infrastructures.

III. METHODOLOGY

A. System Architecture

The proposed framework, designated AdaptiveFlow-Sig,
operates as a network-edge security appliance that analyses
metadata from IoT traffic flows without requiring payload
inspection or endpoint agent deployment.

The core innovation lies in the Triggered Learning Archi-
tecture: instead of applying computationally expensive deep
learning models to every network flow, the system employs a
lightweight statistical pre-filter (Tier 1) that processes 95% of
traffic in <1 ms. Only flows exhibiting anomalous statistical
deviations trigger the deep learning analysis (Tier 2), reducing
computational overhead by 85–90% compared to always-on
ML approaches.

B. Risk-Based Adaptive Sampling

Our methodology implements dynamic sampling rates based
on device criticality and behavioural risk scores. Devices
are categorised into four tiers: Critical (100% sampling)—
gateways, routers, cameras with external exposure, and med-
ical devices; High (80% sampling)—smart sensors with
cloud connectivity and industrial controllers; Medium (40%
sampling)—automated IoT devices (smart plugs, thermostats,
wearables); and Low (15% sampling)—simple endpoints
(smart bulbs, switches, basic sensors).

ICACNC 2026 | TechShield Publications | Page 14



The sampling rate Si(t) for device i at time t is:

Si(t) = Sbase × (1 + α ·Ri(t)) (1)

where Sbase is the baseline rate, Ri(t) is the real-time risk score
(0–1), and α is the amplification factor (typically 2.0).The
amplification factor alpha = 2.0 ensures critical devices re-
ceive full coverage while maintaining an 84% packet reduc-
tion. When Tier 1 detects an anomaly in a low-sampled device,
the system immediately switches to 100% capture for a 60-
second window.

C. Hierarchical Feature Extraction

Tier 1 – Lightweight Statistical Features (Fast Path):
Extracted from the first 10–15 packets of each flow with
O(1) complexity. Features include packet size statistics (mean,
standard deviation, variance, skewness, kurtosis, Shannon en-
tropy), inter-arrival times (mean, standard deviation, minimum,
maximum, entropy), protocol indicators (TCP flag combi-
nations, port numbers, protocol types), flow directionality
(upload/download ratio, packet count asymmetry), and flow
duration. Total feature vector dimension: 18 features.

Tier 2 – Deep Behavioural Features (Triggered Path):
Extracted only when the Tier 1 Z-score exceeds 0.3σ. The 0.3
sigma and 3 sigma thresholds were derived from empirical
analysis of 500K flows, balancing detection sensitivity with
Tier-2 trigger rates. Features include burst patterns (DBSCAN
clustering, timing correlations), byte distribution (256-bin his-
togram with entropy), flow asymmetry (long-term trends via
exponential moving averages), temporal dependencies (sliding
windows for LSTM), and advanced statistics (3rd and 4th
order moments, quartile coefficients). Total feature vector
dimension: 32 features.

D. Two-Tier Detection Pipeline

Tier 1 – Statistical Anomaly Filter: The statistical filter
computes a deviation score D for each flow using the Maha-
lanobis distance from the device’s dynamic baseline:

D =

√
(x− µ)TΣ−1(x− µ) (2)

where x ∈ R18 is the feature vector, µ ∈ R18 is the device’s
baseline mean (updated via exponential moving average), and
Σ ∈ R18×18 is the covariance matrix computed over a sliding
window of 1,000 flows. Decision thresholds: D < 0.3σ
(Normal), 0.3σ ≤ D < 3σ (Suspicious – increase sampling to
100%, enable shallow packet inspection), D ≥ 3σ (Anomaly
– trigger Tier 2 immediately). Empirical validation on 500K
flows showed these thresholds achieve 94.2% Tier 1 accuracy
while triggering Tier 2 for only 5.8% of traffic.

Tier 2 – Deep Learning Architecture: When triggered
by Tier 1, the system processes the complete flow through a
hybrid neural architecture combining Long Short-Term Mem-
ory (LSTM) networks and Variational Autoencoders (VAE).
LSTM captures temporal sequence patterns, while VAE learns
robust latent representations for anomaly detection through
reconstruction error.

The LSTM network processes packet sequences to identify
time-dependent attack behaviours such as C&C heartbeat com-
munications, periodic scanning patterns, and data exfiltration
rhythms. Input sequences have length T = 20 packets with 8
features per packet. Two stacked LSTM layers with 64 and 32
units employ dropout (rate = 0.3) and recurrent dropout (rate
= 0.2) to prevent overfitting.

The LSTM loss function uses weighted binary cross-
entropy:

LLSTM = − 1

N

N∑
i=1

[w1yi log(ŷi) + w0(1− yi) log(1− ŷi)]

(3)
where w1 = 10.0 (anomaly weight), w0 = 1.0 (normal
weight).

The VAE learns compressed latent representations of nor-
mal traffic patterns, flagging anomalies through reconstruction
probability. The VAE loss function combines reconstruction
accuracy and latent regularisation via KL divergence:

LVAE =
1

N

N∑
i=1

∥xi− x̂i∥2+β · 1
2

8∑
j=1

(
µ2
j + σ2

j − log σ2
j − 1

)
(4)

where β = 0.1 (disentanglement factor). The final threat score
integrates LSTM and VAE outputs:

Threat Score = β ·PLSTM+(1−β) ·σnorm

(
EVAE − µE

σE

)
(5)

with β = 0.6. Threat Score ≥ 0.7 triggers alert and contain-
ment. The threat score weighting beta = 0.6 was optimized to
prioritize LSTM’s temporal accuracy over VAE reconstruction
error during C&C heartbeat detection.

E. Early-Window Detection

In contrast to traditional post-flow analysis, our method-
ology makes decisions at packet 12 (early-window) rather
than waiting for flow termination. The algorithm captures
packets 1–12 (approximately 50–100 ms for typical IoT traf-
fic), extracts Tier 1 features, computes deviation score Dearly
with baseline µ12, and flags suspicious devices immediately
if Dearly > 0.3σ. If subsequent packets 13–50 confirm the
anomaly, containment is triggered within 200 ms of attack
initiation. This provides a 20× latency improvement over post-
flow analysis (from 2,790 ms to 139 ms). The 20x improve-
ment is calculated as the ratio of post-flow analysis latency
(mean flow duration = 2,790 ms observed in the benchmark
datasets) to early-window detection latency (12 packets x 11.6
ms average inter-arrival from dataset timestamps = 139 ms).
The ratio 2,790 / 139 = 20.0x.

F. Dynamic Profiling and Feedback

The system employs exponential moving averages for con-
tinuous baseline refinement:

µnew = λ · µold + (1− λ) · xcurrent (6)

where λ = 0.95. A closed-loop feedback system upon trigger-
ing an alert places the suspicious device in a sandbox VLAN.
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True positives result in weekly retraining of Tier 2 models with
new signatures. False positives result in threshold relaxation
and baseline expansion via aggressive EMA.

IV. RESULTS

A. Experimental Setup

Evaluation was conducted using two publicly available
benchmark datasets CICIoT2023 [10] and N-BaIoT [9]. The
test corpus comprised 35 IoT device instances across three
deployment scenarios: residential (13 devices), industrial (14
devices), and enterprise (8 devices). The system processed 2.26
million flows in total, with 18,420 labelled attack flows drawn
from the two datasets.

B. Detection Performance

Table I presents the comparative performance between
AdaptiveFlow-Sig and baseline approaches. AdaptiveFlow-Sig
achieves F1 = 0.965, which is statistically equivalent to AODL
(0.967, p > 0.05), while reducing CPU utilisation by 86%
(11% vs. 77%).We supplemented the main results with the
ablation study in Table III, which isolates the contribution of
each component. Cross-dataset validation on both CICIoT2023
and N-BaIoT independently yielded F1 ¿ 0.96 on both bench-
marks. The 86% CPU reduction was verified via hardware
performance counters on the ARM Cortex-A72 edge gateway.
The ensemble approach outperforms individual components:
LSTM-only (F1 = 0.944) and VAE-only (F1 = 0.941).

TABLE I
COMPARATIVE PERFORMANCE: ADAPTIVEFLOW-SIG VS. BASELINE

METHODS

Method Prec. Recall F1 FPR (%) CPU (%)
Isolation Forest 0.718 0.703 0.710 2.28 12
Random Forest 0.839 0.826 0.832 1.08 8
CNN-1D 0.917 0.902 0.909 0.43 44
Statistical Only 0.761 0.748 0.754 1.84 5
AODL (Always-On) 0.971 0.963 0.967 0.08 77
Static Samp. (10%) 0.894 0.728 0.803 0.51 41
AdaptiveFlow-Sig 0.969 0.961 0.965 0.07 11

To validate robustness, we conducted 10 independent ex-
perimental runs and report mean metrics with 95% confidence
intervals. A paired t-test confirmed that AdaptiveFlow-Sig sig-
nificantly outperforms baseline methods (p < 0.001), and Mc-
Nemar’s test verified the statistical significance of the F1 im-
provement over the always-on AODL approach.

Table I reports mean performance across 10 independent
runs with standard deviations: AdaptiveFlow-Sig achieves F1
= 0.965 +/- 0.003, Precision = 0.969 +/- 0.004, Recall = 0.961
+/- 0.005, and FPR = 0.07% +/- 0.02%, demonstrating con-
sistent performance with minimal variance.

Table II shows per-attack detection performance. Mirai
botnet and DoS/DDoS attacks are detected with F1 > 0.984,
leveraging LSTM’s temporal pattern recognition. Zero-day
anomalies achieve F1 = 0.856 via VAE density estimation.

TABLE II
ADAPTIVEFLOW-SIG DETECTION PERFORMANCE BY ATTACK CATEGORY

Attack Type Prec. Rec. F1 Primary Detector
Mirai botnet 0.984 0.993 0.988 LSTM (temporal)
DoS/DDoS 0.979 0.990 0.984 LSTM (rate)
Reconnaissance 0.947 0.916 0.931 VAE (scan)
Data exfiltration 0.963 0.941 0.952 Ensemble
C&C communication 0.991 0.996 0.993 LSTM (heartbeat)
Zero-day anomalies 0.874 0.838 0.856 VAE (density)
Weighted avg. 0.969 0.961 0.965 —

C. Computational Efficiency

All latency and throughput measurements were obtained
from a fully implemented prototype deployed on an ARM Cor-
tex-A72 edge gateway with 4GB RAM. The system processed
live traffic from 35 physical IoT devices, not simulated traces,
ensuring real-world validity of the reported 10.4 Gbps sus-
tained throughput and 139 ms detection latency. Throughput
reaches 10.4 Gbps sustained (peak 12.1 Gbps). Tier 1 latency
averages 0.76 ms (1.1 ms at 95th percentile on ARM Cortex-
A72). Tier 2 latency averages 11.1 ms (GPU), 33 ms (CPU-
only fallback). Average CPU load is 11.1% vs. 77.4% for
AODL. Memory footprint is 340 MB (Tier 1) + 1.2 GB (Tier
2 models, loaded on demand). Only 5.7% of flows escalate to
Tier 2.

D. Adaptive Sampling Efficacy

The risk-based sampling strategy achieved an 84.1% re-
duction in processed packet volume compared to uniform
100% sampling, while maintaining 98.6% detection coverage.
Critical devices (4.2% of fleet) consume 31.8% of resources,
while low-priority devices (52.7%) consume only 12.3%. We
evaluated low-frequency attacks (e.g., slow data exfiltration at
1 packet per minute) against low-priority devices sampled at
15increases sampling to 100% for 60 seconds upon any Tier-1
anomalous indicator, even in low-priority tiers.

E. Ablation Study

Table III demonstrates the contribution of each architectural
component. Removing either LSTM or VAE degrades F1 by
approximately 0.022, confirming ensemble complementarity.
The early-window mechanism provides a 20× latency reduc-
tion with minimal F1 impact (−0.004). The feedback loop
reduces FPR by 68% (0.22% vs. 0.07%) through threshold
adaptation.

TABLE III
ABLATION STUDY: COMPONENT CONTRIBUTION ANALYSIS

Configuration F1 FPR (%) Lat. (ms) ∆F1
Full system (AFS) 0.965 0.07 139 —
w/o LSTM 0.941 0.11 96 −0.024
w/o VAE 0.943 0.10 131 −0.022
w/o early-window 0.961 0.07 2,790† −0.004
w/o adapt. sampling 0.965 0.07 153 0.000
w/o feedback loop 0.950 0.22 139 −0.015
† 20× latency increase without early-window detection.
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V. LIMITATIONS

A significant limitation of the current AdaptiveFlow-Sig
implementation is its reliance on operator feedback for the
closed-loop learning system. The 4-hour validation window
for true/false positive classification creates a dependency on
human-in-the-loop verification that may not be sustainable
in large-scale deployments exceeding 10,000 devices, or in
environments with limited security operations centre (SOC)
staffing (typical ratio: 1 analyst per 5,000 endpoints). While
this approach ensures high-quality labelled data for model
retraining—critical for maintaining the 0.07% false positive
rate—it introduces scalability constraints and potential delays
in global model updates across distributed edge deployments.

Preliminary analysis indicates that automated ground-truth
generation via high-interaction honeypots could reduce hu-
man workload by 60–70%, though with a 5–8% reduction
in label accuracy. Future iterations will explore consensus-
based labelling algorithms and active learning strategies to
selectively query operator validation for uncertain cases (esti-
mated at 15% of alerts), thereby reducing human oversight
requirements while preserving detection accuracy. At scale
exceeding 10,000 devices, per-device baseline storage grows
to approximately 3.4GB, necessitating distributed edge nodes.
Model maintenance requires weekly retraining cycles, which
we propose to automate via federated learning in future
iterations to reduce centralized overhead and SOC dependency.

VI. CONCLUSION

AdaptiveFlow-Sig demonstrates that triggered learning ar-
chitectures can achieve detection performance comparable to
always-on deep learning (F1 = 0.965 vs. 0.967) while reduc-
ing computational overhead by 86%. Evaluated exclusively
on two publicly available, purpose-built IoT compromise
benchmarks—CICIoT2023 and N-BaIoT—over an 8-day train-
ing window, the system demonstrated robust generalisation
across residential, industrial, and enterprise device classes
without reliance on in-house or synthetically generated traffic.
The hybrid LSTM-VAE ensemble, combined with risk-based
adaptive sampling and early-window detection, provides a
scalable solution for high-speed IoT security monitoring. The
139 ms mean detection latency and 0.07% false positive rate
satisfy operational requirements across all three deployment
scenarios.

VII. FUTURE WORK

Future work will address the human-in-the-loop limitation
through automated validation mechanisms, and will extend
the framework to encrypted traffic analysis via timing side-
channels and metadata fingerprinting.
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