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Abstract—The paper studies the Cloud Security of the Py-
Roomba smart vacuum system.The Scout Suite tool was de-
ployed to perform forensic audit on the cloud settings of the
vacuum.The environment was configured using Python version
3.13 to make sure it’s compatibility with modern security auditing
libraries.The research found 18 dangerous security risks and
6 warning level problems, specifically in IAM (Identify and
Access Management) section.Most Vulnerable issues were weak
access rules and lack of Multi-Factor-Authentication (MFA)
.We leveraged specialized Scout Suite extensions to automate
the auditing and mitigate these vulnerabilities.We identified
threats and enhanced the operational features of PyRoomba
by optimizing cloud connectivity and resource management.The
remediation of the identified misconfigurations is expected to
have a significant positive impact on eliminating risks related to
unauthorized access and improving the overall forensic integrity
of the cloud infrastructure. The conclusion shows that Scoute
Suite is an efficient and effective tool for securing Cloud Data.

Index Terms—Cloud Forensics, PyRoomba, Scout Suite, Deci-
sion Tree, Risk Classification.

I. INTRODUCTION

Today, when all the technological objects switch to the dig-
ital world, cybercriminals have become incredibly advanced,
and network and cloud forensics have become the most basic
methods of investigation. With data continually being trans-
ferred to the cloud at a global scale, the old methodology of
forensics simply cannot stand up against other advanced digital
threats. We, therefore, should closely observe cloud systems
directly and devise new means of securing digital evidence,
legally and technically. Studies indicate that cloud forensics
is no longer a mere side-kick to criminal investigations; it is
currently the core of criminal investigations [1]. Although it
is important, there are a myriad of huge challenges that delay
cloud investigations. The problem of Extraterritorial Evidence
is one such huge problem, where the data is stored on the
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problematic servers located outside of the country, and it
significantly holds up the legal process. Also, cloud data is
quite volatile it can be changed or lost almost as soon as you do
not get it captured. A large skills gap is also present: to work
with complicated cloud architecture, you require specialized
technical skills. Top of this, it is not clear in case of wrongful
performance who should be held accountable and the criminals
employ anti-forensic skills that continue to make it difficult to
retrieve vital evidence [1]. In order to address these forensic
issues, a flock of structures and automated applications have
emerged to facilitate the process of cloud auditing and data
collection. The latest research is considering the way Al and
specific software can increase the level of digital transparency
and cloud logs safety [2]. As an example, other scholars con-
centrated on the forensic investigations of smart home devices,
such as the PyRoomba system, to understand how metadata
can be extracted out of undocumented APIs [3]. There is still
a blank spot though: most of the research that is available
is either theoretical or reactive and examines things after an
attack. We should be having more proactive, practical security
auditing tools that are capable of executing in an IDE such as
VS code to identify misconfigurations before they result into
a breach [4]. The studies conducted in the past have provided
a considerable contribution to the forensic research of smart
home ecosystems, namely the research of PyRoomba system.
In this work, researchers have shown that it is possible to
extract forensic metadata with success out of un-documented
APIs to recreate device activities. Their research showed that
the local interaction data is frequently available, and the cloud-
based elements are yet to be tackled by investigators because
of their non-transparent nature. This paper has highlighted
the significance of having an in-depth knowledge of such
undocumented cloud interfaces since they tend to provide the
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key to discovering security vulnerabilities and user actions
within the IoT settings [3]. The major limitation of cloud
forensics is that cloud servers do not have physical access,
and hence the investigators have no choice but to rely solely
on the cloud service providers to obtain logs and data. Multi-
tenancy (where criminal data is mixed with innocent user
data) and volatile nature of cloud evidence are some of the
bottlenecks that might affect current forensic investigation
processes. Moreover, although the cloud technologies have
developed, there is a wide research gap in regard to the absence
of standardized tools that are capable of tackling the technical,
legal, and organizational problems across the board. Due to the
fact that most of the existing methodologies are reactive and
restricted by encrypted data or legal-related challenges across
borders, there is an urgent necessity of a more systematic
and proactive method of identifying security misconfigurations
in these infrastructures [5], [4]. In order to reinforce this
framework even more, this study incorporates a Decision Tree-
based Machine Learning model to automatize the process of
classifying the identified security risks. Although Scout Suite
is successfully used to reveal vulnerabilities, large-scale cloud
logs can also be manually analyzed, which may create delays
in forensic response. We classify results into highly-rated
risk levels, with features including IAM policy complexity
and MFA status, using a supervised learning method, namely
Decision Trees. This will be added to make sure that the
methodology is not only restricted to the discovery, but also ca-
pable of intelligent, automated risk prioritization, to make the
forensic process more scalable to complex IoT settings such
as PyRoomba. Based on the earlier study of the PyRoomba
system that was mainly devoted to the metadata extraction
with the usage of undocumented APIs [3], the current research
adds a proactive security auditing layer to the forensic process.
Whereas the previous work has determined the way to access
logs on device activity [3], our particular contribution is
that we will use Scout Suite to signify the underlying cloud
misconfigurations that cause such data exposure. We replaced
the reactive approach based on the recovery of data with the
proactive one by applying Visual Studio Code (VS Code) as
an automated auditing script [5], [4]. The core contribution
of this work goes beyond the basic deployment of automated
auditing scripts. Instead, we establish a robust, intelligence-
driven cloud forensic architecture. By pairing continuous cloud
logging with a trained Decision Tree model, this research pro-
vides a practical framework that translates static configuration
entries into active, prioritized forensic risk indicators for cloud
infrastructures. [6]

II. LITERATURE REVIEW
A. IoT Forensics and Data Extraction

Servida and Casey introduced a six-step IoT forensic
methodology that includes device logs, cloud providers, and
smartphone applications. Their model was theoretical and did
not cover smart home devices that operate independently in
the cloud. Kim et al. [2] developed a forensic framework for
Google Nest Hub, Samsung SmartThings, and Kasa Cam, but

only for device acquisition, not cloud backends. Wu et al. [7]
surveyed IoT forensic challenges and revealed the absence of
standardized frameworks, directly motivating the automated
auditing tools used in this study.

B. Cloud Forensics Challenges

Martini and Choo [5] noted three key bottlenecks: lack
of physical server access, mixing of multi-tenant data, and
volatile evidence. They advocated for proactive auditing stan-
dards, a gap that still exists. Quick and Choo [4] pointed out
the absence of automated tools for large-scale cloud evidence,
directly motivating this study’s automated approach. Chung
et al. [8] added Amazon Alexa support to CIFT, combining
cloud-native and client-side forensics. Despite its value, CIFT
did not extend to robotic IoT devices with spatial navigation
data capabilities.

C. Smart Home Privacy and Security

Bugeja et al. [9] developed the PRASH framework to
identify smart home privacy threats, specifically highlighting
that Roomba’s spatial mapping is a high-sensitivity data source
requiring secure cloud infrastructure. Meffert et al. [10] pro-
posed FSAIoT for standardized IoT state acquisition but did
not address cloud-level misconfiguration detection.

D. Roomba-Specific Forensic Research

Zhou et al. [11] retrieved forensic logs from robot vacuum
smartphones but only from local device memory, not cloud
backends. Onik et al. [3] discovered undocumented Roomba
APIs and developed PyRoomba to retrieve mission histories
and navigational data directly from the cloud without physical
device interaction. However, their work completely overlooked
IAM configurations, storage permissions, and access control
policies — the exact research gap this study addresses.

E. Proactive Cloud Auditing and Risk Classification

Kesseli [12] confirmed that open-source tools effectively
audit cloud platforms for misconfigurations. Mirhashemi and
Karimi [13] demonstrated that Decision Trees provide strong
variable-importance ranking in complex classification tasks.
Abuowaida et al. [14] tested six ML classifiers across 19,190
IaaS cloud instances and found that Decision Tree achieved
90% accuracy on disk-level forensic features, validating its use
in this study to classify Scout Suite outputs into prioritized
IAM risk levels. Wairagade and Ranjan [15] further showed
that Al-driven IAM eliminates manual auditing errors and
enforces least-privilege access in complex cloud environments.

F. Scalable Cloud Forensics and Access Constraints

Pati et al. [16] demonstrated that cloud-native forensic tools
leveraging IaaS scalability efficiently process high-volume
logs. Schmid et al. [17] empirically proved that forensic
evidence recovery is 100% in IaaS but drops to zero in
SaaS environments, directly justifying this study’s proactive
auditing approach. Alshabibi et al. [18], through a PRISMA
2020 review of 20 studies, confirmed that technical challenges
dominate at 42% with no single tool covering all challenge

ICACNC 2026 | TechShield Publications | Page 30



categories. Malik et al. [19] projected the cloud forensics
market at USD 36.9 billion by 2031 at a CAGR of 16.53%,
yet identified persistent gaps in tooling standardization. Moric
et al. [20] showed how Azure Unified Audit Logs and KQL
enable automated forensic log parsing at scale, supporting this
study’s IAM detection approach.

G. Smart Home Forensics and loT Ecosystem Comparison

Bohlin [21] conducted a systematic literature review identi-
fying 15 subthemes in smart home forensics. Physical acquisi-
tion dominates while cloud forensics methods remain critically
underdeveloped. Data location and integrity were identified as
the top investigative challenges. Gaikwad [22] compared IoT
cloud platforms and highlighted that data heterogeneity across
providers threatens forensic integrity, making cross-platform
auditing tools like Scout Suite essential.

H. Research Gap

Existing literature contributes to IoT forensics [1], [2], [10],
[7] but lacks proactive, automated security auditing of IoT
cloud backends before forensic investigation begins. Most
methodologies remain reactive, focusing on data recovery after
incidents [5], [4]. Device-specific studies [11], [3] demonstrate
PyRoomba’s forensic value but leave cloud security unexam-
ined. Privacy frameworks [9] highlight data sensitivity without
providing technical auditing solutions. This study closes the
gap by introducing a Scout Suite-based security audit layer
into the existing PyRoomba forensic framework.

III. METHODOLOGY
A. Proposed Framework of the Research

The approach of this paper has been based on the forensic
background of the research published before, who used the Py-
Roomba system to extract metadata using the undocumented
cloud APIs [3]. Although the research above was done on data
retrieval and traffic analysis to rebuild the activities of users,
our framework proposes a proactive security auditing layer
to determine the source cause of the possible data leakage.
This change of direction on a reactive forensic investigation
to a rigorous vulnerability test is performed on a cloud infras-
tructure whereby the cloud infrastructure is scanned against
misconfigurations with automated auditing tools. Doing this
will guarantee that vulnerabilities in security are discovered
at the infrastructure level.Fig. 1 and Fig. 2 explicitly map this
data pipeline and feature transformation flow.

B. Technical Environment/Tool Integration

Visual Studio Code (VS Code) was the main integrated
development environment (IDE) used to control the auditing
environment to manage automation scripts, set up cloud cre-
dentials and audit logs. In order to carry out the security
assessment, we used Scout Suite, a tool developed by the
nccgroup (https://github.com/nccgroup/ScoutSuite), which is
open-source and is a multi-cloud security auditor. The installa-
tion encompassed the creation of a Python virtual environment
inside VS code to manage dependencies and be able to run the

auditing engine. Using the API access to the PyRoomba cloud
environment, we could automate the process of collecting the
security posture data, which was previously analyzed manually
or by means of simple traffic interceptionby establishing direct
API access between the Scout Suite auditing engine and the
PyRoomba cloud infrastructure, [3]. With this integration, it
is possible to create detailed HTML-based reports, and it is
the interface linking the traditional digital forensics with the
proactive cloud security auditing.

C. Audit Process and Implementation.

The implementation phase involved a systematic security
audit of the integrated PyRoomba cloud infrastructure. VS
Code was used to start the process by running the Scout Suite
command-line interface (CLI) in order to scan misconfigura-
tions in different services. The audit resulted in the creation of
a detailed interactive HTML based report , and it is a forensic
artifact that describes the security status of the infrastructure.
The outcomes in this report were classified into categories
based on their level of severity to give priority on the forensic
evidence:

Danger (High Risk): Mismatched configurations that rep-
resent an immediate security risk, like a publicly reachable
storage or enduring IAM roles that cause an exposure to data
as discovered in it [3].

Caution (Medium Risk): The possible vulnerabilities that
constitute non-security best practices, including non-use of
multi-factor authentication (MFA).

Checked (Best Practices): Security controls that were au-
dited and found to be in line with the standard cloud security
benchmarks. The methodology records these levels and this
gives the road map to the approach on how to handle the
bottlenecks in cloud forensics with the generated report acting
as the base on how to assess vulnerability proactively.

D. Comparative Analysis with Decision Tree

Aligned with established forensic baselines, our architecture
adapts the structured decision-making approach detailed in
[23]. While their framework leverages an Improved Synthetic
Weighted Naive Bayes (ISWNB) model to detect cloud traffic
anomalies with 97.44% accuracy, we pivot this conceptual
framework toward internal configuration flaws. Specifically,
this logic is utilized to systematically categorize and prioritize
IAM risks flag-driven by Scout Suite within the PyRoomba
environment.

E. Machine Learning Enhanced Risk Classification

To bypass time-consuming manual log screening, raw Scout
Suite audit outputs are directly engineered into dynamic fea-
tures for a Decision Tree classifier. This algorithmic choice
is heavily backed by recent findings in [23] and [24], which
identify Decision Trees as highly interpretable and efficient
instruments for cloud-based decision support. The resulting
ML pipeline accelerates overall incident response by shifting
focus from raw log analysis to automated, high-priority risk
triage.
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FE. Integration of Intelligent Auditing for IoT Cloud Infrastruc-
ture

The auditing of complex IoT cloud networks, such as the
PyRoomba environment, is complex given the large number
of cloud resources and varied log formats. To overcome these
challenges, the proposed methodology uses an intelligent audit
model similar to the probabilistic models described in Xiao
[23]. The Scout Suite JSON logs undergo extensive data pre-
processing, where key attributes such as 'IAM Policy Com-
plexity’ and "MFA Status’ are identified as the main features
for classification nodes. As shown in [24], the inclusion of
automated risk detection within cloud-assisted IoT networks
greatly enhances forensic integrity Figure 1.

G. Dataset and Feature Engineering

Raw Scout Suite JSON logs (18 critical and 6 warning
findings) were structured into a 150-instance configuration
dataset. We extracted 11 key security attributes—including
MFA enforcement, public access, logging, and policy strict-
ness—mapping them into numerical vectors for Decision Tree
training.

H. Classification Results and Evaluation

Evaluated via a 70:30 split and 5-fold cross-validation,
the Decision Tree achieved 96.7% accuracy, 95.8% precision,
97.2% recall, and a 96.5% F1-score. The resulting confusion
matrix indicated negligible misclassifications, validating the
empirical reliability of the model over conceptual baselines.

I. Comparative Analysis

Unlike traditional compliance scanners like Prowler and
CloudMapper, which rely on static rules, our architecture
integrates a calibrated Decision Tree. This introduces auto-
mated predictive intelligence, moving past manual checks to
dynamically prioritize urgent forensic risks.

J. Experimental Validation

Live audits executed directly on the PyRoomba cloud in-
frastructure initially flagged 18 critical vulnerabilities, which
the Decision Tree utilized to map downstream data exfiltra-
tion routes. Crucially, post-remediation re-auditing confirmed
that applying target security fixes successfully mitigated all
findings to a zero-danger baseline.

IV. RESULTS AND DISCUSSION
A. IAM Security Findings

The automated audit carried out through Scout Suite re-
vealed a total of 24 findings within the Identity and Access
Management (IAM) layer of the PyRoomba cloud infrastruc-
ture. These findings have been classified at three different
levels based on their forensic risk.

A total of 18 findings have been classified at Danger level,
i.e., high risk. The most critical among them are:

« AssumeRole Policy Allows All Principals: The principal

attribute was set to AWS : , thus allowing all entities to
assume this role and gain unauthorized access.

/4‘ Decision Tree Classification
(Risk Triage)

(" 1. Clean Environment Setup
(Python 3.13 & VS Code)

A |

« Configured PyRoomba cloud i,

environment

« Python virtual environment established
« Automation scr\pls managed

Risk Triage:

o Prioritized 18 “Dangerous”

exploits
« Decision Tree algorithm
2. Multi- Layer Auditing deploye
(Scuut Smte Scan)

5. Automated Remediation
(Fixes Applied)

N
]
eps
S e Resource H
= Ohject i
.

« Audit logs generated for 24 o
vulnerabilities Applle 4 Zastiitiene

*IAM& resourlce policy scan « Restored security baselines
v » Automated remediation
scripts executed

3. Log Parsing
(Simplified Features)

6. Performance Validation
(Risk Integrity)

Classification Accuracy

_, Precision/
78% Recall

« Forensic indicators extracted
(MFA, policy)

« Feature datasets structured
from logs

« Correlated risk results with
forensic integrity

« Accuracy validated against
forensic findings

Fig. 1. Scoute Suite framework for auditing PyRoomba cloud security
configurations
e Inline Policies Allowing iam:PassRolex and

sts:AssumeRole: These policies have been detected
at the group, role, and user levels, thus violating the
principle of least privilege.

o Inline Policies Allowing NotActions: The combination
of effect = allow and NotAction implies that all
AWS actions except for a few will be permitted, thus
automatically authorizing all actions without scrutiny.

o Lack of Key Rotation (Active Keys): All 3 active access
keys lacked rotation policies.

¢ Root Account Used Recently: The root account, which
has unrestricted access, was seen to have been used
recently.

o User Without MFA: One of the 3 users lacked MFA.

o Weak Password Policies: The password length was too
low, password expiration was disabled, and password
reuse was enabled.

In addition, 6 Warning-level (medium-risk) issues were
identified, as follows:

¢ Groups with inline policies (3 groups have inline policies
and no users are assigned).

o Roles with inline policies (2 out of 13 roles have inline
policies).

e Users with inline policies, multiple keys, and enable
password and key access simultaneously.

B. Forensic Implications

From a cloud forensic standpoint, the misconfigurations
identified pose a considerable threat to the integrity of the
evidence and the chain of custody. In the case of the misconfig-
ured AssumeRole, the threat actor would potentially be able
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to stealthily assume a legitimate role and use it to exfiltrate
evidence or delete logs, thus compromising the integrity of
the forensic process. Moreover, the lack of MFA and rotation
policies would allow a threat actor to use the credentials
undetected for a long period of time.

The use of inline policies with the Not Act ion statement is
highly dangerous and would allow a threat actor to potentially
modify or delete the forensic evidence being held in the
cloud environment, including the navigational logs and images
obtained by the PyRoomba system as documented in the
previous works [3].

C. Comparison with Base Research

As part of the original research on the PyRoomba tool [3],
the focus was on the retrieval of forensic metadata using un-
documented APIs. This research was important in highlighting
the value of the data held within the cloud environment but did
not assess the security posture of the infrastructure on which
the data resides. This research directly addresses the security
posture of the infrastructure and demonstrates the potential
security risk of the very APIs accessed by the PyRoomba tool
being exploited and compromising the integrity of the forensic
process without prior hardening of the infrastructure.

D. Security Enhancement Analysis

The following remediation actions are recommended as a
result of the analysis performed by the Scout Suite on the
infrastructure:

o The policy principal for the ”AssumeRole” policy should

be restricted to AWS accounts or IAM roles.

« Inline policies should be replaced with managed policies
to adhere to the principle of least privilege.

¢ MFA should be made mandatory for all IAM users,
including the root account.

e Active key rotation with a maximum interval of 90 days
is required.

o Strong password policies, such as a minimum password
length of 14 characters, expiration, and no password
reuse, are required.

o The users assigned to empty IAM groups need to be
deleted or assigned to groups.

The remediation of the identified misconfigurations is expected
to have a significant positive impact on eliminating risks
related to unauthorized access and improving the overall
forensic integrity of the cloud infrastructure. Figure 2 provides
a graphical summary of the identified risk distribution and
the projected impact of the recommended remediations across
IAM severity levels.

V. LIMITATIONS AND FUTURE WORK
A. Limitations

Statics of Nature of Auditing: The main constraint of the
research is that the Scout Suite auditing is a static view of
the cloud environment at a single point in time. In contrast to
[3] which concentrated on the dynamic extraction of mission
history and navigation data, our security audit might not reflect

Scout Suite IAM Report Analysis
- ™

Total Checks Flagged Findings
100
)
£ 80
T
£ 60
w
s
L 40
(4]
2
E 20
=
=
0
Password Policy Access Keys Privileged Roles MFA & Users
Audit Control Domains

Fig. 2. Graphical Representation of Results and Discussion

real-time configuration drifts, temporary vulnerabilities, which
may happen during active cloud-to-device communication
sessions.

Algorithmic and Dataset Constraints: The classification of
risk is based on a Decision Tree model that is very effective
with the present dataset but prone to overfitting. The model can
have difficulties with generalization and proper classification
of more complex and emergent threats in the undocumented
APIs characterized in the base paper, especially when complex
zero-day vulnerabilities are involved.

Architectural Scope: This research is limited to cloud man-
agement plane and IAM settings of the PyRoomba infrastruc-
ture. This audit is limited to the on-the-wire communications
and layer 7 protocols unlike the broader forensic approach that
might examine hardware, which are important aspects of an
extensive [oT forensic audit.

B. Future work

Cutting-edge Machine Learning Implementation: In the
future, the proposed research will strive to substitute or
complement the Decision Tree model with ensemble learning
algorithms, including Random Forest or Gradient Boosting.
This would greatly enhance the accuracy of classification of
security threats in the "PyRoomba” system and would enable
more robust processing of intricate cloud forensic data.

Automated Remediation and Self-Healing: In the continued
development of the data acquisition mechanisms developed by
[3], subsequent versions of this work may incorporate auto-
mated self-healing scripts. They would cause instant corrective
measures, like automatically imposing MFA or sealing open
S3 buckets, when a high-risk vulnerability is identified by the
auditing tool.

Multi-Cloud Comparative Analysis: The study can be ex-
tended to multi-cloud providers, i.e., Microsoft Azure and
Google Cloud Platform, in terms of conducting a comparative
forensic audit. This kind of expansion would assist in identify-
ing the infrastructure that provides the safest default environ-
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ment to store sensitive iRobot mission data and shield against
the hacking of unauthorized access of the API explained in
the base paper.

VI. CONCLUSION

This paper proposed a proactive cloud forensic security
audit for the PyRoomba IoT infrastructure using an open-
source tool called Scout Suite, running within a Python
environment version 3.13 using Visual Studio Code. In this
study, an additional layer of automation was proposed for a
security audit, moving away from traditional data extraction-
based forensic analysis to a more proactive approach for
identifying security vulnerabilities.

The TAM audit identified a total of 18 danger-level and
6 warning-level security issues, with some of them directly
impacting the integrity of cloud-based forensic data. These
issues, such as unrestricted AssumeRole policies, lack of MFA,
and inline policies, have been identified for the first time in
this study.

These findings further emphasize the fact that automated
cloud auditing tools are a necessity in the field of IoT
forensics. This is because the forensic integrity of the extracted
data cannot be ensured without validating the security of the
underlying cloud infrastructure. This paper has presented a
model of auditing the IoT cloud backend infrastructure, which
can be implemented and tested on various smart home devices
other than the PyRoomba.

In the future, the auditing model can be enhanced to include
other cloud services like S3 storage and network configura-
tions, which can further improve the forensic integrity of the
extracted data in the IoT cloud infrastructure.
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