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Abstract—The evolution of the internet posed several
challenges, and cybersecurity became a mandate to ensure the
continuity of services and the protection of digital assets. These
challenges involved malware and social engineering tactics that
made traditional security inefficient. The adoption of AI initially
worsened the security posture because AI was considered a
double-edged sword (having benefits and drawbacks). However,
the adoption of AI and its subdomains (ML, deep learning) has
transitioned security from conventional to advanced detection
methods. In the past, signature-based detectors were used to
detect malware; now ML-based detection systems help to detect
malware types and even zero-day vulnerabilities that were
too complex for traditional detectors to identify. Moreover,
ML-based detection systems are highly capable of identifying
threats and mitigating their effects effectively. With time, models
also became vulnerable to adversarial attacks, which degrade the
performance and reliability of the model. This paper illustrates
related papers, highlights current and future challenges, and
defense recommendations to build a robust security landscape
for the future.

Index Terms—Adversarial Machine Learning(AML), Malware,
Artificial Intelligence, Evasion Attacks, Proactive Security, Mul-
tilayer Defense, IDS, IPS, Zero-day vulnerability, GAN, Data
Augmentation, LLMs.

I. INTRODUCTION

Malware is malicious software designed to harm the normal
functionality of a particular device or software. It is further
categorized into subclasses according to malware’s behavior
and the attacker’s intention; trojans, ransomware, rootkits, spy-
ware, keyloggers, logic bombs and some others are involved.
As technology grows, new attacks are introduced at every
moment. The rapid adoption of the internet has increased the
attack surface for threat actors. To combat security threats,
security professionals have introduced defensive techniques
(encryption, authentication, access control and privilege con-
trol), diverse security approaches (proactive security, mul-
tilayer defense and others) and security devices (firewalls
and detectors) to ensure a secure environment. This includes
ensuring the continuity of services and preventing data theft,

unauthorized access, and complete service shutdowns. Without
an effective detection approach, organizations may face a
weakening of users’ trust and experience, financial and repu-
tational loss as well as performance and service degradation.
The continuous development of sophisticated malware and
attacks has compromised traditional security defenses, which
has led to the adoption of Artificial Intelligence and Machine
Learning detection strategies. The use of AI and ML models
in real-time detection systems has brought maximum accuracy
and precision. ML models are trained on massive datasets to
identify new and sophisticated attacks that were undetectable
by traditional (signature and behavior-based) detectors [1],
[2].‘

The fast adoption and implementation of ML models in
organizations and critical systems have also invited adversaries
to actively engage with these models to misclassify their
decisions. Attackers attempt to evade models to achieve their
malicious desires, and these evasion tactics are known as
Adversarial Machine Learning (AML) attacks. Adversarial
techniques basically involve the modification or manipulation
of malware by adding extra bytes, safe strings, and benign
functions to bypass the classifier’s security without breaking
its core functionality.

To some extent, adversarial ML attacks have successfully
bypassed malware detection systems (IPS, IDS, and commer-
cial malware detection), creating serious concerns about secu-
rity breaches [3]. In this survey paper, our main target will be
common and advanced adversarial attacks against ML models,
defense techniques and deployment challenges by analyzing
multiple survey papers, which would help security researchers
to protect organizations from current and upcoming AML
threats.

II. BACKGROUND, EXISTING WORK AND METHODOLOGY
FOR LITERATURE COLLECTION

A. Background

Recent papers have demonstrated that machine learning-
based malware detection systems are highly vulnerable to
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adversarial, model theft, and common adversarial attacks. Re-
searchers have proposed various attack strategies and defense
mechanisms, but achieving robust and effective prevention
remains an open challenge. Building foundational studies on
adversarial examples and analyzing defense strategies from
previous surveys helps to highlight considerable prevention
methods and future challenges that affect model performance.

Initially, Machine Learning achieved significant milestones
in identifying threats within detection systems. But over time,
attackers exploited the vulnerabilities of ML models by ma-
nipulating programs without breaking their core functionality,
creating sophisticated malware that misclassified the model
[4], [5]. Furthermore, as these adversarial techniques became
widely adopted, recent papers have evaluated attack vectors
and defense techniques designed to overcome these challenges.

As ML models advance through the implementation of var-
ious defense mechanisms, AML techniques have also become
more sophisticated and aggressive in attempting to control
models’ decisions [6], [7], [8]. These papers emphasize that
systems will remain vulnerable to these AML attacks if we
do not adopt defense accordingly adversarial tactics, and show
various future challenges and defense mechanisms.

B. Existing work

TABLE I
ADVERSARIAL MACHINE LEARNING ATTACKS ON MALWARE DETECTORS

(2024–2026). TM: THREAT MODEL, AE: ADVERSARIAL EXAMPLE.

Paper Year Application
Domain

Taxonomy TM AE

— 2024 —

Bostani et al. (Evade-
Droid) [9]

2024 Android
Malware

Attack Type ✓ ✓

Krishna et al. (ARC-
Net) [10]

2024 Malware
Detect.

Defense ✓ ✓

Lucas et al. (Greedy-
Block) [11]

2024 Raw-Binary
Malware

Defense ✓ ✓

— 2025 —

Sang et al.
(GanGenetic) [12]

2025 Malware
Detect.

Attack Type /
Algorithm

✓ ✓

Rando et al. (ZEXE)
[13]

2025 Windows Mal-
ware

Algorithm ✓ ✓

Ouazza et al. [14] 2025 Malware
Detect.

Attack Type /
Defense

✓ ✓

Greco et al. [15] 2025 Image-based
Malware

Algorithm ✓ ✓

— 2026 —

Li et al. (ARNDroid)
[16]

2026 Malware
Detect.

Defense ✓ ✓

Recent research by Tianwei Lan and Farid Nait-Abdesselam
(2025) [17] reflected the advancement in AML attacks by
using large language models (LLMs) to produce highly eva-
sive, stealthy, functional, and efficient malware capable of
bypassing ML-based malware detectors. They also demon-
strated effective defense methods utilizing LLMs to resist

AML abuses. This paper showed an effective defense but
brought the threats to light such as a lack of massive datasets
to train the model, complex model design by LLMs, advanced
adversarial attacks through LLMs, increased processing time,
and the possibility of database poisoning.

Similarly, Sashidhar Chinthala (2026) [18] highlighted at-
tack surfaces and defense directions related to adversarial
attacks on malware detection systems. Moreover, this paper
emphasized model evolution by providing adversarial training
and input sanitization (denoising and feature rounding before
reaching the main model). It also discussed common attacks
like data poisoning, evasion techniques, perturbation, and
model extraction, which render ML-based detectors purpose-
less in identifying threats.

C. Methodology For Literature Collection
To ensure comprehensive coverage of the topic, a system-

atic literature collection process was adopted. To the point
and related studies were identified through major academic
databases including IEEE Xplore, ACM Digital Library, arXiv,
SpringerLink, ScienceDirect, and Google Scholar, using key-
words such as ”adversarial machine learning”, ”adversarial
ML attacks”, ”adversarial defenses”, ”adversarial AI ”and
”adversarial attacks against malware detectors ” to retrieve
relevant publications.

Moreover, Priority was given to recent publications to
understand the recent work in adversarial tactics research,
particularly advances in machine learning, deep learning and
large language model (LLM)-based security applications. The
selected studies were then analyzed and categorized according
to attack type, defense strategy, and reported limitations.

III. ADVERSARIAL ATTACKS

Fig. 1. Adversarial Attacks Simulation

Recently, ML-based malware detectors have become an
indispensable component because traditional signature-based
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detection mechanisms are no longer effective in tackling
sophisticated malware. As a result, ML-based malware detec-
tion systems have the ability to automatically learn complex
patterns from large-scale datasets and are widely adopted due
to their high detection accuracy.

Despite this high detection accuracy, they are vulnerable
to specific attacks that raise serious concerns regarding the
robustness and reliability of an organization’s security environ-
ment. These attacks are known as ”Adversarial Attacks” and
are considered one of the most critical threats to ML-based
security systems, and many solutions have been proposed to
make these threats unsuccessful.

Adversarial attacks refer to techniques that attempt to mis-
classify an ML-based detection system using various strate-
gies, such as perturbation, padding, direct engagement with
the model to learn its outputs, and reordering instructions.
The implementation of and overreliance on ML-based malware
detectors have exponentially increased the number of AML
attacks. At every moment, unknown adversarial attacks are
being introduced, creating ongoing challenges for detection
systems.

Our objective is to highlight AML attacks that are proving
to be a challenge for detection systems, provide practical
recommendations for resilient models against AML abuses,
and outline some future challenges for ML-based malware
detectors.

A. Types of Attacks

Well-known adversarial attack against ML-Based systems:

1) Poisoning and Backdoor Attack (Training Time): Firstly,
before moving to advanced techniques to evade malware de-
tectors, the most common type of AML attack is the poisoning
attack. A poisoning attack involves injecting malicious, unus-
able, or mislabeled datasets during the ML model’s training
phase to damage its learning process and mislead its decisions.

Meanwhile, a backdoor is a stealthy training-time adver-
sarial technique in which an attacker embeds a malicious
executable file into the training datasets. This causes the model
to behave normally under standard conditions but misclassify
inputs containing the logic of the malicious file. For instance,
if our model is designed to detect malware, providing it with
incorrect malware signatures and ineffective datasets prevents
it from learning the patterns needed to detect well-known
malware and zero-day vulnerabilities (vulnerabilities unknown
to vendors).

2) Evasion Attacks: An evasion attack is a critical vulner-
ability in ML models that is easily exploitable by adversaries.
The attacker slightly modifies the malware file during the
testing phase in order to evade the trained ML model with-
out altering the malware’s core functionality. Some common
methods include: adding benign API calls, inserting dead
code, code obfuscation, packing or encryption, reordering
instructions, padding executable sections, modifying header
information, and perturbation [19].

3) Model Extraction and Privacy Disclosure: Model ex-
traction refers to stealing the ML models’ functionality by
overwhelming it with repeated queries in an attempt to rebuild
an approximate copy of the genuine model. Model extraction
enables an attacker to steal the behavior of the model through
queries, reveal stronger evasion techniques against the model,
and take over the security of the organization.

4) Adversarial AI and Transfer Attack: Artificial Intelli-
gence is also being used as an offensive strategy to launch
highly effective attacks against ML-based detector systems.
Google published a report on the ”Adversarial Misuse of
Generative AI” in 2025, showing that adversaries are utilizing
AI-driven methods to draft complex malware and launch
sophisticated attacks. Adversarial AI involves the use of ML
models to generate adversarial inputs that can misclassify the
prediction of ML-based detector systems. A transfer attack is
defined as creating a malicious sample using one ML model to
attack another ML model; such an approach can easily evade
and mislead models’ decisions [20], [21].

IV. DEFENSE STRATEGIES

Emergence of adversarial attacks against ML-based detec-
tion systems is degrading the performance and accuracy of
detection systems to identify threats. However, these attacks
would be seen as fully evasive, effective, and more sophisti-
cated with time by leveraging AI, which can cause services
shutdown, asset theft, financial and reputational loss. To make
these attacks less intense, we need to introduce comprehensive,
effective, and robust measures that would deny such abuses
(AML attacks), make sure the prevention of models, and offer
a secure environment to move ahead

A. Adversarial Training

To combat adversarial attacks, adversarial training is one of
the most widely adopted and real-time implemented defense
mechanisms against adversarial attacks, where the model is
trained by providing datasets of modified malware samples,
resulting to improve the performance and accuracy of ML
based detection systems to identify fully undetectable mali-
cious samples. Moreover, continuous adversarial training must
be implemented side by side, as new evasion attacks can be
introduced. Adversarial training is capable of strengthening the
model’s classification boundaries and decreasing the evasion
success rate. .

B. Preprocessing and Input Sanitization

Preprocessing and input sanitization are techniques that are
responsible for processing the input sample before moving
to the main model. The approach deals with removing raw
bytes, analyzing every possible suspicious entity, checking
and reordering the code sequence that the attacker prepared
to bypass and misclassify the decision of the model.

C. Combining Detectors and a Hybrid Approach (static and
dynamic analysis):

Integrating multiple detector models (LLMs, deep learning),
along with a hybrid approach, can exponentially improve the
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result of detection. Further, multiple learning models analyze
input samples from different aspects. As a result, the chances
of evasion become almost nonexistent.

Whereas hybrid analysis comprehensively is the combi-
nation of static and dynamic methods, where malware is
examined through file structure, code, and byte patterns with-
out running the malware. This approach is known as static
analysis, while in dynamic analysis, malware is tested during
execution time to check its behavior. This combined approach
can enhance network latency but provide efficient security of
the model and data, and contribute to development a robust
model [22], [23].

D. Continuous Monitoring and Adversarial Red Teaming

Last but not least, it is a proactive security practice which
ensures the performance, reliability, and accuracy of ML-based
detection models. Continuous monitoring involves periodically
observing the performance and behavior of ML-based detec-
tion models to identify wrong decisions or suspicious behavior
that may indicate adversarial manipulation, which helps to fix
errors and bring the model into routine tasks.

Adversarial red teaming refers to security experts actively
engaged with the models by producing fully evasive malware
to inspect adversarial vulnerabilities in the working model. Im-
plementing these strategies into the ML-based models, which
will keep the ML-model effective against growing adversarial
challenges and other ML-based vulnerabilities like jailbreak-
ing (specially crafted prompts which remove restrictions on
AI/ML models ) and so on [24].

V. CURRENT CHALLENGES,PROPOSED SOLUTIONS AND
FUTURE WORK

A. Current Challenges and Proposed Solutions

TABLE II
CURRENT CHALLENGES AND PROPOSED SOLUTIONS IN ML-BASED

MALWARE DETECTION

Current Challenge Proposed Solution Quantitative Jus-
tification

AI-Powered Evasion
Attacks (e.g., FGSM,
GAN-generated
malware)

Ensemble of multiple mod-
els & robust adversarial re-
training.

Reduces Attack
Success Rate
(ASR) from
> 90% to < 5%.

Data Imbalance
(Scarce novel malware
families)

GAN-based synthetic data
generation & open-source
libraries (MalwareBazaar)
[25].

Increases minority
class Area Under
Curve (AUC) by
12–18%.

Resource-Limited
Edge Devices (IoT
environments)

Cloud-based services to
overcome resource-limited
models

Reduces CPU
load by 40%;
shrinks model size
10x with < 2%
accuracy drop.

B. Future Work

• Implement continuous monitoring and automated defense
updates.

• Develop computationally efficient certified robustness
techniques.

• Utilize quantum computing and lightweight architectures
to resolve issues of computational complexity in models.

• Integrate advanced models (such as deep learning ar-
chitectures, GANs, and LLMs) to proactively highlight
threats [26].

VI. CONCLUSION

ML-based malware detection systems have exponentially
improved the ability to identify and classify malicious soft-
ware. However, despite their capability to detect threats,
these systems are at risk from adversarial attacks that evade
detection by slightly modifying the malicious samples. In
this paper, we explored various attack techniques such as
poisoning attacks, evasion attacks, model extraction, privacy
disclosure, and backdoor attacks, which pose serious threats
to the reliability and performance of ML-based detectors.

To address these challenges, several defense mechanisms
have been explored, including adversarial training, input pre-
processing and sanitization, hybrid analysis, and the inte-
gration of multiple detection models. Additionally, contin-
uous monitoring and adversarial red teaming are the step
forward defense that help to maintain the performance and
robustness of deployed systems against sophisticated abuse. In
short, building a resilient and effective machine learning-based
malware detector requires a combination of robust models,
hybrid analysis techniques, and proactive security strategies to
successfully defend against existing and emerging adversarial
threats.
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