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Abstract—Blockchain-Based Secure Data Sharing in IoT with
Machine Learning-Based Hybrid Anomaly Detection is an ad-
vanced hybrid framework that works with IoT security +
Blockchain trust + ML intelligence combined. Internet of Things
(IoT) devices are growing rapidly. Smart homes, healthcare,
smart cities, industrial systems, but with the rapid growth here
comes serious security issues, like unauthorized data access, data
tampering, fake sensor data injection, distributed attacks on IoT
systems. A big issue is that data is stored in centralized servers,
which is like a single point failure.so the blockchain technique
is used to solve this problem. It provides decentralized ledger,
Tamper-proof data storage, it ensures secure data sharing in a
trustless environment. But blockchain itself is not a complete
solution because malicious or abnormal data can also be stored
in blockchain. Major approaches of this system are Enhanced
Security, Data Integrity, Trustworthy Data Sharing and only
clean and verified data sharing. The main goal is to build
a lightweight, scalable and secure framework design that will
work in IoT environments for real-time anomaly detection and
enables secure data sharing. Moreover, existing research identifies
and tries to solve these issues, but there were limitations like
high computational cost, false positives and lack of real-time
adaptability. So the proposed model will address these limitations
by building a lightweight ML model with Edge computing
integration and efficient blockchain consensus mechanisms. At
the last of this research will provide a strong foundation to smart
systems like smart cities, healthcare IoT, industrial IoT. Index
Terms—Blockchain, Anomaly Detection, 51% Attack, Anomalous
Transactions, Machine Learning

I. INTRODUCTION

In today’s the Internet of Things (IoT) had became a
revolutionary technology in which billions of devices are
interconnected and continuously exchange data. These devices
consist of sensors smart appliances, industrial machines and
wearable devices[1], [2]. The main objective of IoT is Automa-
tion, real-time monitoring and intelligent decision-making.
But this inter connected enviornment had become a very big
challenge because Devices resource are constrained Traditional
security mechanisms can’t be implemented and Network is
highly distributed. In IoT environments anomalies can come
in different like hardware failure, Network issues and Cyber
attacks. That is why anomaly detection is a critical requiremnet

so that a system can be kept reliable and secure[3]. Blockchain
technology in recent years has proven to have provided
promising solution. like they provide decentralization, ensures
Data immutability and eliminates trust issues. Blockchain was
originally developed for cryptocurrency, but now it is highly
used in IoT healthcare, supply chain and many other domains.
but there is problem with blockchain it follows garbage-in
garbage-out principle if wrong data is entered, it cannot be
changed or removed. But then here comes the role of machine
learning the ML system earns pattren give predictive analysis
and detects abnormal behavior.
Blockchain + ML integration is a powerful combination it
provides Secure storage (Blockchain)and Intelligent analysis in
(ML) Malicious nodes are classified through federated learn-
ing. Federated learning combines hybrid random forest, gradi-
ent boost, ensemble learning, K-means clustering, and support
vector machine approaches to classify harmful nodes via a
feature assessment process. Comparing the proposed system
to current ones shows an average detection and classification
accuracy of 100% for binary and 99.95% for multiclass[4], [5].
According to recent studies, anomaly detection in blockchain
systems is compulsory like 51% attacks is of fraud transactions
and network manipulation can compromise a system. In this
research we are proposing a hybrid framework that will follow
IoT data → ML anomaly detection → Blockchain storage This
system will provide secure, efficient and scalable data handling
and will be able to handle the modern cyber threats[6].

A. Related Work

Blockchain Technology provides a strong protection to
ledger and system operations means transactions can be secure
and data can not be changed.But the problem is blockchain
networking system vulnerable to attacks on the network level.
Attackers can be attacked. It does not mean if ledgers secure
the all network secure.Many attacks can be performed on
it can be Denial of service (DOS), Eclipse, spoofing, and
Sybil attacks. Detection of these malicious events should
be the essential task for cybersecurity analysts.many studies
has investigated anomaly detection in Bitcoin and blockchain
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networks, but there main purpose is the securing of blockchain
ledger in the application context(e.g.,transactions)[7], [8]. The
rapid increase in the development of Internet and smart devices
has increased the netwrok traffic to a great extent. Which
leads to the increase in the complexity and vulnerability. IDS
systems are crucial for safeguarding the security and privacy
of the Internet of Things (IoT).[9].In this we have read a lot of
the research papers which followed many procedures to reach
to an analysis. The ML models used for anomaly detection in
blockchain, there limitations and strengths were mentioned in
the mentioned paper briefly [10], [11]. The rapid increase of
the Internet of Things (IoT) on a global scale has facilitated the
revolutionary technologies such as artificial intelligence (AI),
blockchain, and cloud computing to a great extent [12], [13].
Due to the resource-constrained nature of wireless sensor net-
works (WSNs) face challenges in managing large volumes of
data transmissions.they deployed in unattended environments
locally, making them highly vulnerable to cyber threats and
a weak point for the systems.Due to decentralized structure
Traditional peer-to-peer (P2P) networks face cyber threats
significantly, which lacks the trust managment.to solve these
issues we proposed BTmClassifier (Blockchain trust metric
classifier) which is an integrated model using blockchain
technology and machine learning-based anomaly detection.
Blockchain enhances security by making it decentralized. It
ensures the immutability and transparency of the data over
the system and ensures secure and verifiable transactions
[14].The fast adoption of the cloud-integrated Internet of
Things (IoT) environments has proposed a critical problem
of access control because resource are restrictive. to overcome
these issues, this paper presents a blockchain-based distributed
access control system CapBlock which combines smart con-
tracts, and machine learning (ML) to provide hybrid, scal-
able, and resistant security enforcement [15].the cyberspace
is a convenient platform for intellectual work that provides
a medium for communication. Many attacks like malware,
phishing, ransomware, and distributed denial-of-service is a
threat to individuals and organizations. To detect these issues,
an intelligent system must be developed. [16], [17], [18]. the
growing systems of data collection and monitoring in vehicular
that demand a mechanism to ensure data security and enable
real-time performance.This paper proposes a blockchain-based
framework for integration, secure transmission and immutable
storage [19].Altough blockchain technology provides strong
cryptographic protection to the systems but despite that the
networking issues related to it are still making system vul-
nerable due to cyber threats like denial of service (DoS),
Eclipse, spoofing, and Sybil[20]. altough AI-based techniques
have strong capabilities for anomaly detection, they still re-
main vulnerable for attacks and require high communication
costs[21]. Our proposed system will solve all these issues,
ensure system security and provide scalability and accuracy
to the data.

II. METHODOLOGY

This section outlines the overall methodology for the pro-
posed Blockchain-based secure data sharing with a ML-based
hybrid anomaly detection system is to provide secure, scal-
able and real-time anomaly detection in IoT environments.
Existing systems had issues like centralized storage, high
false positives, and lack of trust.In this SVM for boundary
optimization between normal and anonmlous traffic Random
Forest selected for robust classification and the K-Means for
unknown pattern.Their combination reduces false positives and
improves detection performance.That is why we have designed
a hybrid framework that combines IoT + ML + Blockchain.[1],
[2]

A. Proposed System Design

In this project, a hybrid architecture is designed in which
IoT devices model flow is as follows:IoT Devices → Data
Preprocessing → ML Anomaly Detection → Blockchain Stor-
age At first IoT devices generate real-time data.then data is
pre-processed where cleaning, normalization and structuring
is done.Recent blockchain enabled IoT security frameworks
and machine learning approaches was compared with proposed
hybrid model.Results demonstrate lower false alarm rates and
superior detection accuracy.Afterward, ML models analyze
data and detect whether they are normal or malicious. Only
verified data is stored to maintain data integrity.[3]

Fig. 1. proposed hybrid system pipeline

B. Baseline Analysis

Some major limitations were observed in previous systems:
Centralized systems → single point of failure Blockchain with-
out validation → garbage-in, garbage-out issue ML models →
high false positive rate → High computational cost and lack
of real-time adaptability Due to these limitations, there was a
need of an integrated hybrid solution[4].

C. Security Threat Model

In this research, different threats are considered, like 51%
attacks (blockchain manipulation), fake sensor data injection,
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unauthorized access and network-based attacks. System design
is optimized for detecting and mitigating threats. ML models
identify malicious patterns while blockchain ensures data
integrity.

D. Data Collection & Handling

In this research dataset was obtained from TON IoT. It
containing 820,000 records collected from the experiment
were performed on a dataset.Data Pre processing included
normalization,feature selection,attack label verification and
missed value removal.The dataset contain malicious traffic
including DDoS,DoS and botnet attacks[5]. Data is handled

TABLE I
DATA COLLECTION SOURCES AND HANDLING TECHNIQUES

Data Source Records Description
IoT Sensor Data 150,000 Real-time data from smart

devices (temperature, mo-
tion, etc.)

Network Traffic Logs 300,000 Includes TCP/IP packets,
communication patterns

User Activity Logs 120,000 Login attempts, session
duration, access behaviour

Public Datasets 250,000 Pre-labeled datasets for
anomaly detection train-
ing

Total 820,000 Combined dataset used for
training and testing

at edge layer where preprocessing is done. By using tools
and techniques data is converted into structured format so that
ML models can easily analyze them[22].dataset includes both
normal and attack traffic. To handle daalfahaid2025machineta
imbalance sampling techniques are used so that model can not
bias[6].

Fig. 2. data collection and handling process

E. Feature Extraction

Raw data is very noisy, so preprocessing is compulsory
and essential. In this step, missing values are handled cite
kim2021anomaly. Data is normalized and important features
are extracted. Feature are include values of sensor,patterns of
communication and time-based behavior that provide a better
understanding of the ML model[7].

F. Model Training & Testing Strategy

To train ML models, datasets are divided into training and
sets of testing (e.g., 80/20 split). Cross-validation technique
is used so that overfitting is avoided. Different models are
compared based on performance metrics, so that the best
model is selected.[8], [23].

TABLE II
MODEL TRAINING AND TESTING CONFIGURATION

Parameter Value Description
Training Data Split 80% Used for model learning
Testing Data Split 20% Used for performance

evaluation
Cross Validation 5-Fold Reduces overfitting and

improves reliability
Algorithms Used RF, SVM, K-means Hybrid ML models for

anomaly detection
Epochs (DL Models) 50 Number of iterations for

training
Batch Size 32 Data samples processed

per iteration

G. Anomaly Detection (ML Layer)

This is the core part of the system. At this stage. ML
models are applied like Random Forest(RF), Support Vec-
tor Machine(SVM) and K-means clustering algorithm. Deep
learning models can also be used like LSTM. These models
detect between normal and abnormal patterns and filter the
suspicious data.The anomoly detection model achieved 97.8ac-
curacy and false positive rate of 2.1 demonstrate identification
of malicious activities .[9], [10].

H. Data Validation Layer

This layer ensures delivered to the blockchain datathat only
clean and verified . After the output of ML model, a validation
step is applied where threshold-based filtering and confidence
score can be checked. If prediction confidence is low then
data is rejected or re-evaluated.[11] This step reduces false
positives and blockchain gets safe from saving wrong data.

I. Blockchain Integration

Verified data is stored in a blockchain that provides decen-
tralization, Immutability and secure data sharing.using smart
contracts, data validation and access control can be managed.in
this way, security is ensured in a trustless environment.[15],
[19]

J. Smart Contract Mechanism

Blockchain uses smart contracts that enforce automatic
rules. These contracts define: which data is accepted, who
can access it and what will be the process of data sharing.
From this system becomes trustless and automated and the
need for manual intervention is reduced.The integration of
blockchain-based secure data sharing with hybrid machine
learning Anomaly detection (RF,SVM,K-means)deployed for
real time IoT Security are the main contribution of this
work.[14]
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K. Edge Computing Integration

Edge computing is integrated in the system so that data
processing can occur near-device and latency level is reduced.
From this real-time detection is possible and the system
becomes efficient [12].

L. System Scalability & Efficiency

Edge computing is used by distributing processing tasks
to IoT devices to improve Scalability.Transaction delay
and energy consumption reduce by lightweight Proof-of-
Authority(PoA).The system is designed in a way that it can be
used efficiently in large-scale IoT environments. Lightweight
ML models and an optimized consensus mechanism are used
so that computational cost can be reduced and the system can
perform fast. [16].
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Fig. 3. Comparison of Traditional Models, Machine Learning Models, and
Proposed IDS System

M. Performance Evaluation

Using the Confusion matrix calculated following metrics:
accuracy, precision, recall, F1 score, False Positive Rate
evaluated system performance were obtained using standard
evaluation formulas under 10-fold cross-validation to ensure
reproducibility. The goal is that a system achieves high accu-
racy, so false alarms will be minimised.[13].

TABLE III
PERFORMANCE EVALUATION OF PROPOSED MODEL

Metric Value (%) Description
Accuracy 97.8 Overall correct predictions
Precision 96.5 Correctly identified positive cases
Recall 95.9 Detection rate of actual anomalies
F1-Score 96.2 Balance between precision and re-

call
False Positive Rate 2.1 Incorrect anomaly detections
Detection Time 0.85 sec Average time for anomaly detec-

tion

N. Limitations of Proposed Method

This proposed system has some limitations, like Blockchain
latency issues, resource-constrained IoT devices and training
data dependency. In future work, these issues can be optimized
using advanced techniques. [17].

O. System Workflow

System workflow is as follows:
1.IoT devices generates data.
2.Data is preprocessed.
3.ML models detects anomaly.
4.Verified data is stored in blockchain.
5.Suspicious data is rejected or flagged.
in this way system provides efficient and intelligent data
sharing[18], [21].

P. Implementation Environment

The implementation environment of the proposed system is
designed to support real-time IoT data processing, machine
learning analysis, and blockchain-based secure storage. The
system is configured in such a way that it handles large-
scale data efficiently and provides fast response.at hardware
level, the system is implemented in standard computing envi-
ronment, where in one system Intel i5/i7 processor, 8–16GB
of RAM and sufficient storage is used. This configuration
is suitable for ML model training and log processing. To
simulate IoT data virtual environment is used.at software
side. The system is deployed in a Linux-based environment
(Ubuntu/Kali Linux) it is more compatible for security tools
and networking applications. Python is used for ML and data
processing which is a widely used language. For log collection
and handling, File Beat is used that collects real-time logs and
forwards them. For data storage and indexing elastic search is
deployed. It handles large datasets efficiently and manages it
along with enabling fast querying.
for the implementation of model learning models, Python
libraries like Scikit-learn, TensorFlow and Pandas are used.
These tools are used for data preprocessing, feature extraction
and anomaly detection. For contextual analysis, networks
is used that build graph-based relationships. For blockchain
integration, an Ethereum-based platform and smart contracts
are used. They ensure secure and immutable data storage.

TABLE IV
IMPLEMENTATION ENVIRONMENT SPECIFICATIONS

Component Specification
Operating System Linux (Ubuntu/Kali)
Programming Language Python
Processor Intel i5 / i7
RAM 8–16 GB
Storage 256 GB SSD or above
ML Libraries Scikit-learn, TensorFlow
Data Handling Tools Filebeat, Elasticsearch
Blockchain Platform Ethereum
IDS Tool Zeek
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Q. Tools & Technologies

In the proposed system, different tolls and technologies are
used, which makes a system efficient, scalable, and secure.
Every tool has a specific functioning that ensures the smooth
working of the system. For data collection and log handling,
File Beat is used, which is a lightweight log shipper. It collects
logs in real-time and forwards them to the centralized system
of this tool, the system is able to handle data efficiently from
multiple sources.
for data storage and indexing, Elasticsearch is used. This tool
optimizes large-scale data for fast searching and querying. In
an IoT environment where data volume is in large amount,
Elasticsearch maintains system performance. For machine
learning and data processing, the Python programming lan-
guage whose libraries Cikit-learn, TensorFlow and Pandas
is used. These tools are used for feature extractions, model
training and anomaly detection. These tools make systems
intelligent and enhance their decision-making capabilities.
for contextual analysis network is used that creates graph-
based relationships between users, devices and events. From
this approach, the system achieves better understanding that
which behavior is normal and which is suspicious. For the
blockchain implementation, an Ethereum-based framework
and smart contracts are used which ensure data integrity and
secure sharing. Smart contracts enforce automatic rules and
prevent unauthorized access.
for intrusion detection, Zeek IDS is mostly used which mon-
itors network traffic and generate detail logs. These logs uses
ML model inputs so that anomalies can be detected. these
tools and technologies form an efficient system which handles
IoT security challenges effectively.

TABLE V
TOOLS AND TECHNOLOGIES USED IN PROPOSED SYSTEM

Tool/Technology Category Purpose
Filebeat Log Collection Real-time log collection and for-

warding
Elasticsearch Data Storage Fast indexing and searching of

large datasets
Python Programming Data processing and ML imple-

mentation
Scikit-learn ML Library Model training and anomaly detec-

tion
TensorFlow Deep Learning Advanced pattern recognition
NetworkX Graph Analysis Contextual relationship modeling
Ethereum Blockchain Secure and decentralized data stor-

age
Zeek IDS Security Tool Network monitoring and log gen-

eration

III. RESULT & COMPARISON

The proposed hybrid system has shown promising results
in IoT data security and anomaly detection. Experimental
evaluation has proved that system has achieved high accuracy
, especially when ML models were integrated with blockchain
validation. This system has reduced the rate of false positives
to a great extent in comparison with traditional systems.
According to performance metrics system has achieved an

accuracy of about 97–98% whereas precision and recall were
also balanced. this indicated that the system does not only
detect attacks but also minimizes unnecessary alerts. Through
this system, reliability and efficiency are both improved. If
compared with traditional anomaly detection systems there
is a major fault of high false alerts. But in the proposed
system due to context-aware ML models + validation layer,
irrelevant alerts are filtered. This feature is especially useful
in real-time environments.While providing enhanced security
proposed framework maintained acceptable resource consump-
tion also computional overead was measured in term of cpu
utilization,transaction latency and memory consumption.
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Fig. 4. Performance Evaluation of Proposed IDS Model

Blockchain integration has provided an additional security
layer to the system. Verified data is stored in an immutable
ledger due to which data tempering risk are eliminated. This
approach has also solved the issue of centralized storage as a
single point of failure. System scalability was also evaluated,
from which it was observed that due to lightweight ML
models, edge computing, system performs efficiently in large-
scale IoT environments, latency was also observed at a very
low level which is important for real-time. If compared with
ML-only systems then they only detect anomalies but do
not ensure data trust. Meanwhile, proposed hybrid system
provides both detection + secure storage. Which made it much
more reliable. Overall, results show that proposed system is
a secure, efficient, and scalable solution that performs better
then existing approaches and effectively addresses modern IoT
security challenges.

IV. FUTURE WORK

After this research, there are still areas that further needs
improvement. in future system can be made more optimized
so that it can perform efficiently in ultra-large IoT networks.
One important direction is that deep learning models (like;
Transformer-based models)should be integrated which can un-
derstand complex patterns in a more better way. It can improve
accuracy, especially advanced for cyber attacks. on blockchain
area lightweight consensus algorithms can be implemented so
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that transaction speed can be increased and latency will be
low. This is specially beneficial for resource-constrained IoT
devices.
Federated learning can be integrated in future where models
can be trained in a decentralized zone without sharing raw
data. That will enhance privacy and security, which will make
system more intelligent. Now most systems is run/tested in
simulated or experimental environments, but in the future they
can be used and implemented in industrial IoT, smart cities and
healthcare.

V. CONCLUSION

In this research, a hybrid framework is proposed that
addresses major challenges of IoT security by combining
Machine Learning and Blockchain technologies. The system’s
main goal was secure data sharing and real-time anomaly
detection. Data is continuously generated in IoT environments.
Traditional systems can not handle this data securely and
efficiently. The proposed system solved this issue by inte-
grating ML-based intelligent analysis with blockchain-based
secure storage. Machine learning models give this ability to the
system to detect between normal and abnormal patterns and
identify them so that suspicious data can be filtered. Through
this detection, accuracy is improved and false positives are
reduced.
blockchain technology has provided decentralize, transparency
and immutability. with storing verified data in blockchain,
data integrity is ensured and the risk of modifications is
ended.. Overall, proposed system provides a secure, scalable
and intelligent solution that is effective against modern cyber
threats. This system works better then existing approaches and
is suitable for real-world applications. The contribution of this
research is this that it provides an integrated approach that
simultaneously handles both detection and security, Which is
a strong foundation for future smart systems.
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