Botnet Command and Control Detection via
Network Flow Analysis
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Abstract—Botnet driven command and control channels have
become the most tenacious attack vectors in advance networks.
Detection tools using packet payloads or fixed signature databases
are always playing catch up, especially since the widespread
adoption of encrypted transport protocols. We explain a detection
framework based on a directed edge attributed graph model of
network traffic. The proposed scheme does not merge multiple
flows between a pair a hosts into a single summary edge but
instead retains each flow as a separate directed edge each of
which contains a complete feature vector includes duration,
byte counts packet rates, and protocol indicators. Then a multi
head Graph Neural Network with edge level attention is then
used and command and control flows from legitimate traffic is
employed. Testing across the CTU-13 and ISOT corpora yielded
a detection accuracy of 97.4 and an F1-score of 0.963, a margin of
3.8 percentage points above the strongest published comparison
method. These results suggest that structural graph level cues
embedded in botnet traffic contain information that cannot
exploited by per flow classifiers and that edge level safekeeping of
flow attributes is a key ingredient in recovering that information.

Index Terms—Botnet detection, command and control, net-
work flow analysis, graph neural network, edge-attributed graph,
encrypted traffic.

I. INTRODUCTION

Botnets remain a central place in the threat landscape.
A botnet operator controls hundreds and thousands of com-
promised machines through a command and control channel
issuing instructions that range from targeted credential theft to
large scale distributed denial of service floods. The command
and control channel is the botnet’s nerve centre it is also the
seam most likely to leak detectable information. sensing that
channel reliably across different types of botnet families and
under the right network conditions, remains an open research
problem despite years of sustained effort. Earliest practical
countermeasures relied on lists of known malicious IP ad-
dresses and domain names. Operators countered with domain
generation algorithms and fast flux domain name system.
Which generated new command and control endpoint faster
than any blacklist [8]. Signature based deep packet inspection
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followed and performed reasonably well against unencrypted
traffic but the steady shift of botnet communication toward
transport layer security made payload based rules largely in-
effective [5]. Flow level machine learning emerged as a logical
next step offering detection without access to the payload and
producing competitive results on benchmark datasets [7]. The
limit is conceptual per flow classifiers treat each connection
as an independent event ignoring the communication structure
that connect bots through a command controller. That structure
is exactly what graph based modeling is designed to achieve.
Representing network traffic as a graph with hosts as nodes
and flows as edges reveals command and control communi-
cation patterns more effectively than per flow data. Previous
graph based detectors typically aggregate all flows between
the same host pair into a one edge which saves memory
but destroys the per flow feature variance that distinguishes
command and control from benign traffic [11]. Having each
flow as its own directed edge with its own attribute vector
avoids this information loss while embedding each flow in
its structural context. This paper proposes a directed edge
attributed graph representation of network traffic that preserves
individual flow properties without aggregation.We design a
Graph Neural Network architecture with multi head edge level
attention that learns to distinguish command and control flows
from benign ones using both feature content and relational
structure. We analysis the framework on CTU-13 and ISOT
with cross validation and report a detailed ablation study.
Recent survey work combines large language models with
emerging approaches for graph-based intrusion detection [13]
and network threat intelligence [11] which provides broader
context for the contributions made here.

II. RELATED WORK

The botnet detection literature consists of three broad
methodological families each of which has informed the
design choices made in this paper.
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A. Rule-Based and Anomaly Detection Methods

Rule based systems such as Snort and Zeek use manually
curated signatures to flag known malicious patterns. They
remain important but cannot handle unseen forms of botnets.
BotHunter [6] extended the rule based paradigm by linking
intrusion detection system alerts to protocol layers creating a
more structured picture of the infection lifecycle. Anomaly
based detectors take a different approach they learn statis-
tical models of normal behaviour and flag deviations.From
Apruzzese et al. [2] showed that deep neural anomaly detectors
trained on flow-level features have been shown to be well
established across botnet families although high false positive
rates remain a practical concern. Federated learning schemes
have also been proposed so that multiple organisations can
jointly train a common anomaly model without exchanging
raw captures [12] a significant step toward deploying scalable
privacy protection.

B. Flow Level Machine Learning

A large body of work directly applies classical and deep
machine learning to per flow feature vectors extracted from
NetFlow and IPFIX records. Progressively growing trees and
random forests have established robust foundations that more
complex models often struggle to surpass by a wide margin
[1]. Classifier model based on long short term memory cap-
turing temporal ordering patterns within flow sequences that
are hidden from the bag of flows approaches [16]. Transformer
network security design have recently been adapted to classify
network traffic achieving gains on encrypted traffic bench-
marks where only header statistics are available [19]. Despite
these advances, the assumption of independence embedded in
all per flow methods limits their ability to take advantage of
the relational structure that characterizes command and control
communication. Hybrid approaches combin flow properties
with graph topology are an active research area whose promis-
ing results from 2025 begun to close the gap [13].

C. Graph Neural Network Approaches

Graph based intrusion detection has accelerated significantly
since the widespread adoption of graph neural network li-
braries. Lo et al. [11] applied the Graphsage framework to
IoT intrusion detection treating IP addresses as nodes and
neighbourhood aggregation improves detection over per flow
baselines. Graph Convolutional Network applied to network
flows have shown similar gains [20] . The work of Zhou
et al. is the closest published predecessor focus on graph
attention to intrusion detection and achieve robust results but
their construction encapsulate multiple flows between the same
host pair into a one edge, losing the diversity of per flow
features.Our reasoning is biased very recent work from 2025
and 2026 show that dynamic edge construction while retaining
per flow features can further improve detection latency and
accuracy [11] directions we intend to follow in our work.

III. PROPOSED METHOD

A. Problem Statement

Consider a set of network flows F' = {f1, fa,..., fu}
observed within a time window T.A flow f; identified by its
five tuple (source IP, destination IP, source port, destination
port, protocol) is associated with a feature vector z; € R
The task is binary classification: assign a label y; € {0,1} to
each flow, where 1 marks a C&C flow and 0 marks a benign
flow.

B. Graph Construction

For each window T we construct a directed graph G =
(V, E).Every unique IP address in the window becomes a
node in V.Every flow f — ¢ becomes a directed edge e — @
from source IP to destination IP taking x — ¢ as its vector.
When the same pair of hosts exchanges more than one flows,
each flow contributes its own edge. The attributes are not
averaged or merged. This design choice is intentional. The
difference in duration, byte counts, and time between repeated
flows between the same pair is itself a signal that Command
and control polling behaviour occurring and that benign bulk
transfers are not occurring. The 18 dimensional feature vector
x; covers the total flow duration forward and backward byte
totals, forward and backward packet counts, packet length
mean difference and maximum inter arrival time mean and
standard deviation active and idle time ratios, and average
bytes per packet and three-dimensional one hot encoding
of the transport protocol.All features are Z-score normalised
per window. Figure 1 shows the graph structure for a small
scenario. Multiple parallel edges between a bot and the C&C
server reflect the polling rhythm characteristic of Internet
Relay Chat based command and control while the lateral
movement between internal hosts appears as edges traversing
the internal address range.
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Fig. 1. Edge-Attributed Graph for Botnet C&C Network Flow Structure
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Fig. 2. EA-GNN Model Pipeline. The 18-dimensional flow vector is first encoded using a two-layer MLP encoder with ReLU activation and Batch
Normalization. The generated edge embeddings are then processed through two Graph Attention Network (GAT) layers with 8 attention heads. Finally,
the aggregated representation is passed through a sigmoid classifier to predict Command-and-Control (C&C) traffic probability.

C. Graph Neural Network Architecture

The model works in three stages. First, an edge encoder
maps each raw attribute vector x; to a latent edge embedding
h; € R'?® using a two-layer multilayer perceptron with Rec-
tified Linear Unit (ReLLU) activations and batch normalization
after each linear transformation.

Second, two stacked Graph Attention Network (GAT) layers
transmit messages over the edge graph. We define the neigh-
bourhood of an edge e; as the set of edges that share either
its source or destination node. Within each attention layer, the
contribution of a neighbouring edge e; to e; is weighted by:

a;; = softmax (LeakyReLU (a” [Wh;||Why]))

where W € R'28X128 and q are learned parameters, while
|| denotes vector concatenation. The first GAT layer uses eight
parallel attention heads whose outputs are concatenated to
produce a 512-dimensional representation. In the second GAT
layer, the attention heads are averaged instead of concatenated.
Residual connections are added around each GAT layer to
stabilize training.

Third, a linear projection of the final edge embedding
followed by sigmoid activation produces a scalar probability
score for each flow.

tikz
D. Training Details

We optimized the model using Adam with an initial learning
rate of 1072, A plateau scheduler halved the learning rate
whenever validation loss failed to improve for ten consecutive
epochs. Mini-batches were created by sampling 512 edges.
Since C&C flows constitute only 4-12% of the total traffic
depending on the scenario, we used focal loss [10] with a
focusing parameter v = 2, which minimizes false negatives
and concentrates the gradient signal on ambiguous flows.
Training was performed on a single NVIDIA A100 GPU and
converged in fewer than 50 epochs for each configuration
tested.

IV. EXPERIMENTAL EVALUATION
A. Datasets and Evaluation Protocol

Two datasets served as our primary evaluation benchmarks
criteria. The CTU-13 corpus [15] captures 13 distinct botnet

scenarios recorded on the CTU university network, Relay Chat
based Rbot and Neris bots with quite different command and
control styles Peer To Peer based Storm bot and the domain
generation algorithm Virut. The Information Security And
Objective Technology dataset [17] combines benign HTTP and
P2P sessions with Storm and Waledac botnet traffic. For each
dataset we used five fold cross validation. Stratification was
applied at the time window level so that no window in both
the training and test partitions contributed to the flow.

B. Baseline Comparsion

We compared our detector against five methods a Random
Forest trained on per flow based a gradient boosted trees classi-
fier an LSTM trained on temporally ordered flow sequences, a
graph convolutional network that aggregates flows into a single
edge per host pair and the graph Attention network based
intrusion detection system method of Zhou et al. [9]. Table 1
reports average performance across two corpora. Our method

TABLE 1
DETECTION RESULTS ON CTU-13 AND ISOT
Method Accuracy | Precision | Recall | F1-Score | FPR
Random Forest 93.1% 91.4% 89.7% 0.905 0.062
Gradient Boosted Trees 94.0% 92.8% 91.3% 0.920 0.054
LSTM (sequential) 93.6% 92.1% 90.8% 0.914 0.058
GCN (aggregated edges) 95.2% 94.1% 93.6% 0.938 0.041
GAT-IDS 93.6% 91.8% 92.4% 0.921 0.055
EA-GNN (ours) 97.4% 96.8% 95.9% 0.963 0.023

leads in every metric. The 2.2-point F'1 improvement over
the GCN baseline is instructive: the only structural difference
between the two models is that graph convolutional network
aggregated features per flow into a aggregated edge while
EA-GNN retains them individually. This difference provides a
direct empirical estimate of the information lost through edge
aggregation. The 2.3 false positive rate is also the lowest of
any tested method which matters operationally alert fatigue
is a documented contributor to detection damage in security
operations [18]

C. Per Family Detection Results

Detection quality varied predictably with communication
style. Rbot whose Internet Relay Chat heartbeat produces
metronomically regular short flows at fixed intervals, was the
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easiest family to detect (F'1 = 0.981). Monotonous behaved
similarly (F'1 = 0.968). Storm’s decentralised P2P structure
overlapping legitimate peer applications with illegitimate inter-
action times and traffic volumes produced the most civilized
like signature and the second lowest score. (F'1 = 0.944).
Virut domain generation algorithm based domain rotation was
the most challenging (F'1 = 0.921), consistent with earlier
findings that domain generation algorithm traffic is difficult to
classify from flow data alone without access to domain name
System query data.
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Fig. 3. *
Fig. 3: Per-Family F1I—Rbot: 0.981 | Neris: 0.968 | NSIS:
0.961 | Waledac: 0.955 | Storm: 0.944 | Virut: 0.921

D. Ablation Study

We constructed four progressively richer model variants
to isolate the contribution of each design decision. Variant
A uses a simple graph where all flows between a host pair
are averaged into a single edge. Variant B switches to edge
attributed representation but uses mean pooling instead of
attention. Variant C adds single-head attention. Variant D is
our full model with eight-head attention. Table 2 summarises
the results for CTU-13.

TABLE 11
ABLATION RESULTS (CTU-13)

Variant Accuracy | F1-Score | FPR
A: Simple graph + mean aggregation 94.8% 0.931 0.044
B: Edge-attributed + mean pooling 95.7% 0.944 0.037
C: Edge-attributed + single-head 96.5% 0.954 0.029
GAT

D: Edge-attributed + 8-head GAT 97.4% 0.963 0.023
(ours)

Eech step adds measurable value. The AS8B transition
switching from aggregated to per flow edges contributes +1.3
F1 points. The introducing of attention (BBC') adds another
+1.0. Expanding to eight heads (C8D) provides a final +0.9
points, suggesting that the model benefits from attending to
different structural patterns simultaneously rather than collaps-
ing neighbourhood information into a single attention stream.

V. LIMITATIONS AND FUTURE WORK

Three limitations deserve explicit discussion. Runtime and
scalability. Processing a 60-second window of roughly 50,000
flows takes approximately 340 ms on an A100 GPU, which is
fast enough for near real time monitoring. The same window
requires around 4.2 seconds on CPU, making CPU only de-
ployment impractical for inline blocking though still viable for
post hoc forensic analysis. Scaling high throughput backbone
links, where window sizes is an open engineering challenge.
The dynamic edge update approaches recently proposed in
may offer a path toward lower latency at scale. Conceptual
flow. Botnet operators update their Command And Control
communication strategies in response to detection pressure.
Our evaluation uses a fixed train test partition so that it does
not exhibit performance degradation when botnet behaviour
change after deployment. Continual learning methods for net-
work intrusion detection [14] are a natural starting point, and
online retraining strategies are a planned direction for future
work. Adversarial robustness. A well resourced adversary who
understands the model could craft command and control traffic
whose graph level structure mimics benign communication.
Recent theoretical and empirical work on adversarial attacks
against graph neural network in security contexts [3], [4]
provides a framework for thinking about this threat. Examining
systematic robustness in such situations is key priority for
follow up work.

VI. CONCLUSION

We present a botnet Command and Control detection
method that models network traffic as a directed, edge at-
tributed graph and uses multi head graph attention to clas-
sify individual flows. The central design decision consis-
tently group flow into a single aggregated edge rather than
maintaining each flow a separate edge with its own feature
vector. Instead of collapsing flows into a one aggregated edge
consistently produced measurable accuracy improvements over
aggregated edge baselines. On the CTU-13 and ISOT bench-
mark corpora, the proposed EA-GNN achieved 97.4 accuracy
and an Fl-score of 0.963, outperforming all five comparable
methods. An ablation study confirmed that per flow edge
preservation neighbourhood attention and multi head diversity
each contribute independently to the final result. Our future
work will be guided by three directions. First, incorporating
Domain Name System query logs as node level features will
allow the development of families of domain name generation
algorithms such as virut. Where current models are weakest.
Second an online learning variant is needed to maintain detec-
tion quality as botnet operators now adapt their strategies over
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time in a continuous learning framework learning frameworks
that embeds this domain [14]. Third a systematic adversarial
robustness test under graph level evasion attacks is necessary
before this method can be recommended for deployment in
high assurance environments an area where dedicated tools
are only beginning to appear [3], [4]
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