Hybrid Multi Layer Perceptron And XGBoost
Framework For Network Intrusion Detection System
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Abstract—Intrusion Detection System (IDS) has become one of
the keys to keeping the existing network infrastructures secure
against more developed cyber threats. Nevertheless, the difficulty
to properly identify different types of attacks in mass network
traffic is associated with the large dimensional feature space
and the large class imbalance of cybersecurity data. To address
these issues, this study will propose a hybrid intrusion detection
model, which combines deep feature learning and ensemble
classification. To be specific, Multilayer Perceptron (MLP) which
is a subdivision of TensorFlow Keras is used to automatically
acquire high level representations on network traffic data by
using fully connected layer with batch normalization and drop
out regularization. These deep features obtained are then used
with the original normalized features to compose an enriched
feature set that are then used to train an Extreme Gradient
Boosting (XGBoost) classifier to eventually give the classification
of attacks. The proposed model is evaluated on CIC-UNSW-
NB15 augmented dataset, consisting of ten classes of normal
and malicious traffic. Accuracy and Fl-score provided by the
experimental results are 92.32% and 0.927 with weights that
shows strong performance under imbalanced classes. These
results suggest that a hybrid approach comprising the MLP-
based deep features extraction and the XGBoost can be viewed
as an effective and scalable tool to be used in the modern network
intrusion detection systems.

Index Terms—Intrusion Detection System (IDS), Multilayer
Perceptron (MLP), Deep Feature Learning, XGBoost, Network
Security, CIC-UNSW-NB15 Dataset.

I. INTRODUCTION

Some of the roles in which computer networks are useful in
the modern digitally integrated world are cloud computing, e-
banking, communications infrastructures and large-scale data
exchange. As the use of internet based systems continues to
increase,network traffic has been greatly exposing the systems
to many cyber threats. Services can be affected and sensitive
data can be stolen by denial-of-service (DoS) attacks, worms,
backdoors, exploits, and other advanced attacks that cost
organizations large amounts of money. As a result, Intrusion
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Detection Systems (IDS) have come to be a key element of
contemporary cybersecurity environments. [1]

This study suggests a composite intrusion detection system,
which combines a Multilayer Perceptron (MLP), developed
with the help of the TensorFlow Keras library and an Extreme
Gradient Boosting (XGBoost) classifier [2].Conventional IDS
systems are mostly signature-based, which is based on prede-
fined attack pattern to detect malicious actions [3]. High level
feature representations of network traffic data are obtained
by the MLP, which is a sequence of fully connected lay-
ers, regularized with batch normalization and dropout. These
learned deep features are then added to the original normalized
features to create a rich feature set. The resulting feature
representation is then trained with XGBoost classifier to make
ultimate attack detection. [4]

The proposed model is evaluated using the CIC-UNSW-
NB15 augmented dataset, an enhanced version of the UNSW-
NB15 dataset that combines original network traffic fea-
tures with additional flow-based features generated using CI-
CFlowMeter. The dataset contains ten classes of normal and
malicious network activities suitable for multi-class intrusion
detection. [5]. The model has been proven to have an accuracy
of 92.32% and a weighted F1-score of 0.927, which highlights
the success of the MLP-based deep feature extraction and
ensemble learning combination in network intrusion detection.

II. LITERATURE REVIEW

Network Intrusion Detection System (NIDS) have under-
gone a phenomenal revolution compared to their early versions
which were rule-based with expert systems that analyzed
network traffic patterns using predefined attack signatures. As
computational capacities increase and larger data sets become
accessible, machine learning techniques including Random
Forests, Decision Trees and Support Vector Machines have
been shown to effectively detect malicious behavior in network
traffic by extracting complex connections between variables
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within network datasets [6]. Nonetheless, these techniques are
often characterized by high false positive rate and lack of
extrapolation to novel patterns of attack.

In recent years, there have been some developments focus-
ing on neural network-based methods, and specifically Multi-
layer Perceptrons (MLPs) which are most appropriate when
dealing with structured and tabular intrusion detection sys-
tems.Unlike convolutional or recurrent neural networks, MLPs
rely on fully connected layers to learn non-linear relationships
between input features in structured datasets such as UNSW-
NB15 and CIC- IDS-2017.While these complex architectural
designs are not required for MLPs, they are still capable of
achieving high level feature interactions.Research has shown
that MLPs can perform competitively , especially in hybrid
frameworks with other machine learning techniques optimized
as an MLP model [7], [8].

The important aspect of preprocessing involves feature
selection, which is both a vital step towards enhancing model
efficiency and performance. Such hybrid feature selection
algorithms are able to combine filter methods like Information
Gain and correlation analysis, with wrapper methods like
Recursive Feature Elimination, to minimize dimensionality
and maintain discriminative information [9]. Empirical exper-
iments show that feature selection can be effectively used to
cut feature sets by 40-50 percent and preserve or potentially
even enhance classification accuracy, which is especially ad-
vantageous with models based on MLP.

A considerable amount of research has been undertaken
on hybrid and ensemble methods for improving the detec-
tion performance and generalization.Specifically, MLP can be
combined with gradient boosting models like XGBoost, which
have the benefits of both the MLP and XGBoost as it handles
complex non-linear feature interactions, whereas XGBoost can
serve as a strong decision boundary and process structured
data efficiently. The hybrid architectures have shown better
generalization and detection performance than one model ap-
proaches in complex and high-dimensional intrusion detection
scenarios.

Class imbalance is still a significant issue in intrusion
detection as the proportion of benign traffic is typically high
in actual network traffic.Traditional machine learning and
neural network models work best with the majority class
and therefore have low detection rates of the minority attack
classes. [10] Synthetic oversampling, cost-sensitive learning
decomposed into class weights, and ensemble methods are
techniques suggested to deal with this challenge. Also, recent
studies have stressed the susceptibility of learning-based NIDS
to adversarial attacks, which underlines the necessity of strong
training mechanisms that can effectively defend against attacks
and provide mitigation strategies when attacks occur [11] ,
[12].

In recent years, promising methods for the architectures
of NIDS have relied on Transformer-based models which
are capable of modeling long-range dependence with the use
of multi-head self-attention mechanisms. The self-attention
mechanisms, however, have an (’)(n2) complexity which

makes the modelling of the temporal dependency too expen-
sive for real-time deployment.The hybrid models of Autoen-
coder and XGBoost are trained to learn latent representations
and reconstruction based anomaly scores for detection of intru-
sions. However, they frequently have restrictive performance
capabilities in multi-class classification problems. Likewise,
CNN-LSTM architectures are effective at learning spatio-
temporal patterns in packet sequences, not ideal for flow-
level tabular data as they have recurrent bottlenecks. Graph
Neural Networks (GNNs) are used to model the topologies of
host interactions for botnet and lateral-movement detection.
Computational overhead and latency are however an issue
for constructing graphs online, creating real-time deploy-
ment difficult. The proposed MLP-XGBoost framework is able
to achieve comparable detection accuracy with significantly
lower the computational requirements than these alternative
paradigms [13]. A quantitative comparison of the computa-
tional overhead is given in Table II.

III. METHODOLOGY

This study proposes a hybrid intrusion detection system
that combines a Multilayer Perceptron (MLP) as a deep
feature extractor with an XGBoost classifier. The proposed
framework is designed to effectively address the challenges
associated with high-dimensional and imbalanced network
traffic data. Furthermore, deep learning and ensemble-based
methods demonstrated strong performance on structured cy-
bersecurity datasets, combining the strengths of representation
learning with powerful classification [14], [15].Hybrid models
have emerged as strong alternatives to conventional intrusion
detection techniques because of their ability to extract deep
latent features, along with their capacity to efficiently handle
ensemble learning.

The proposed framework is trained and evaluated using the
CIC-UNSW-NB15 augmented dataset [15].The MLP learns
meaningful latent representations of network traffic from the
input features [16].These learned representations are then con-
catenated with the original normalized features and supplied
to the XGBoost classifier, which classifies the attacks.

A. Dataset Acquisition

The experiments were conducted using the CIC-UNSW-
NB15 augmented dataset, an enhanced version of UNSW-
NB15 that integrates original traffic features with addi-
tional flow-based features extracted using CICFlowMeter. The
dataset consists of benign traffic and the different categories
of attack, such as Fuzzers, DoS, Exploits, Generic, Recon-
naissance, and Worms, that can benefit multi-class intrusion
detection tasks.

B. Data Preprocessing
Several preprocessing steps were applied to ensure data
consistency and improve model performance:

« Numerical features were selected only to fit into machine
learning and deep learning models as per compatibility.
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e Missing and invalid values were properly managed to
prevent data from becoming corrupt.

o To enhance the convergence and training stability of the
neural network, the distributions of the features were
normalized using the StandardScaler algorithm.

o To maintain class distribution, stratified sampling with an
80/20 ratio was used to divide the dataset into a training
and testing set.

The aim of these preprocessing steps is to ensure the
input data is clean, normalized, and ready for effective model
training.

C. Feature Extraction

The preprocessed network traffic data is used to learn high-
level representations by using a Multi-Layer Perceptron (MLP)
as a feature extractor [17]. MLPs are suitable for tabular intru-
sion detection data, since they can capture complex non-linear
relationships among traffic attributes that are hard to model
using conventional machine learning techniques [18].The MLP
architecture proposed has a total of 512, 256 and 128 neurons
in the fully connected dense layers, respectively. Non-linearity
and capability to learn features through different layers is
achieved using ReLU as the activation function for each
activation hidden layer. The hidden layers are followed by
a batch normalization to stabilize and accelerate the training
process, and dropout is added as a regularization term to
prevent overfitting and boost the generalization ability. The
final hidden layer called features, produces a 128 dimensional
latent feature embedding that represent abstract patterns of
traffic behaviour.

After training, the extracted deep features are concatenated
with the original normalized input features using horizontal
feature stacking to form an enriched feature representation.
As the original input has 155 features, the final feature vector
is 283 dimensions (155 + 128). This representation combines
both of them to use the original statistical traffic features
and automatically learned deep latent features to boost the
intrusion detection performance of the XGBoost classifier. The
choice of embedding size, n = 128, was determined to ensure
that the embedding space was adequate in size to capture
meaningful features of the signal, yet not too large to cause
overfitting or computational inefficiency.

D. Model Architecture

The proposed hybrid architecture is combination of MLP
with deeply feature-extracting and XGBoost with ensemble-
based feature-classification
* Deep Feature Extraction using MLP:

The MLP architecture has connected 512, 256 and 128 layer
of neurons in full. ReLU activation is applied to each of the
layers with the use of a dropout regularization and a batch
normalization [19].The network is trained using the Adam
optimizer that is a good stochastic optimization of the deep
learning models that are constituted by the network under
training on the network evidences. It ends with the last hidden

layer to give rise to a concise feature embedding, indicative
of network traffic behavior.
* XGBoost Classification:

The deep features obtained are concatenated with their input
normalized features and supplied into XGBoost classifier [14],
[16]. XGBoost is an ideal implementation of gradient boosting,
which complies with the structured data and has proven to be
of great value in the classification. To improve generalization,
the classifier is set with a variety of estimators, regulated tree
depth, learning rate and regularization parameters. Gradient
boosting enables the model to continually bring down the error
rate of classification and improve strength.

As a solution to class imbalance, the use of class weighting
methods can systematically allocate more attention to minority
ones, leading to better detection results on rare attack types.
The proposed system has a hybrid intrusion detection pipeline
which follows as shown in Fig. 1.

1. Raw Dataset
CIC UNSW-NBI15 Augmented

I

2. Data Preprocessing
Cleaning, Encoding,
Handling Missing Values, Scaling

I

3. Train—Test Split
Stratified Split
80% Training / 20% Testing

I

4. MLP (Multilayer Perceptron)
Feature Extractor

Fully Connected Layers
(512 — 256 — 128 — 128)
ReLU Activation
Batch Normalization
Dropout Regularization

l

5. Feature Extraction

Extract Deep Features
(128-Dimensional)

l

6. Concatenate
Deep Features
+
Original Features

Original
Features

Deep
Features

Gradient Boosted Decision Trees
with Class Weighting

l

‘ 8. Output Results ’

7. XGBoost Classifier J

Per-Class Accuracy, Fl-Score,
Confusion Matrix

Fig. 1. Proposed Hybrid MLP-XGBoost Architecture Flowchart

E. Class Imbalance Handling

The inverse of the frequency class weight is calculated as
wy = N/(K - Ni), where N is the total training sample set
is the set of samples and N is the number of samples in
each class k.These weights rescale the gradient contribution
of each sample during XGBoost training, equivalent to the
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weighted loss: £ = — )" wy, logp(y; | x;). SMOTE gen-
erates synthetic minority samples via linear interpolation but
introduces noise in the high-dimensional sparse feature space
of the NIDS data. Focal loss uses an exponential modulating
factor via (1 — p;)” but does not resolve feature-space over-
lap between minority attacks and benign traffic.Cost-sensitive
misclassification cost matrices need to be specified by experts
to allow learning, and which are hard to adjust across the 10
attack classes.The class weighting preserves the original data
and the architecture is simple.

IV. EXPERIMENTS AND RESULTS

This section presents a comprehensive evaluation of the
proposed hybrid intrusion detection system [20], which uses a
feature extractor based on a Multilayer Perceptron (MLP) and
a classifier based on the XGBoost algorithm. We used the CIC-
UNSW-NBI15 dataset for evaluation, not only to assess the
overall classification accuracy of the model but also to measure
its effectiveness in detecting different attack categories and
under class imbalances.

A. Experimental Setup

The CIC-UNSW-NB15 dataset is chosen as it offers a realis-
tic representation of contemporary network traffic, with a mix
of different attack categories (Fuzzers, Analysis, Backdoors,
DoS, Exploits, Generic, Reconnaissance, Shellcode, Worms)
and normal traffic.The data is preprocessed before training
to ensure consistency and enhance learning. The numerical
features are chosen for analysis, and missing, undefined and
infinite values are set to zero [21]. The features are normalized
using Z-score normalization via StandardScaler to stabilize
training in the MLP feature extraction layer [22]. In order to
maintain class balance during evaluation, the dataset is split
into 80% training and 20% testing sets using a stratified split.
Class weights are calculated to compensate for class imbalance
and are applied during training to achieve better training for
under-represented attack classes.

The proposed system is a hybrid approach. Normalized
network traffic data are initially processed by a Multilayer
Perceptron (MLP) to extract deep features. The MLP is
composed of several dense layers with batch normalization
and dropout regularization [23]. These deep features are then
joined with the original normalized features and fed into the
XGBoost classifier for detecting the attacks. The XGBoost
classifier uses 150 boosting iterations with a learning rate of
0.06, the maximum tree depth of 12 and the sub sampling of
0.8 on both the data and features. These values are chosen to
balance between accuracy and efficiency.

B. Overall Performance

The accuracy of the hybrid model on the test set is 92.32%
with the weighted Fl-score equals to 0.9270 and macro F1-
score equals to 0.561.The high weight in the F1-score suggest
that the overall accuracy of most of the majority classes is
high compared to the overall accuracy which is much lower
in the macro F1-score which is indicative of the low accuracy

TABLE I
EXECUTION SUMMARY UNDER EXPERIMENTAL SETUP

Metric Value
Test Accuracy 0.9232
Weighted F1 Score 0.9270
Macro F1 Score 0.5617
MLP Training Epochs 20
XGBoost Rounds 150
Best Test Loss 0.2475
Execution Time 29.9 min

of the model in responding to most of the minority attacks.
This difference indicates the current imbalance between the
classes and suggests the difficulty to balance the performance
of the detection model to all kinds of attacks.

C. Per-Class Analysis

The individual class performance reveals that the model
performs well for the attack classes that are highly frequent,
Eg: Denial of Service and Generic attack, and it is very
accurate since it has the most distinct and consistent patterns.
However, average performance is observed in classes such
as Fuzzers and Backdoors, whose patterns are less defined
and consistent. The lowest accuracy is seen in classes like
Analysis, Exploits, Reconnaissance and Shellcode. The attacks
in these classes have distinct but subtle features and are more
likely to be mixed with benign traffic.

There is no direct relationship between class sizes and their
performance. For example, the accuracy of the Worms class is
not too low despite the low number of samples, showing that
the discrimination strength of the features extracted is more
important than the number of samples. These findings confirm
that while this model can be used to capture the main pattern
of attacks, it is not strong with respect to rare and stealthy
attacks.

Per-Class Accuracy (Overall: 92.32%)
7%

Fig. 2. Per-class accuracy of the proposed model

D. Confusion Matrix Insights

The confusion matrix in Fig. 3 illustrates that the proposed
model has a good performance for majority classes (e.g.,
Denial of Service and Generic attacks) due to their higher
representation and clearly different traffic characteristics. In
contrast, there is some considerable misclassification for mi-
nority attack types such as Analysis, Reconnaissance, Shell-
code, and Exploits, which are often mistaken for Normal and
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Generic traffic. This means subtle attack behaviors are hard to
detect in an imbalanced network traffic data.

Confusion Matrix (Accuracy: 92.32%)
Normal - 4229 505 310 115 12 151 741 21 29 77
Fuzzers- 226 2459 33 10 7 95 500 4 12 1
Analysis - 290 51 320 28 3 61 116 0 5 20
Backdoors - 61 2 18 687 3 27 92 3 6 4

70074 101 1040 7 7 54

Exploits - 36 a4 4 7 0 218 108 1 2 0

Dos- 113 213 38 19

Actual

Generic - 241 433 83 84 30 401 4597 28 20 6
Reconnaissance - 4 7 0 o 0 3 11 24 0 0
Shellcode - 10 10 1 0 1 9 18 1 40 0
Worms - 16 [ 3 o 0 1 1 0 0 56
o 5,' \o\o‘
< %
Predicted

Fig. 3.
classes.

Confusion matrix showing classification performance across all

The confusion on the minority classes is similar to the
lower score obtained by macro Fl-score (0.562) than the
weighted F1-score (0.927). Class weighting increases the over-
all classification accuracy, but the accuracy of minority classes
is still relatively low. These findings suggest that additional
imbalance handling strategies and more discriminative feature
learning techniques may further improve the detection of rare
and stealthy attacks.

E. XGBoost Training Accuracy Analysis

The training accuracy and test accuracy of the XGBoost
classifier on each boosting round are plotted in Fig 4. The
curves were directly extracted from the evaluation metrics
measured during the training of the model, without any
smoothing or post processing that can be done, and on the
same pipeline used to produce the final experiments. The im-
provement is gradual for both curves as incrementing increases
suggesting the presence of effective learning from the more
informative feature representation created by the MLP feature
extractor.

XGBoost Training Accuracy Progression

Accuracy (%)

20 — Train Accuracy
—— Test Accuracy
—— Final Accuracy: 92.32%

0 20 40 60 80 100 120 140
Boosting Rounds

Fig. 4. XGBoost training and testing accuracy across boosting rounds

The training accuracy gradually increases and reaches satu-
ration at more boosting rounds, and the testing accuracy nears
92.32% at higher boosting rounds. The difference between
training and testing errors is relatively small, indicating that
the proposed hybrid framework has a reasonable generalization
with minimal overfitting under the tested hyper-parameters
setting.

F. XGBoost Training and Validation Loss Analysis

The training and testing log-loss values during training of
XGBoost for boosting rounds can be seen in Fig 5. The
curves were directly derived through the training process
via the evaluation metrics calculated in each iteration. The
training loss and testing loss continue to drop over iterations
as boosting progresses, and the training loss and testing loss
appear stable and separation between the benign and malicious
traffic classes improves with every iteration.

XGBoost Training & Test Loss

—— Train Loss
—— Test Loss

0 20 40 60 80 100 120 140
Boosting Rounds

Fig. 5. XGBoost training and testing loss across boosting rounds

Although the training loss remains lower than the testing
loss throughout training, the difference between the curves
remains moderate, indicating controlled overfitting behavior.
As the loss curves converge gradually, the proposed hybrid
MLP-XGBoost framework is shown to have stable learning
dynamics for the chosen learning rate and boosting configu-
ration.

G. Comparison with Advanced Architectures

The proposed framework is compared with four advanced
intrusion detection paradigms which are summarized in Ta-
ble II. The computation intensity of transformer-based IDS
models is as high as O(n?) because of self-attention mech-
anisms, and it takes more than 20 ms for an inference to
be performed for a single sample, which makes it difficult
to use this approach in real-world applications.AE-XGBoost
invokes a similar hybrid learning strategy and focuses on
the reconstruction-based anomaly detection.However, it has
not been studied extensively for multi-class classification, due
to the lack of discriminating loss optimization. In the same
way, CNN-LSTM architectures successfully model the spatio-
temporal relationships among packets, but fail to appropriately
handle aggregated tabular features, like those in the CIC-
UNSW-NBI15 dataset, at the flow-level.Graph Neural Network
(GNN)-based methods can model topology level anomalies or
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TABLE 11
COMPARISON OF IDS ARCHITECTURES

Architecture Acc. (%) Complexity Latency
Transformer-IDS 93-96 O(n?d) >20ms
AE-XGBoost 89-93 O(e-d?) ~10ms
CNN-LSTM 91-95  O(Lkd+Th?) >15ms
GNN-IDS 92-96 O(|€]d) >50ms
MLP-XGBoost (Ours)  92.32 O(Ld?) <5ms

interactions between hosts, which some of the traditional per-
flow classifiers are unable to capture. The computational cost
of online graph construction is however higher (typically ¢
50ms) and poses a constraint for real-time IDS deployment in
practice.

In contrast, the proposed MLP-XGBoost framework pro-
vides a classification accuracy of 92.32% with less inference
latency (under 5Sms per sample). Thus, the suggested method
offers a Pareto optimal trade-off between detection capability
and computation efficiency in tabular multi-class intrusion
detection.

V. CONCLUSION AND FUTURE WORK

In this paper, a hybrid approach for intrusion detection was
proposed, which combines a Multilayer Perceptron (MLP) to
learn deep features with XGBoost to classify network attacks.
The use of both learned latent features and engineered features
allowed the model to effectively learn complex non-linear
patterns in high-dimensional network data. The results on
the CIC-UNSW-NBI15 dataset show that the proposed method
performs well overall (accuracy of 92.32% and weighted F1-
score of 0.927), which suggests the effectiveness of the method
in learning the major classes of traffic and its ability to gen-
eralize.However, the macro-averaged evaluation metrics and
class-based metrics show a weakness for detecting minority
and stealthy attack classes, which can be explained by the
imbalanced distribution of traffic classes and the overlap-
ping feature representations. However, the hybrid framework
demonstrates enhanced performance over conventional single-
model approaches through the combination of deep feature
learning learning and gradient boosting-based classification.

Future research will address minority class detection by
exploring novel imbalance handling methods such as focal
loss, data augmentation and cost-sensitive learning, and more
effective feature learning frameworks to enhance detection
performance in practice.
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