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Abstract—Malware detection has become an increasingly dif-
ficult learning problem because modern malicious software is
intentionally shaped to evade fixed signatures, conceal structural
indicators, and delay harmful behavior until favorable operating
conditions are observed. This article presents a hybrid static-
behavioral framework that integrates two complementary ev-
idential views: structural properties obtained without running
an executable and behavior-level observations collected inside
a controlled analysis environment. The structural branch uses
an XGBoost classifier, whereas the behavioral branch uses a
Random Forest classifier optimized for heterogeneous system-
event evidence. A class-balance correction strategy is applied
only within the development subset, and a transparent stacked
decision layer combines the calibrated confidence scores of the
two branches. The study is motivated by the severe imbalance
observed in realistic malware records and by the inadequacy of
raw accuracy as a single performance indicator. The available
behavioral corpus contains 43,876 labeled records with 108
attributes and an imbalance ratio of approximately 39.66:1 in
favor of malicious records. Evaluation is therefore reported
through accuracy, balanced accuracy, precision, recall, F1-score
and Matthew’s correlation coefficient. The proposed hybrid de-
cision achieves a balanced accuracy of 0.95 and an MCC of 0.90,
outperforming single-view alternatives in the most distribution-
sensitive measures. The findings indicate that complementary
evidence fusion, strict separation between development and hold-
out data, and multi-metric assessment provide a more reliable
basis for malware detection than any isolated static or behavioral
perspective.

Index Terms—Malware detection, static analysis, behavioral
analysis, ensemble learning, class imbalance, SMOTE, stacked
decision fusion, Matthew’s correlation coefficient, cyber threat
detection.

I. INTRODUCTION

Malware defense is now at a point where detection quality
cannot be judged by whether a system detects threats it has
seen before. Attackers frequently modify malware to avoid

detection. The consequence is a widening gap between fixed
pattern recognition and the adaptive character of contemporary
malicious software. AV-TEST reports that more than 450,000
new malicious and potentially unwanted items are registered
each day, while Microsoft reports that its defensive ecosystem
observes more than 600 million cyber criminal and nation-state
attacks every day [1]. The central hypothesis of this study
is that a detector can be made more robust when structural
and behavioral evidence are treated as complementary rather
than competing views. The framework combines static and
behavioral evidence using stacked decision fusion. Malware

Fig. 1. Conceptual architecture of the proposed static-behavioral malware
detection framework.
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datasets are often highly imbalanced. In the behavioral records
used for this study, malicious labels account for 97.54% of
the observations, leaving only 2.46% benign records. For
this reason, the paper emphasizes balanced accuracy and
Matthews’ correlation coefficient (MCC) alongside precision,
recall, F1-score, and ordinary accuracy. The contributions of
this paper are fourfold. First, it presents a hybrid static-
behavioral framework that integrates structural and observed-
behavior evidence through stacked decision fusion. Second, it
addresses the class imbalance problem by restricting synthetic
minority enrichment to the development subset and keeping
the holdout subset untouched. Third, the framework employs
class-sensitive evaluation metrics, including balanced accuracy
and Matthews Correlation Coefficient (MCC), to provide a
more reliable assessment under severe class imbalance.

Fourth, the proposed stacked decision fusion mechanism
combines structural and behavioral confidence scores to im-
prove robustness while maintaining model interpretability.

II. RELATED WORK

A. Static evidence for malware discrimination Research on
malware showed that the structure of a program contains
signals that can help tell if it is good or bad. Schultz and
others found that you can use metadata and symbols to figure
out if a program’s malicious or not. The thing that makes static
analysis work well is also what makes it weak. Someone can
change the outside of a program without messing up what it is
supposed to do. Packing and obfuscation can hide information
and disrupt the normal structure of a program.

Behavioral evidence and controlled observation Behavioral
analysis looks at what a program does not what it looks like.
Bayer and others developed a way to group programs based
on how they behave even if they look different on the surface.
Rieck and others found that you can use behavior profiles
to classify programs even if they are from different families.
Behavioral evidence is especially useful against obfuscation
because malicious programs usually need to interact with the
environment to do their job. C. Ensemble learning, feature
fusion, and recent hybrid studies Some machine learning
methods, like tree-based ensembles, are good at handling types
of data and noisy measurements. Breiman introduced Random
Forests, which combine decision trees to reduce variance.
Chen and Guestrin introduced XGBoost, which improves per-
formance by adding trees and controlling complexity. Recent
studies have shown that combining behavioral evidence can
improve detection performance. Torres and others presented
a behavior-focused approach that emphasized the need for
feature engineering. Mimura and Kanno proposed a model
that combined surface-analysis features and beg, and oth-
ers introduced a hybrid design that used autoencoders and
advanced learning components. Rabadi and others presented
FETA, an approach that combines static and dynamic evi-
dence and reported strong detection performance. Although
previous studies have demonstrated the effectiveness of static
analysis, dynamic analysis, and hybrid malware detection
frameworks, several limitations remain. Many approaches

primarily focus on overall accuracy while providing lim-
ited discussion regarding class imbalance, balanced accuracy,
and Matthews Correlation Coefficient (MCC). Furthermore,
some hybrid frameworks employ complex architectures that
increase computational cost and reduce interpretability. These
limitations motivate the development of the proposed hybrid
framework, which emphasizes transparent decision fusion and
class-sensitive evaluation.

TABLE I
BEHAVIORAL EVIDENCE RECORDS USED FOR EMPIRICAL VALIDATION

Partition Records Attrs. Benign Malicious M:B ratio
Full behavioral corpus 43,876 108 1,079 42,797 39.66:1
Development subset 35,100 108 863 34,237 39.67:1
Holdout subset 8,776 108 216 8,560 39.63:1

Fig. 2. Class distribution across the available behavioral corpus and evaluation
partitions.

Xs ∈ Rn×ds , Xb ∈ Rn×db , yi ∈ {0, 1} (1)

A. Problem statement

Given paired structural and behavioral evidence, the prob-
lem is to construct a two-class malware detector that satisfies
three requirements. First, it must exploit complementary in-
formation rather than collapse all observations into a single
undifferentiated representation. Second, it must account for
class imbalance without contaminating the holdout subset.

Xs ∈ Rn×ds , Xb ∈ Rn×db , yi ∈ {0, 1} (2)

ps = Ms(xs), pb = Mb(xb), z = [ps, pb] (3)

ph = σ(β0 + β1ps + β2pb) (4)

ŷ =

{
1, when ph ≥ τ

0, otherwise
(5)
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III. PROPOSED METHODOLOGY

A. Dataset Description

The proposed framework utilizes both static and dynamic
malware datasets obtained from publicly available sources.
Static malware analysis was performed using PE-file structural
features collected from the EMBER dataset and publicly avail-
able Kaggle malware repositories. These features include exe-
cutable metadata, imported APIs, section information, entropy
statistics, and structural attributes. For behavioral analysis, a
dynamic malware dataset containing 43,876 execution records
and 108 behavioral features was utilized. The dataset includes
file-system activities, registry interactions, process behavior,
and network-related events collected from controlled malware
execution environments.

B. The Structural Branch

The structural branch uses the XGBoost algorithm for
static malware feature classification. The information about
the executables is in a table format and has types of data. The
structural branch works best when the executable has patterns
in its metadata or has unusual combinations of sections,
entropy and imported resources.

XGBoost was selected for structural malware analysis be-
cause it effectively handles heterogeneous tabular features,
captures nonlinear relationships, and provides strong predictive
performance on PE-file metadata and structural attributes.

C. The Behavioral Branch

The behavioral branch uses a Random Forest classifier for
behavioral feature analysis. This branch is designed to find
patterns like how much the file system is used, how the registry
interacts with what the process is doing and how the network
is used.

Random Forest was selected for behavioral analysis due to
its robustness against noisy behavioral events, resistance to
overfitting, and ability to model complex interactions among
dynamic system activities.

D. Class-Balance Correction

The data that is used has an imbalance between the classes.
If a detector is trained on this data without any changes,
it might favor the majority class much and still seem very
accurate. To reduce this effect the minority class is enriched
with data but only in the development set. The test set remains
unchanged, which means it still gives an idea of how well the
model will work in general. The enrichment process is based
on the SMOTE principle.

xnew = xi + λ(xj − xi), 0 ≤ λ ≤ 1 (6)

IR =
Nmajority

Nminority
(7)

E. Stacked decision fusion

The fusion layer receives only the confidence scores of the
structural and behavioral branches. This design deliberately
avoids unnecessary complexity at the final stage. A small
fusion vector reduces the risk of overfitting, and the resulting
coefficients provide an interpretable view of how the two
evidence views contribute to the final decision.

TABLE II
ANALYTICAL COMPONENTS OF THE PROPOSED FRAMEWORK

Component Technique Role in the framework
Structural branch XGBoost classifier Captures nonlinear relationships among static

executable attributes.

Behavioral branch Random Forest classifier Aggregates heterogeneous observed-behavior
patterns with variance reduction.

Balance stage SMOTE-style minority
enrichment

Reduces class dominance only inside the devel-
opment subset.

Fusion stage Logistic stacked decision
layer

Combines confidence with auditable final score.

Assessment Multi-metric holdout
evaluation

Reports class-sensitive evidence beyond ordi-
nary accuracy.

IV. FEATURE REPRESENTATION AND EVIDENCE
SEMANTICS

A. Structural Evidence Semantics

It makes sense to use structural evidence since such data
is gathered before a suspicious executable becomes active.
Such kind of data is characterized by the structure of ob-
jects under analysis. In our case, structural evidence can be
perceived as a compact representation of an executable file’s
architecture, instead of an indication of intentions. The header
values, the organization of sections, entropy-based statistics,
imported resources information and some other size-based
metrics are used to form structural signatures. It is important
to note that both harmless program and malicious ones are
valid executables. Nevertheless, the distribution of structural
features might be very different.

B. Behavioral evidence semantics

The advantage of behavioral evidence comes from its con-
nection with intentionality. Indeed, a malicious sample may be
able to masquerade, but it will almost certainly seek to interact
with the file system, registry, process environment, credentials,
and the network to achieve its purpose.

C. Evidence complementarity

Complementarity is the main design principle. Structural
evidence is accessible early and at a low cost but can be
disguised. Behavioral evidence is closer to intent but can be
incomplete. Thus, the two perspectives fail in different ways.
A packed executable may complicate structural interpretation
but still show suspicious behavior. A dormant executable may
exhibit limited behavior but still display unusual structural
organization.
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V. EVALUATION PROTOCOL

A. Holdout-centered validation

Evaluation is performed using a holdout set that is inde-
pendent of the development set. This becomes particularly
significant if class-balance correction is applied. The holdout
set maintains the imbalance and offers a tougher perspective on
the performance of detection systems. Enrichment, threshold
optimization, or calibration should be done prior to the holdout
evaluation phase.

B. Metrics

A detector with high ordinary accuracy may still perform
poorly in terms of MCC due to its inconsistent performance
in the confusion matrix. The difference is important for
cybersecurity activities, as a low score on either side means
that the system will be vulnerable to cyber threats and false
alarm.

Accuracy =
TP + TN

TP + TN + FP + FN
(8)

Balanced Accuracy =
1

2

[
TP

TP + FN
+

TN

TN + FP

]
(9)

Precision =
TP

TP + FP
(10)

Recall =
TP

TP + FN
(11)

F1 =
2 · Precision · Recall
Precision + Recall

(12)

MCC =
TP · TN − FP · FN√

(TP + FP )(TP + FN)(TN + FP )(TN + FN)
(13)

TABLE III
EVALUATION METRICS AND THEIR SECURITY

INTERPRETATION

Metric Primary meaning Operational interpretation
Accuracy Overall correctness Can be inflated by majority domi-

nance.

Balanced
accuracy

Meaning class-wise recall Primary metric under imbalance.

Precision Reliability of positive
alerts

Relevant to analyst workload.

Recall Coverage of malicious
records

Relevant to missed-threat risk.

F1-score Precision-recall
compromise

Useful when both alert quality and
coverage matter.

MCC Whole-matrix correlation Robust summary under class imbal-
ance.

TABLE IV
REFERENCE LEARNER PERFORMANCE

Model Accuracy Balanced Acc. MCC
Random Forest 0.90 0.88 0.75

Support Vector Machine 0.64 0.62 0.30

Logistic Regression 0.63 0.61 0.28

VI. EXPERIMENTAL RESULTS

A. Reference learner comparison

The reference comparison compares three traditional learn-
ing methods: Random Forest, Support Vector Machine, and
Logistic Regression. Such models help to build up a baseline
perception of the complexity of the task prior to considering
the hybrid framework. The performance of the Random Forest
reference is significantly higher than the performance of both
the linear reference learner and the margin-based reference
learner, suggesting that non-linear relationships matter in the
evidence space.

At the same time, Support Vector Machine and Logistic
Regression references demonstrate lower accuracy, balanced
accuracy, and MCC. Such findings support the prediction that
the separation between benign and malicious software cannot
be done by simple linear functions. Furthermore, the reference
comparison highlights the need to measure the metrics of
interest in terms of MCC and balanced accuracy.

B. Proposed configurations

Table V compares four methods: the branch, the behavioral
branch, the hybrid decision and a simple reference. The struc-
tural gradient boosting branch performs well with accuracy,
balanced accuracy, precision and recall all at 0.94 and an
MCC score of 0.88. This shows that structural information
still provides insights even if it can be tricky to understand.

The behavioral forest ensemble has an ordinary accuracy of
0.98 but its balanced accuracy is lower at 0.86. This difference
highlights a problem with accuracy which can hide issues
when one class is much more common than the others.

The large difference between ordinary accuracy (0.98)
and balanced accuracy (0.86) highlights the effect of severe
class imbalance. Accuracy alone may overestimate model
performance because the majority class dominates the dataset.
Therefore, balanced accuracy and MCC are considered more
reliable indicators for malware detection performance. Figure
5 shows this issue.

In contrast the hybrid decision achieves a balance, with a
balanced accuracy of 0.95 and an MCC score of 0.90.

Although the fusion layer improves balanced accuracy from
0.94 to 0.95, this improvement is practically significant in
malware detection scenarios. Even small gains in balance-
aware metrics can reduce false positives and false negatives,
thereby improving the reliability of operational cybersecurity
systems. This model does not achieve the highest ordinary
accuracy, but it offers the best balance between sensitivity to
both classes and correlation in the entire dataset. In security
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Fig. 3. Divergence between ordinary accuracy and balanced accuracy for
proposed configurations.

systems this is a reliable result as the goal is not only to cor-
rectly label instances in skewed datasets but also to maintain a
trustworthy distinction between malware and benign samples.
The hybrid decision model provides this balance making it a
suitable choice, for security applications.

TABLE V
PERFORMANCE OF PROPOSED AND REFERENCE

CONFIGURATIONS

Model Acc. BA MCC Prec. Rec. F1
Structural XGBoost 0.94 0.94 0.88 0.94 0.94 0.94

Behavioral Random Forest 0.98 0.86 0.82 0.98 0.97 0.97

Hybrid decision 0.95 0.95 0.90 0.95 0.95 0.95

Naive reference 0.50 0.50 0.00 0.50 0.50 0.50

Although the proposed framework was evaluated using XGBoost, Random
Forest, and hybrid decision fusion, additional comparative evaluation using

LightGBM and CatBoost classifiers is planned in future work. These models
represent strong gradient-boosting baselines and may provide further insight

into the effectiveness of the proposed framework.

Fig. 4. Multi-metric comparison showing the superiority of the hybrid
decision in balanced accuracy and MCC.

C. Ablation Study

The results give partial support for the interpretation of
complementary-evidence. The structural branch is consistent

across measures, but not optimal in whole-matrix correlation.
The behavioral branch is very strong in ordinary measures,
but less strong in balanced ones. The hybrid decision takes
benefits of both branches: (a) demonstrates high precision and
recall, and (b) shows a clear improvement in balance-aware
and correlation-based measures. This is where the performance
gain compared to the behavioral branch is critical. This ap-
parent simple observation of the result is not necessarily the
ultimate decision-maker in favor of the behavioral branch, as
the highest reported accuracy is high.

It is the balanced accuracy drop from 0.98 tracking the
ordinary accuracy to 0.86 demonstrating unbalanced classes.
Yes, the hybrid decision alleviates this shortcoming to the
value of 0.95 balanced accuracy and 0.90 MCC, this constraint
being the core empirical contribution of the article. Table V
serves as an ablation study by comparing the performance
of the structural branch, behavioral branch, and the final
hybrid fusion model. The results demonstrate that the fusion
mechanism improves balance-aware metrics compared with
individual evidence sources.

VII. THREATS TO VALIDITY

Several threats to validity should be considered. First, the
available behavioral corpus is highly imbalanced. Although
this reflects an important real-world challenge, it also means
that performance estimates are sensitive to class distribution
and threshold selection. The paper therefore reports balanced
accuracy and MCC to reduce overreliance on ordinary accu-
racy.

Second, the static and behavioral evidence views may not
cover all possible evasion strategies. Malware that detects
controlled environments may suppress harmful behavior, and
packed executables may obscure structural attributes. The hy-
brid design reduces but does not eliminate these risks. Future
evaluation should include explicit evasive samples, multiple
controlled environments, and time-separated validation.

Third, label quality is another potential flaw at all mal-
ware collections. Labels obtained from antiviruses consensus,
sandbox results or collection documentation all carry inherent
inaccuracies. Mis-labeling will affect model calibration as well
as results. Better future work should perform label auditing,
family resolution and test on separate collections.

Fourth, performance outcomes do not and cannot stand as a
universal statement. The claimed hybrid decision is supported
by the database at hand, under the given evaluation design.
Other enterprise conditions, software collection, and threat
families may need retraining. The value of this paper then
is the method and data to show that fusion does enhance
balance-aware performance, not the statement that a fused
trained detector will always do so.

Another limitation of the current study is that the reported
results are based on a single evaluation configuration. Future
studies will incorporate repeated experimental runs, standard
deviation analysis, and confidence interval estimation to fur-
ther assess the statistical stability and reproducibility of the
proposed framework.
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Computational complexity, training-time requirements, and
deployment overhead were not the primary focus of the
current study. Future large-scale evaluations will investigate
the operational efficiency and resource requirements of the
proposed framework in real-world deployment scenarios.

VIII. CONCLUSION AND FUTURE WORK

This paper has demonstrated a hybrid static-behavioral
learning structure to address a system that is highly imbalanced
in class distribution for malware detection. It isolates structural
evidence from the observed behavioral evidence, relies on
class-balance correction exclusively within the development
set, and merges through an explicit stacked decision layer.
The hybrid decision has shown to reach a balanced accuracy
of 0.95 and an MCC of 0.90 that exceeds the structural and
behavioral branches individually on measures most applicable
to the system’s distribution. This offers evidence to all three
of our conclusions.

Static and behavioral analysis should be considered as
complementary evidence views. Raw accuracy methods are
not robust to class imbalance. Fusion of calibrated branch
scores, when transparent, can add robustness without added
complexity. Future work will broaden the results to include
time-separated malware collections, evasive malware, and fam-
ily detection.

Future research will also evaluate the proposed frame-
work on additional malware datasets and employ explainable
artificial intelligence techniques, such as feature-importance
analysis, to quantify the contribution of individual structural
and behavioral feature groups.

There will be more focus on drift detection, adversary tests,
and combination with vulnerability and threat-intelligence
feeds. Future work will investigate malware family-level clas-
sification, zero-day malware detection, adversarial robustness
evaluation, and validation on additional malware datasets to
further assess the generalizability of the proposed framework.

The goal is to have a dynamic malware detection system that
is auditable, cost-efficient and resilient to changing threats.
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