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Abstract—The rapid proliferation of social media and digital
communication has produced significant outcomes but it has
also introduced major threats like cyberbullying, online ha-
rassment, offensive language, deepfake abuse, cyberstalking and
online grooming. These threats impact countless users especially
teenagers and women. Addressing them without automation
is simply impractical given the massive quantity of content
uploaded every second. This survey gathers outcomes from
over 53 reviewed studies published between 2012 and 2026
to provide a coherent and comprehensive summary of how
artificial intelligence (AI), machine learning (ML), deep learning
(DL) and digital forensics are being used to detect and prevent
these online threats. We examine all methods from traditional
text classifiers to advanced transformer models like BERT and
RoBERTa, from uni-modal text detection to multi-modal systems
that analyze text, images, audio and video together. Focus is given
to secure detection, multilingual-aware systems for non-English
languages and explainable AI frameworks. Finally we discuss the
primary issues that persist and point to promising directions for
future research. This survey is presented to be understandable
to learners and early researchers while still being technically
detailed for domain experts.

Index Terms – cyberbullying detection, online harassment,
hate speech, deepfake detection, digital forensics, natural lan-
guage processing, deep learning, transformers, BERT, multi-
modal learning, federated learning, social media safety.

I. INTRODUCTION

The emergence of social media communication has changed
how people interact, allowing fast global connectivity. How-
ever, it has also created new forms of damage through elec-
tronic devices. Online harassment is one of the most common
forms of online bullying [1]. Research shows that many ado-
lescents have experienced cyberbullying including offensive
messages and false information spreading [2]. Victims often
suffer from anxiety, depression and suicidal thoughts [3], [4].
Unlike traditional bullying, cyberbullying can occur continu-
ously through digital devices, increasing its effect [5].

II. SURVEY METHODOLOGY

The systematic literature review was designed to be struc-
tured and transparent so it can be reproduced. A full descrip-
tion of the search strategy, inclusion/exclusion criteria, and the
selection process is provided below.

A. Search Strategy

We conducted a focused search through five major digital
libraries and databases:

• IEEE Xplore: 40 initial results (filtered to 22)
• ACM Digital Library: 20 initial results (filtered to 14)
• Scopus (Elsevier): 60 initial results (filtered to 25)
• Google Scholar: 50 initial results (filtered to 43)
• arXiv.org: 28 preprints (filtered to 9)

Our web search for papers written in English was performed
two months prior to submitting this paper (the time span of the
search included all publications from January 2012 to March
2026). After removal of duplicates and selection of full-text,
we identified approximately 113 articles to review; of those,
we selected 53 eligible primary publications to include in this
analysis.

B. Search Keywords

Our search was completed using several different combina-
tions of keywords with Boolean operators as follows:

• Primary search terms: (”cyberbullying detection” OR
”online harassment detection” OR ”hate speech detec-
tion”) AND (”machine learning” OR ”deep learning” OR
”neural network”)

• Secondary search terms: (”BERT” OR ”RoBERTa” OR
”transformer” OR ”LLM”) AND (”cyberbullying” OR
”harassment”)

• Tertiary search terms: (”multimodal” OR ”text + image”)
AND (”cyberbullying detection”)

• Low-resource language keywords: (”Bengali” OR ”Ara-
bic” OR ”Urdu” OR ”Roman Urdu”) AND (”cyberbully-
ing dataset”)

C. Inclusion and Exclusion Criteria

Inclusion Criteria
1) Conference proceedings, peer-reviewed publications, or

respected digital preprints (arXiv)
2) Articles published between January 2012 and March

2026
3) Publications in English
4) Research focusing on social media platforms (Twitter/X,

Facebook, Instagram, Reddit, YouTube, ASKfm)
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Fig. 1: Framework of cyberbullying detection.

5) Research proposing AI/ML/DL techniques to detect cy-
berbullying or hate speech

6) Research presents quantitative performance metrics (ac-
curacy, precision, recall, F1-score)

Exclusion Criteria

1) Non-AI based approaches (e.g., solely sociological,
qualitative)

2) Offline physical bullying with no digital component
3) Opinion pieces, editorials, or tutorials
4) Non-English papers without an English translation of the

full text

D. Quality Assessment

Fifty-three total studies each received a score between 0 and
9 based on design, dataset, reproducibility. Mean score = 5.2
out of 9. All studies with a score of 4 or higher were included
for main analysis. All studies show bias for publication, and
Egger’s test has a positive result (p=0.03). Additionally, all
studies were published in the English language and had selec-
tion bias towards Twitter/X datasets (85%). These limitations
will be acknowledged.

TABLE I: Corpus Composition by Category

Category Count Percentage
Traditional ML (SVM, RF, NB, LR) 24 45.2%
Deep Learning (CNN, LSTM, BiLSTM, GRU) 19 35.5%
Transformer-based (BERT, RoBERTa) 6 12.9%
Multimodal (Text + Image/Video) 4 6.4%
Total 53 100%

III. BACKGROUND AND DEFINITION

Olweus [6] identified the three main features that make up
the traditional definition of bullying: aggression, repetition and
imbalance of power. The modern meaning of cyberbullying is
defined as “an individual or group that repeatedly harasses
someone with the intent to humiliate them through electronic
means” [7], [8]. A systematic review of 56 papers [9] shows
that most studies consider aggressiveness while fewer include
repetition and power imbalance, which affects accuracy of
detection.

A. Types and Categories

There are different types of cyberbullying, each with specific
detection challenges. These include but are not limited to flam-
ing, harassment, cyberstalking, denigration, impersonation,
outing, exclusion, trolling, and doxing [10]–[13].
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Fig. 2: PRISMA flow diagram of study selection process

IV. DATASETS FOR CYBERBULLYING DETECTION

A. Platform Distribution

Due to its easy-to-use API and open data usage poli-
cies, Twitter/X is the predominant source of data for social
media analysis [22]. Other sites including Facebook, Insta-
gram, YouTube, Reddit, Formspring, ASKfm, MySpace and
Wikipedia are also used.

TABLE II: Platform Distribution in Cyberbullying Research

Platform Studies Using Platform Primary Language

Twitter/X 44.6% [9] English
Facebook Multiple English, Arabic, Bengali
Instagram Multiple English
YouTube Multiple English, Arabic
ASKfm Multiple English, Dutch

B. Multilingual Datasets

Research has expanded beyond English to include various
languages. For Arabic, [23] created a dataset of 126,704
samples. For Bengali, [24] developed a dataset of 44,001
Facebook comments. For Hindi, [25] created a dataset of
115,864 Wikipedia samples. For Swahili, [26] developed a
dataset of 200 TUKI samples. For Dutch, [27] created a
dataset of 192,085 ASKfm samples. In a review of 70+

studies pertaining to low-resource languages, [28] report on
the limited number of datasets available for Bangla, Hindi
and Dravidian. They aim to address these gaps by developing
a Chittagonian dialect dataset specifically for cyberbullying.

V. FEATURE ENGINEERING TECHNIQUES

A. Traditional Feature Extraction

[9] categorize features used in cyberbullying detection. Tex-
tual features are used in 100% of studies and include word em-
beddings (23.2%) [29], [30], part-of-speech tags (14.3%) [13],
[31], and keywords/vocabularies (51.8%) [7], [32]. Metadata
features are used in 41.1% of studies and include number
of exclamation marks and capitalized words [33], comment
counts, likes and views [34], and pronoun usage and emoti-
con frequency [35]. Network features are used in 35.7% of
studies and include degree centrality and tie strength [13],
follower counts and popularity scores [7], and user interaction
patterns [36].

B. Advanced Feature Techniques

TF-IDF is by far the most popular technique used in ma-
chine learning (ML) and deep learning (DL). In fact, [24] uti-
lized both TF-IDF with Instance Hardness Thresholds for Ben-
gali cyberbullying detection and achieved an accuracy of 93%
using a Logistic Regression and Multilayer Perceptron (MLP)
classifier. Regarding BERT embeddings, [38] achieved state-
of-the-art performance when they combined contextual repre-
sentations using TF-IDF and embedding based on Contextual
Semantic Representations (CSR). For multi-modal feature fu-
sion, [39] used combined text features (BERT, RoBERTa) and
image features (ResNet, ViT) for multimodal cyberbullying
detection, showing that combining RoBERTa+ViT leads to
better performance than using single models.

VI. MACHINE LEARNING APPROACHES

A. Supervised ML Methods

According to [9], the most commonly applied classifier
type was Support Vector Machine (46.4% of applications),
followed by Naive Bayes (35.7%), Random Forest (32.1%)
and Logistic Regression (23.2%). Regarding SVM, [13] used
Support Vector Machines to detect Twitter aggression and
bullying with great success, using both textual and networking
features. SVMs were also applied to classify Facebook cyber-
bullying [40]. For Naive Bayes, various classifier methods on
ASKfm data were compared by [27], who determined that the
Naive Bayes method was comparable to simpler classifiers.
Regarding Random Forest, a Random Forest classifier com-
bined common word spellings using different combinations of
unigram, bigram and character n-grams to create a reliable
method for detecting and preventing attacks from opposing
spellings [43]. For Logistic Regression, results show that it
was used for language identification for English, Hindi and
Marathi [41], while [42] displayed their implementation of
LR producing 96% accuracy via combining different ensemble
methods with LR algorithms.

ICACNC 2026 | TechShield Publications | Page 161



Text Input
(comment,

caption, message)

Image Input
(profile picture,

meme, screenshot)

Text Preprocessing
Tokenization,

cleaning

Text Embedding
BERT / RoBERTa

DistilBERT
(lightweight)

Contextual
Representation

768/1024-dim vector

Image Preprocessing
Resize 224x224,

normalize

Image Embedding
ResNet-50/101 / ViT

Visual Features
2048-dim (ResNet)
or 768-dim (ViT)

FUSION
STRATEGY
”Early / Late

/ Hybrid”

Classifier
SVM / MLP

/ Softmax

Output
Severity Levels

No Cyberbullying
Low harassment

Medium harassment
High harassment
Confidence: 0.94

Fig. 3: Multimodal fusion architecture with text
(BERT/RoBERTa) and image (ResNet/ViT) branches,

combined through different fusion strategies leading to a
classifier for severity assessment

B. Critical Analysis

Even though SVM and Random Forests are used extensively
in practice, they both depend heavily on handcrafted features
(TF-IDF, n-grams) and do not accurately model semantics
or contextual meaning. For example, an SVM with TF-IDF
features would misclassify the sentence “You are so smart for
a failure” as a non-bully statement because there is no explicit
insult. Deep learning methods improve upon these limitations,
but they require larger datasets.

VII. DEEP LEARNING APPROACHES

The models used to detect cyberbullying may be classified
into various categories as noted in [22]. For example, the
hybrid model of CNN and LRCNN in [44] captures both
local characteristics within text (via convolutional filters) while
showing good generalization performance across different data
sources as reported in [30]. RNN has been used for some social
media tasks [2]. Long short-term memory networks (LSTM)
were developed specifically for social media content [45].
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Fig. 4: All models on same ASKfm dataset [27] with
identical splits.

Bi-directional LSTM networks (BiLSTM) provided superior
performance compared to conventional LSTM networks [46],
producing an accuracy of 91% on a four-class cyberbullying
problem (gender, religion, age, ethnicity) [47]. Compared to
both BiLSTM and LSTM networks, Gated Recurrent Units
(GRU) networks achieve higher accuracy levels of 78.65% at
Level A and 88.59% at Level B [48].

A. Critical Analysis

Although BiLSTM has achieved over 90% accuracy for
certain datasets, it is not very good at classifying code-
switching (e.g. English + Roman Urdu) or sarcasm. These
results are based on single studies and require independent
replication Furthermore, most studies report performance on
balanced datasets while in reality bullying makes up only
5–10% of all posts.

TABLE III: Benchmark datasets for cyberbullying detection

Dataset Platform Size Classes Language Source
ASKfm ASKfm 192,085 Binary English,

Dutch
[27]

Twitter Cyber-
bullying

Twitter/X 16,000 Binary English [13]

Formspring Formspring 12,000 Multi-
class

English [44]

Hate Speech
Twitter

Twitter/X 45,000 Ternary English [38]

Bengali
Facebook

Facebook 44,001 Binary Bengali [3]

Note: Accuracy values from different datasets should not be compared.

VIII. MULTIMODAL CYBERBULLYING DETECTION

Results from reviewed studies show that hybrid models
using RoBERTa and ViT perform significantly better than
baseline models across multiple datasets representing real-
world scenarios. All datasets were modeled using LSTM,
GRU, BERT, DistilBERT, and RoBERTa for text, and ResNet,
ViT, and CNN for images, using a late-fusion strategy. The
CLIP/RoBERTa/SVM-based classifier aligns image and text
data within a shared embedding space (CLIP), aligns context
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(RoBERTa), and provides classification categories: no cyber-
bullying, low-level, medium-level, and high-level cyberbully-
ing.

IX. LARGE LANGUAGE MODELS FOR CYBERBULLYING
DETECTION

The development of large language models (LLMs) has
produced new methods for detecting cyberbullying that differ
from traditional fine-tuning methods. Traditional models such
as BERT (110–340 million parameters) are smaller than recent
LLMs, which can perform reason-based tasks, generalize with-
out explicit training, and understand multiple modalities.The
results given in table 6 are based on single studies and require
independent replication

TABLE IV: Comparison of Large Language Models for
Cyberbullying Detection

Model Approach F1 Score Limitation
GPT-4 Few-shot

(3-5 ex.)
87% High cost, la-

tency
Fine-tuned
BERT/RoBERTa

Supervised
fine-
tuning

88–93% Needs 1K-10K
labels

A. Prompt-Based Detection Without Fine-Tuning

The classical method relies on task-specific fine-tuning
to labeled datasets, which is time-consuming. Preliminary
investigations [51] show that GPT-3.5 achieves F1 scores of
76–81%, similar to supervised SVM but worse than fine-tuned
RoBERTa (F1=89%). However, zero-shot LLMs produce high-
quality explanations.

Few-shot prompting: Using 3–5 examples improves perfor-
mance. [52] provided evidence that GPT-4 with five examples
achieved an F1 of 87% for harassment detection on Twitter,
approaching supervised learning without training data.

B. Chain-of-Thought (CoT) Reasoning for Nuanced Cases

Traditional classifiers often fail with sarcasm, cultural con-
text, or implicit harassment. Chain-of-Thought prompting
forces the LLM to reason step by step.

C o n s i d e r t h e f o l l o w i n g s t e p s o f a n a l y s i s :
P o s t : ”Wow, you a r e so s m a r t f o r someone
who f a i l e d 3 rd g r a d e . ”
S t ep 1 : check p o t e n t i a l i n s u l t
S t ep 2 : D e t e c t s a rcasm marker
S t ep 3 : Reviewing B u l l y i n g

According to [53], CoT prompting improves detection of
subtle cyberbullying.

C. Challenges and Limitations of LLMs

Despite their potential, LLMs face significant deployment
challenges:

1) Cost: GPT-4 processing millions of posts daily costs
$10,000–$100,000 per day.

2) Latency: Inference time of 0.5–2 seconds per post ex-
ceeds the ¡100 ms requirement for real-time moderation.

3) Privacy: Sending user-generated content to third-party
APIs raises data leakage concerns, especially for minors.

4) Hallucination: LLMs may falsely flag benign content or
miss severe harassment.

5) Bias amplification: Models inherit societal biases and
may disproportionately flag minority dialects.

D. Multimodal LLMs (MLLMs) for Cyberbullying

Recent multimodal LLMs process both text and images
simultaneously, enabling:

• Memes with harmful text: understanding overlaid text and
visual context together.

• Deepfake detection: improving detection of manipulated
images.

E. Critical Analysis

Using RoBERTa with ViT gives more accurate detection of
image-based harassment (e.g., meme-based attacks), but incurs
additional computational overhead. Real-time latency for video
streams is not addressed in any reviewed paper.

TABLE V: Future Research Directions

Direction Challenges Solution
Real-time
multimodal

High latency + video
cost

Hybrid filter + LLM

Low-resource lan-
guages

No labeled data Active + transfer learning

Sarcasm / coded
abuse

Models fail implicit CoT + context-aware

On-device privacy Limited compute Quantized LLM, FL
Fairness & audit-
ing

Model drift, bias Open-source, re-eval

X. CONCLUSION

This review looked at methods of detecting online abuse
across all types of supervision, with traditional modelling
methods to contemporary forms of modelling through deep
learning and extensive use of transformer modeling.

• Transformer-based models (RoBERTa) achieve the high-
est accuracy (93–94%) but require 1K–10K labeled ex-
amples.

• LLMs enable zero/few-shot detection (F1 up to 87%) but
are impractical for real-time moderation due to cost and
latency.

• Multimodal systems (text+image) outperform unimodal
by 6–10% for meme-based harassment.

• Low-resource languages (Bengali, Arabic, Urdu) remain
severely underserved, with only a few datasets identified.

• Privacy-preserving approaches (federated learning, on-
device LLMs) are an emerging but under-explored di-
rection.
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A. Ethical Concern

In particular, false positive results are harmful to a person’s
right to free speech and false negative results leave no protec-
tion for members of the public. Modelling has shown that there
are higher false positive rates for African American English
dialects (up to 15% reported disparity). To be transparent, all
users must be notified of the model being implemented and
users must have the option to appeal suspected false positive
and negative results.
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