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Abstract—Unmanned aerial vehicles (UAVs) are anticipated to
be a key element of sixth generation (6G) networks, serving as
aerial base stations, relays, sensing platforms, edge nodes, and
autonomous swarms. Such capabilities enable services such as
emergency coverage, disaster response, smart cities, intelligent
transportation, precision agriculture, surveillance, and Internet
of Drones applications [18], [41], [51], [58]. However, UAV
enabled 6G systems are exposed to a large attack surface because
they operate on open wireless channels, collect sensitive data, and
rely increasingly on artificial intelligence (AI), blockchain, edge
computing, software defined networking (SDN), and integrated
sensing and communication (ISAC). This survey gives a holistic
view of UAV enabled 6G architectures, systematic selection of
studies, security threats, privacy leakage, intelligent countermea-
sures, comparative complexity, practical deployment constraints,
and open research challenges. .

Index Terms—UAV, 6G, security, privacy, federated learning,
blockchain, edge intelligence, Internet of Drones, ISAC.

I. INTRODUCTION

The 6G networks will combine terrestrial, aerial, satellite,
and edge cloud infrastructures. This vision can be achieved
with mobile, rapidly deployable UAVs that support line of
sight communication, sensing, relaying, and local computa-
tion. UAVs can provide connectivity for emergency response
when terrestrial infrastructure is damaged [58]. They can
assist smart cities by monitoring traffic, maintaining public
safety, and inspecting infrastructure. In precision agriculture,
UAVs can acquire multispectral images for intelligent crop
monitoring [38], [41]. UAVs can also be exploited as aerial
relays or edge nodes for data aggregation and computation
offloading in vehicular and IoT environments [2], [42], [52],
[55].

However, there are serious security and privacy challenges
for UAV enabled 6G. UAVs are vulnerable to physical cap-
ture, jamming, spoofing, eavesdropping, malware, fake data
injection, AI poisoning, and swarm manipulation [7], [16],
[18], [45]. The sensing payloads they carry may raise privacy
concerns such as location tracking, surveillance, identity link-
ing, and model-update leakage in federated learning [8]–[10].
These risks are further magnified by 6G functionalities such
as terahertz links, semantic communication, network slicing,
ISAC, reconfigurable intelligent surfaces (RIS), edge AI, and
autonomous resource orchestration.

PUF authentication, federated learning, and blockchain au-
dit procedures are known concepts unless they are experi-
mentally modified and validated. In this article, we present
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Fig. 1. PRISMA-style study-selection workflow for the curated 59-paper
evidence base.

a comprehensive review of security, privacy, and intelligence
aspects of UAV-enabled 6G. The article covers: (i) a systematic
study-selection workflow, (ii) a layered architecture, (iii) a
taxonomy of security, privacy, and intelligence, (iv) a compara-
tive study of authentication, blockchain, federated learning, AI
detection, physical-layer security, and post-quantum security,
and (v) practical deployment challenges and future directions.

II. PRIOR WORK AND TECHNIQUES

The evidence base includes 59 studies on UAV security,
Internet of Drones (IoD), blockchain, authentication, feder-
ated learning, edge computing, GPS spoofing, post quantum
security, and 6G/ISAC. The flow is shown in Fig. 1 using a
PRISMA style diagram. A fully systematic version should also
include database names, search strings, rules for detecting du-
plicates, independent screening, explicit reasons for exclusion,
quality scoring, and inter rater agreement.

The eight-page document is organized around four research
questions. RQ1 asks: What is the common attack surface of
UAV-enabled 6G? RQ2 asks: What are the privacy threats for
aerial sensing and distributed learning? RQ3 asks: How can
AI, blockchain, and edge intelligence help protection? RQ4
asks: What are the practical limitations of real world deploy-
ments? The five evaluation criteria are clarity of threat model,
relevance to UAV and 6G, presence of evaluation, discussion
of overhead, and reproducibility of assumptions. Bias risk
includes recency bias, database selection bias, citation bias,
simulation-only evaluation, and subjective taxonomy mapping.
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TABLE I
SURVEY FOCUS AND QUALITY ASSESSMENT CRITERIA

Item Description

Contribution type Survey paper; no new unsupported algorithms
Novelty focus Security, privacy, and intelligence of UAV-assisted 6G

networks
Quality criteria Relevance, threat model, UAV/6G applicability, evaluation,

overhead, reproducibility
Risk of bias Recency, database bias, citation bias, simulation-only

evaluation, taxonomy bias
Topics of interest Authentication, federated learning, blockchain,

physical-layer security, edge AI, post-quantum security,
ISAC
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Fig. 2. Layered architecture of UAV-enabled 6G networks. BC: blockchain.

Prior work has covered UAV communication and routing
[44], [51], IoD security and privacy [18], drone cybersecurity
[45], AI for UAVs [50], blockchain-assisted UAV communi-
cation [48], UAV edge computing [52], [53], and federated
learning privacy [8]. However, the work in this paper is
different because it focuses on a narrower but deeper as-
pect. Instead of treating them as separate topics, it considers
lightweight authentication, federated intelligence, blockchain
trust, physical layer security, post-quantum authentication, and
secure ISAC as integrated parts of a comprehensive UAV-
enabled 6G framework.

III. ENABLERS: TECHNOLOGY AND ARCHITECTURE

The architecture is shown in Fig. 2. UAV-enabled 6G
is comprised of device, aerial, terrestrial edge, cloud, and
satellite HAPS layers. The device layer has IoT sensors,
mobile users, vehicles, robots, and industrial machines. The
aerial layer consists of UAV users, UAV base stations, sensing
UAVs, relays, and cooperative swarms. The terrestrial edge
layer provides 6G base stations, RIS, MEC, SDN control,
and blockchain services. The cloud and satellite/HAPS layers
provide worldwide backhaul, mission management, large scale
analytics, and training of AI models.

The enabling technologies are FSO/THz links, NOMA
relaying, semantic command and control, RIS, ISAC, MEC,
SDN, blockchain, and AI-native resource management [1],
[2], [4], [5], [25], [35], [42], [52], [53], [56]. FSO/THz links
can achieve high data rates but require accurate alignment
and are susceptible to blockage. NOMA and short-packet
communications can support low-latency relay scenarios [5].
Semantic-aware command and control reduces transmission
overhead by transmitting only information relevant to the task
[4]. RIS can improve coverage and reduce interference, but it
also introduces additional requirements for control and channel
estimation. Edge computing reduces latency but increases

TABLE II
MAIN SECURITY CHALLENGES OF 6G UAVS

UAV Role Function Main Security Challenge

Airborne user Command/control telemetry Tracking and takeover
UAV base station Coverage on demand Jamming and rogue base

station
UAV relay Forwarding data Selective forwarding and

eavesdropping
Edge UAV Edge computing Data loss and malware
Sensing UAV Imaging and monitoring Privacy and surveillance

exposure
Swarm UAV Cooperative missions Byzantine and Sybil behavior

offloading and trust risks. Blockchain provides auditability and
distributed trust, but may introduce communication, storage,
and consensus overheads.

IV. SECURITY PROBLEMS

Security threats include hardware tampering, key extraction,
GPS spoofing, jamming, eavesdropping, replay, rogue UAVs,
routing attacks, DoS, malware, poisoning, adversarial exam-
ples, and Sybil/Byzantine swarm attacks [19], [26], [27], [36],
[44]. UAVs are required to operate in open environments, and
physical capture is a real threat. An attacker could steal keys,
swap sensors, change firmware, or inject malicious payloads.
Thus, secure boot, trusted execution, tamper evidence, and
hardware roots of trust are crucial for mission-critical UAVs
[3], [12], [14].

Wireless attacks are another important aspect. UAVs usually
enjoy high-quality line-of-sight links, which can facilitate
eavesdropping. Command and control links can be jammed.
GPS spoofing has the potential to mislead navigation, produce
unsafe landings, and cause missions to fail. Deep learning
and 3D radio maps have been used to study GPS spoofing
detection and mitigation [26], [27]. If an SDN controller is
compromised, it can result in large scale disruption. Flying ad
hoc networks are affected by routing attacks such as blackhole,
wormhole, and selective forwarding. Swarm attacks are very
dangerous because a compromised UAV can affect formation,
consensus, or collaborative sensing.

Channel aware beamforming, physical layer security, covert
communication, and hybrid FSO/THz design techniques can
improve confidentiality, but they need accurate channel infor-
mation and mobility control [1], [21], [23]. In practice, they are
meant to augment, not replace, cryptographic authentication
and access control mechanisms.

V. SENSITIVITY AND PRIVACY

The classification is illustrated in Fig. 3. Privacy threats
include trajectory leakage, aerial surveillance, sensitive im-
age/video exposure, data leakage from edge cloud systems,
and inference from model updates [7]–[9], [18]. UAVs can take
photos of faces, license plates, private property, and mobility
patterns. Although payload data may be encrypted, metadata
such as timing, handover events, beam direction, and radio
fingerprints can be exploited to disclose sensitive location
information. Smart city deployments need to enforce data
minimization, purpose limitation, access auditing, and privacy
filtering at or near the sensor/edge [10].
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Fig. 3. Taxonomy of security, privacy, and intelligence issues in UAV enabled
6G.
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Fig. 4. Publication-year trend of the dated references.

Federated learning avoids sharing raw data but is vulnerable
to poisoning, non-IID data, membership inference, and model-
inversion attacks [8], [9], [21], [22], [24]. These can be allevi-
ated by secure aggregation, differential privacy, anomaly filter-
ing, and robust aggregation, but such mechanisms may degrade
accuracy or increase communication overhead. Blockchain
is useful for logging, provenance, identity, and isolation of
malicious nodes [31], [40], [46]–[48], [57]. However, consen-
sus latency and storage overhead restrict the application of
blockchain in swarms. Lightweight authentication, PUF/ECC,
anonymous credentials, and post quantum remote identifica-
tion are needed for long-lived deployments [11]–[15], [20],
[29], [32], [33].

VI. STUDY COMPARISON

The main methods are given in Table III. No algorithms
are presented here because this is a survey. Authentication
costs O(1)–O(k) per session. Federated learning training
is O(E|D|P ), and aggregation is O(NP ). Permissioned
blockchain usually requires O(N2) consensus messages. Deep
inference is O(P ) on average per forward pass, where P
is the number of model parameters. These are only rough
indicators; actual costs depend on key size, model depth,
number of UAVs, radio bandwidth, consensus method, and
hardware accelerator availability.

Fig. 4 shows the post-2024 surge, mainly driven by
blockchain secured UAVs, federated learning, post quantum
authentication, 6G edge intelligence, and ISAC privacy. The
trend indicates movement of UAV security research from
classical cryptography and routing toward AI native, privacy-
preserving, and quantum-resilient designs.

VII. DEPLOYMENT CONSIDERATIONS

Simulation is not the same as real deployment. UAV bat-
tery limits cryptographic computation, model inference, radio
transmission, and blockchain participation. Payload size limits
trusted hardware, multi sensor fusion, and edge accelerators.
Weather, obstacles, and urban canyons can affect air-to-ground
links and GPS availability. System design must also consider

regulatory requirements such as remote identification, flight
authorization, spectrum rules, and privacy law. Interoperability
among UAV vendors, mobile operators, edge providers, and
public safety agencies remains unresolved. Current works are
mostly based on synthetic datasets, while field-test datasets
with real mobility, attacks, radio maps, and energy traces
remain limited.

Deployment decisions are mission driven. Emergency re-
sponse UAVs need reliable command links and fast authen-
tication. Smart city drones need privacy filtering and ac-
cess auditing. Industrial UAVs need secure firmware updates
and deterministic latency. Defense UAVs need anti jamming,
covert communications, and post quantum ready capability.
Such practical issues make purely cloud based or computation
intensive defense impractical for many UAV enabled 6G
scenarios.

VIII. PROBLEMS AND TRENDS AHEAD

The main open challenges are as follows. First, adaptive and
lightweight security is needed for battery constrained UAVs.
Heavy encryption, blockchain consensus, and deep learning
are unlikely to become practical unless they are tailored to
hardware capability and mission risk. Second, trustworthy
AI is needed because UAVs can be attacked with poisoned
data, adversarial examples, or malicious model updates. Third,
privacy preserving sensing should be done close to the UAV
or edge before sending sensitive data. Fourth, secure integra-
tion of sensing, communication, computing, and control is
required, as an attack on one function may affect the others.
Fifth, there is a lack of realistic datasets and field testbeds
to evaluate defenses under realistic mobility, weather, inter-
ference, and adversarial conditions. Sixth, regulation-aware
deployment should cover remote identification, spectrum rules,
privacy law, firmware updates, and accountability.

Future directions include experimentally validated
lightweight authentication, robust federated learning, low
latency blockchain, UAV specific post quantum schemes, and
secure ISAC testbeds. Researchers need to design digital twins
and hardware in the loop platforms for repeatable evaluation.
Finally, future surveys should follow a fully systematic search
protocol, include quality scoring, and perform quantitative
meta-analysis when comparable metrics are available.

IX. CONCLUSION

UAV-enabled 6G networks can provide flexible aerial com-
munication, sensing, and computation, but they also suffer
from multi layer security and privacy risks. This survey gives
an overview of the architecture, study selection methodology,
taxonomy, comparative methods, research trends, practical
deployment, and open challenges. The core message is that se-
cure UAV-enabled 6G requires the joint design of lightweight
authentication, privacy-preserving intelligence, blockchain as-
sisted trust, physical layer security, edge AI, secure ISAC, and
post-quantum readiness.
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TABLE III
ADVANTAGES AND DISADVANTAGES OF TECHNIQUE FAMILIES

Technique Advantage Disadvantage Typical Overhead

PUF/ECC authentication
[12], [14], [29]

Lightweight and robust identity/access man-
agement

Cross-domain trust and revocation Low to medium computation; few messages

Blockchain [31], [48] Audit, provenance, malicious-node isolation Latency, scalability, storage Medium to high communication and consensus
cost

Federated learning [8], [9],
[24]

Data remain on the device Poisoning and information leakage High training cost; repeated model exchange

AI/DRL detection [26], [27],
[35]

Adaptive anomaly/spoofing detection Dataset dependence and adversarial vulner-
ability

High training; low/moderate inference

Physical-layer security [1],
[23]

Supports confidentiality and extends en-
cryption

Mobility and CSI dependence Beamforming, CSI acquisition, and power cost

Post-quantum security [6],
[20], [32]

Long-term security Larger keys and signatures Above-ECC memory and bandwidth overhead

TABLE IV
DEPLOYMENT SCENARIOS AND TOP PRIORITY NEEDS

Scenario Priority Security/Privacy Need

Emergency coverage Speed and reliability Rapid authentication,
anti-jamming

Smart city Sensing and monitoring Audit logging, privacy
filtering

Industrial inspection Deterministic operation Secure updates, low latency
Agriculture Large-area sensing Data integrity, lightweight

AI
Defense Mission resilience PQC, covert links, swarm

trust
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